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[ SECTI ON: HOOX DEVELOPER HUB ]

VELCOVE TO THE HOOX DEVELOPER HUB

> Hoox is a free, open-source, zero-latency algorithmc trading framework and aut omati on
engi ne depl oyed natively to the O oudflare Edge Network. By utilizing a distributed

m croservice architecture, Hoox processes trade signals, evaluates risk paraneters,
executes order routing, and fires Telegramnotifications-all within mlliseconds and
directly fromthe edge nodes cl osest to exchange servers.

CHOOSE YOUR PATH

VWhet her you are a retail algorithmc trader setting up your first automated Tradi ngVi ew
strategies, a quantitative anal yst exploring |lowlatency DeFi order routing, or a DevQOps
engi neer naintaining nmulti-exchange infrastructure, our docs are split into highly
focused tracks

GETTI NG STARTED

If you are brand new to the Hoox ecosystem start here to prepare your machi ne, provision
resources, and deploy your first live mcroservice in under mnutes:

- [Core Installation](getting-started/installation.nd) - Provision prerequisites (Bun
runtinme, Cloudflare credentials) and bootstrap a project.

- [Platform Configuration](getting-started/configuration.nmd) - Declaratively define
environnent variables, JSON profile tenplates, and KV keys.

- [-Mnute Quick Start](getting-started/quick-start.nd) - Launch |ocal worker runners and
execute a sinmul ated webhook trade signal

CORE CONCEPTS

Under stand the underlying technol ogy, |owlatency edge architecture, and security |layers
that protect your api keys:

- [ How Hoox Wérks] (concept s/ how hoox-works. md) - The end-to-end lifecycle of a trade
signal from webhook alert to order confirmation

- [Edge-First Architecture](concepts/edge-architecture.md) - Wiy V isolates and

Cl oudflare Wrkers outperformtraditi onal VPS architectures by -%

- [Aoudflare Services Map] (concepts/cloudflare-services.nd) - How D, KV, R Queues,
Vectorize, and Browser Rendering are integrated.

- [l denpotency & Durabl e Objects](concepts/idenpotency.nd) - Preventing catastrophic
doubl e- execution and race conditions during high-frequency events.

- [Signals & Trade Routing] (concepts/signal s-and-trades.nd) - How paranmeters map from
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webhook JSON schenmas to |ive exchange payl oads.
- [Al R sk Manager] (concepts/ai-risk-manager.nd) - The -m nute autononous risk scanner,
trailing-stop mathematician, and account kill-switch

OPERATI ONAL GUI DES

Practical runbooks and blueprints for daily operations, |ocal devel opnent, and system
heal t h mai nt enance

- [Local Dev & Workspaces] (gui des/ | ocal -devel opnent. md) - Run, hot-rel oad, and test
workers locally via Bun or Docker container stacks.

- [Terminal U Operations](guides/tui.nd) - Launch and navigate the full-screen -view
operations cockpit (°./hoox-tui).

- [Edge Dat abase Operations] (gui des/ dat abase-ops. nd) - Manage gl obal SQLite schenas,
track drizzle mgrations, and run D queries.

- [Secrets & Network Security] (guides/secrets-security.nd) - Secure C oudflare Zero Trust
corridors and encrypt sensitive APl credentials.

- [I'nfrastructure Managenent] (gui des/ manage-infra.nd) - Spin up and inspect KV, Queues,
R, and Vectorize indexes in one command.

- [Depl oying to Production] (gui des/depl oy-workers.nd) - Roll out code, bind V isolates,
and depl oy Next.js dashboard consol es.

- [Self-Healing & Repair](guides/repair.nd) - Diagnose connection dropouts, rotate AP
keys, and run interactive systemrepair tools.

STEP- BY- STEP TUTORI ALS

Fol | ow gui ded, end-to-end tutorials to integrate your trade sources and notification
handl ers:

- [Tradi ngVi ew Webhook I ntegration](tutorials/tradi ngview webhook.nmd) - Wite custom zed
Pine Script v indicators that ping the Hoox webhook receiver

- [Tel egram Bot Setup] (tutorials/telegrambot.nd) - Configure real-tinme order alerts, P&L
reports, and secure chat conmands

- [Bmail Signal Routing](tutorials/emil-signals.nd) - Configure email parsing services
to convert raw inbox alerts into edge trade executions.

REFERENCE MATERI AL

Deep specifications, scherma registries, and command-|ine manual trees:

- [CLI Commands | ndex] (reference/cli-commands. nd) - Conplete options, positiona
argunents, and JSON flag trees for the “hoox tool

- [API Spec & REST Routes](referencel/api-endpoints.nd) - HITP endpoi nts, request

payl oads, response tenpl ates, and edge errors |ist.

- [Configuration Properties](getting-started/configuration.nd) - Conprehensive dictionary
of all env keys and KV key-val ue itens.
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OFFLI NE REFERENCE & Al CONTEXT

Downl oad our consolidated specifications or view conplete text packages for feeding into
LLME:

- [ Downl oad Enduser Full PDF Manual ] (/hoox-setup/ Enduser-Ful | - Docunment ati on. pdf) -

Conpl et e concat enated of fline guide.

- [ Downl oad DevQps Full PDF Manual ] (/ hoox-set up/ DevQps- Ful | - Docunent ati on. pdf) - Conpl ete
concatenated offline DevQps spec.

- [View Consol idated LLM Context Text](/hoox-setup/lImtxt) - Gant single-file text
format for AlI/LLM nodel s.

> Tip: Looking for deep engineering plans, DDL SQL schemas, or CI/CD depl oynent
wor kf | ows? Check out the [DevOps & Architecture Manual](../devops/hone.nd) for
devel oper-centric operator bl ueprints!
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| NSTALLATI ON GUI DE

Thi s guide wal ks you through preparing your environment, installing the
" @ ango- bl ockchai ned/ hoox-cli™ tool, cloning the mcroservices nonorepo recursively, and
val idating your |ocal system prerequisites.

SYSTEM PREREQUI SI TES

Before installing the Hoox command-|ine workspace, ensure your system neets the foll ow ng
standard software requirenents:

BUN JAVASCRI PT RUNTI ME (VERSION .)

Hoox uses Bun as its prinmary package nmanager, script runner, and native testing engi ne
Bun's bl azing-fast startup tinme and zero-config TypeScript conpilation are critical to
our | ocal devel oper feedback | oops.

- macOS / Li nux:
""" bash
curl -fsSL https://bun.sh | bash

- Wndows (via Powershell):
" power shel |

powershell -c "irmhttps://bun.sh/install.ps | iex

CLOUDFLARE ACCOUNT & WRANGLER CL

Al'l Hoox workers are conpiled to run on Cloudflare's Edge V isolates. You will need a
free doudfl are account:

- Account: [Register a free account](https://dash.cloudflare.conmf) (the free tier
provi des , requests/day, D database, KV storage, Queues, R and vector search-costing
$/ mont h) .
- Cloudflare CLI: Ensure you have "wrangler” installed globally (though Hoox manages
| ocal wrangl er operations automatically, having it indexed globally is reconmended):
""" bash
bun add -g wrangl er

DOCKER & DOCKER COVPOSE (OPTI ONAL)
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If you prefer running the entire Hoox |l ocal tradi ng workspace in fully isolated container
environments with one command, ensure you have Docker Desktop installed and running:

- Check status: “docker conpose version’

OPTI ON A: | NSTALL VI A PACKAGE MANAGER ( RECOVVENDED)

To install the global nanagenent CLI tool directly fromnpnibun registry to nanage new
wor kspaces:

Install globally using Bun
bun add -g @ ango- bl ockchai ned/ hoox- cl

Once installed, verify that the “hoox™ command is registered globally in your system
pat h:

hoox --version

OPTI ON B: BU LD & RUN FROM SOURCE

If you plan to contribute to the Hoox CLI packages or prefer working directly inside a
nonol i thi c source cl one:

Clone the parent repository with git subnodul es recursively
git clone --recursive https://github. conljango- bl ockchai ned/ hoox-setup.git hoox-trading
cd hoox-trading

Install all monorepo workspace dependenci es via Bun
bun i nstal

Verify the locally linked CLI runs fromroot
bun run build:cl

. I packages/ cl i/ bin/hoox.js --help

> Warning: You MJUST use "git clone --recursive’ or run “git subrmodul e update --init
--recursive’ after cloning. If you omt subnodul es, the worker directories under
“workers/® will be enmpty and depl oyments will fail.

BOOTSTRAPPI NG YOUR TRADI NG WORKSPACE

Now, initialize your new algorithm c tradi ng workspace. This conpiles directories,
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configures workspace settings, and sets up Gt tracking.

Boot strap your trading folder
hoox cl one ny-tradi ng-enpire
cd ny-trading-enpire

This conmand automatically structures your directories as a clean nonorepo

ny-tradi ng- enpire/

[-- ... O her anal ytical and web wall et workers

| -- packages/

| |-- cli/ Wor kspace CLI nanagenent binaries

[ |-- tui/ -view Terminal U nonitoring cockpit

| | -- shared/ Reusabl e routers, rate-limters, & errors
| -- workers/

| | -- hoox/ Gateway, rate-limter, DO idenpotency |ock
| | -- trade-worker/ Mul ti - exchange execution engi ne

I

| -

- package. j son

RUNNI NG THE | NTERACTI VE SETUP W ZARD

Wth your folder structured, execute the interactive bootstrap w zard:
hoox init

The CLI wizard will guide you through critical setup phases:

Tool chai n Validation: Probes your machine for “bun’, "git’, “wangler , and "docker"
configurations.

Cl oudfl are Authentication: Pronpts for your doudflare APl token (with ~Account.D
“Account. KV, “Account.Wrkers® pernissions) and Account |D.

M croservice Profile Selection: Lets you declaratively toggle which edge workers to
enable (e.g., enable Gateway and Trade Worker, disable Wb Wallet if you only trade
centralized exchanges).

Local Credentials Encryption: Generates safe local ".dev.vars' nmatrices and sets up
initial KV configuration structures.

| bun (v..) found |

| wrangl er (v..) found |

| git found |
| Cloudflare Credentials Verified
|
|
I

Enabl e central Gateway Worker? [Y/n]: vy
Enabl e Mul ti-Exchange trade-worker? [Y/n]: vy
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| Enable agent-worker Al Risk Manager? [Y/n]: y

VERI FYI NG LOCAL PREREQUI SI TES

Verify that all dependencies and O oudfl are edge routes are accessi bl e:

Perform detailed pre-flight diagnostic checkli st

hoox check prerequisites

If all diagnostic checks pass, you are ready to proceed with configuration!

> Tip: CGot installation issues? Run "hoox repair check® to automatically anal yze conmon
path resolution issues, nissing environnent variables, or node-gyp build failures, and
recover your |ocal workspace sean essly.

NEXT STEPS

- [Configuration Matrix](configuration.nd) - Map out your -key environnent variables and
-key KV registries.

- [-Mnute Quick Start Cuide](quick-start.nd) - Execute your first sinulated edge trade
i n under mnutes.
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PLATFORM CONFI GURATI ON

Hoox uses a dual -l ayer configuration topology: a declarative build-tine environnment |ayer
(rmanaged via local files and O oudflare Secrets) and an instantaneous runtine
configuration layer (managed via O oudflare KV key-val ue dat abases). This ensures maxi mum
agility: deploy secure code once, and adjust trading paraneters or flip kill switches in
real -time w thout redepl oying code.

DECLARATI VE ENVI RONVENT VARI ABLES (. ENV. LOCAL")

For | ocal operations, build-tinme variables, and workspace |inking, Hoox |oads a
“.env.local® file at your project root.

Copy the secure tenplate during initialization:
cp .env.exanple .env.local

The Hoox environment is split into core |ogical sections. Below is the conprehensive
di ctionary of key configuration paraneters:

A, CLOUDFLARE CORE | NFRASTRUCTURE

| Paraneter | Required | Description
| Exanple
| e IREEREES |
................................................................... |
e R |
| “CLOUDFLARE_API _TOKEN | Yes | APl token with "D, "KV, “Queue’, and "Workers® wite
perm ssions. | “cf_pat_abc...’ |

| “CLOUDFLARE_ACCOUNT_ID | Yes | Your unique -character C oudflare dashboard account
hash. | "~ debcebeabecbcdec” |

| ~ SUBDOVAI N_PREFI X | Yes | Subdomain prefix under which your public gateway
routes conpile. | " hoox-edge’ |

B. EXCHANGE APl KEYS ( SECURELY REDACTED)

These credentials rmust be injected as secure encrypted environment variables into your
Cl oudflare Wrker isolates. The Hoox CLI automates this injection.

- Binance:
- "BINANCE_API _KEY' - Your read/wite exchange account trade perm ssion key.
- "BINANCE_API _SECRET" - Private secret key used to HVAC- SHA sign order payl oads.
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- Bybit:

- "BYBIT_API _KEY" - Order routing account key.

- "BYBIT_API _SECRET - Order signing private key.
- NMEXC

- "MEXC_API _KEY' - Order routing account key.

- "MEXC_API _SECRET" - Order signing private key.

C. TELEGRAM BOT ALERTS

| Paraneter | Required | Description
| Exanple |
| i | i------ I
..................................................................... |
...................... |
| ~ TELEGRAM BOT_TOKEN | No | HTTP APl authentication token provided by Tel egram s
Bot Fat her . | “:ABCdefGn... |
| ~TELEGRAM CHAT | D | No | The nurmeric chat 1D of the user, group, or channel

where alerts route. | °° |

D.  MILTI - PROVI DER Al CREDENTI ALS

Used to power autononous risk assessnents, Tel egram conversation |oops, and tinme-series

sunmmari es in " agent-worker’.

- “OPENAI _API _KEY" - Access key for OpenAl CGPT nodel s.
- T ANTHROPI C_API _KEY' - Access key for Anthropic d aude nodel s.
- "GOOGLE_Al _API _KEY' - Access key for Google Gem ni nodels.

MANAG NG ENVI RONMVENT & SECRETS VI A CLI

To prevent plain-text exposure and ensure proper edge variable binding, never manually
paste sensitive keys into "wangler.jsonc’ files. Instead, utilize the high-integrity
“hoox config env: conmand groups:

Start the guided term nal config w zard
hoox config env init

Vi ew active workspace configuration (sensitive credentials automatically redacted)
hoox config env show

Validate env file structure against required platformvariabl es
hoox config env validate

Generate | ocal decrypted .dev.vars files for every enabl ed worker
hoox config env generate-dev-vars
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> Note: Decrypted ".dev.vars™ files contain local environnent credentials and are
excluded fromgit history via ".gitignore automatically. Running " hoox config env
generate-dev-vars® ensures that |ocal worker testing via “bun run dev' has access to
simul ated credentials safely.

WORKER CONFI GURATI ONS (~ WRANGLER. JSONC' )

Each worker in the nonorepo has a standard "wangler.jsonc” file at its directory root.
These configurations declare:

Servi ce Bindings: Connects gateway routes (" hoox™) to internal conpute units
("trade-worker®, “d-worker') directly via mcrosecond V isolates-no TCP/ TLS overhead, no
public routes.

Resour ce Bi ndi ngs: Decl ares which D databases, R storage buckets, and KV configurations
are |inked.

Execution Mde: Toggles |atency-saving features |like Smart Placerment (" "placenent": {

node": "smart" }7).

You can inspect, check, or change worker toggle status directly:

Print conplete mcroservice enabl ed/ di sabl ed status tree
hoox config show

Decl aratively enabl e/ di sabl e specific workers in the manifest
hoox config set workers.web-wallet-worker.enabl ed fal se

RUNTI VE KV CONFI GURATI ON ( SUB- M LLI SECOND SETTI NGS)

One of Hoox's core architectural features is instant runtine paraneter updates. By using
Cloudflare KV, certain settings can be nodified globally in sub-mlliseconds and take
effect on the very next signal execution-w thout rebuilding or redepl oying any worker.

Hoox manages a standard -key runtinme manifest inside the "CONFI G KV nanespace. Below are
the nost critical runtime paraneters:

| KV Key | Type | Def aul t | Description

I
| i | i------- | iemmmmmeeee | i
........................................................................... |
| “trade:kill_switch’ | “bool ean™ | “fal se’ | Aobal Kill Switch
If set to “true’, all incoming trade execution |oops imediately halt.

| “trade: max_daily_drawdown_percent” | " nunber® | o | Maxi mum daily
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drawdown before the Al Risk Manager flips the kill swtch. |

| "~ webhooks: queue_npbde” | “string® | “queue_failover® | Trade delivery
behavior: “direct_only’, “queue_failover , or "queue_everywhere . |

| ~exchanges:default_routing | “string® | “bybit® | Default centralized
exchange router. Options: “binance’, “bybit®, “nexc’. |

MANAG NG KV SETTI NGS VI A CLI

Get the current value of the Gobal Kill Switch
hoox config kv get trade:kill_switch

Manual Iy trigger a global trading halt
hoox config kv set trade:kill_switch true

Restore trading by flipping the switch back
hoox config kv set trade:kill_switch fal se

Decl aratively apply default nmanifest variables to O oudflare KV
hoox config kv apply-manifest

> Ti p: Changed exchange configurations or toggled the kill switch? There is no need to
redepl oy. The changes are distributed across doudflare's + global edge |ocations
near - i nst ant aneousl y!

NEXT STEPS

- [-Mnute Quick Start Guide](quick-start.nmd) - Launch |local worker runners and execute a
si mul at ed webhook trade signal

- [Deploying to Production](../guides/deploy-workers.nd) - Deploy and bind all workers in
the correct dependency sequence.
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- M NUTE QUI CK START

This guide gets you froma blank console to a fully active, edge-deployed algorithnic
tradi ng ecosystemon the d oudflare network, processing sinulated signals in under

m nut es.

STEP- BY- STEP DEPLOYMENT PATH
STEP : I NI TI ALl ZE WORKSPACE CREDENTI ALS

If you haven't already run the setup wizard during installation, execute the initial

wor kspace configuration:
hoox i nit

_Follow the interactive pronpts to paste your C oudflare Account |ID and APl Token, and
defi ne your unique " SUBDOVAI N PREFI X (e.g., “alpha-trading ). _

STEP : | NJECT ENCRYPTED EXCHANGE APl KEYS

For your safety, exchange credentials (APl keys and private signatures) are never stored
in plain text. Inject themas encrypted C oudflare Wrkers Secrets bound securely to your
conput e i nstances:

Inject Bybit Credentials
hoox secrets set BYBI T_API _KEY "your_bybit_key_here"
hoox secrets set BYBI T_API _SECRET "your_bybit_secret_here"

Optional: Inject Binance Credentials
hoox secrets set BI NANCE_API _KEY "your _bi nance_key_here"
hoox secrets set BI NANCE_API _SECRET "your _bi nance_secret_here"

> Warning: Cloudflare Secrets are encrypted at rest using hardware-|evel keys and are

injected straight into your V execution isolates at runtinme. They can never be decrypted
or read back via the APlI, ensuring top-tier security for your capital.

STEP : DEPLOY ALL WORKERS | N SEQUENCE
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Hoox m croservices comunicate internally via Service Bindings. The CLI autonmatically
manages the depl oynent sequence, ensuring databases, queues, and configuration stores
conpile first, followed by gateway routers and background conpute tasks:

Conpi | e and depl oy all enabl ed workers
hoox deploy all --auto

_This comuand automatically provisions: _

D Edge Dat abase (" hoox-db")

CONFI G_KV confi guration nanespace

Internal Workers (" trade-worker™, “d-worker™, “telegram worker)
Public Gateway ( hoox™ gateway router)

Next.js Dashboard Command Center ( workers/dashboard’)

Once conpleted, the CLI will output your public Gateway endpoint URL:
“https://hoox. al pha-tradi ng. wor kers. dev’

STEP : FIRE A SI MULATED TRADE WEBHOOK

Now, fire a test webhook trade signal to your live gateway using "curl .

curl -X POST https://hoox. al pha-tradi ng. wor kers. dev/ webhook \
-H "Content-Type: application/json" \
-d '
"api Key": "your-hoox-webhook- passkey",
"exchange": "bybit",
"action": "LONG',
"synbol ": "BTCUSDT",
"quantity":
"l everage":

VEBHOOK PAYLOAD PARAMETERS SPEC

Every webhook payload fired to your Gateway nust match the foll owi ng JSON Schema:

| Paraneter | Type | Required | Description

| " apiKey’ | “string” | Yes | Your custom webhook authorization passkey (defined in
TCONFI G KVY) . |
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| “exchange® | “string
| “action’ | “string
(sell/open), or "“CLOSE
| “symbol” | “string
| “quantity’ | " nunber’
| “leverage® | "~ nunber’
omtted.

-M NUTE QUI CK START

| Yes | Target exchange router: “binance’, “bybit’, or “nexc.
I
| Yes | Trading action direction: “LONG (buy/open), ~SHORT
(flatten position). |
| Yes | Standard narket synbol .
I
| Yes | Position size / quantity.
I
| No | Leverage coefficient. Defaults to ~° (spot) if

EXPECTED SUCCESS RESPONSE

When a signal arrives
Dur abl e Obj ects,

executes the order,

You wil |l
{

"success": true,

"request!d":

"exchange": "bybit",

"synbol ": " BTCUSDT",

"action": "LONG',

"result": {
"orderld":
"status": "Filled",

"executedQy":
"price":
"timestanmp":

> Tip:
net wor k congesti on,

Cl oudfl are Queues w th exponenti al

"Enqueued"”

NEXT STEPS

- [ How Hoox Works] (../concepts/how hoox-works. nd)

processi ng pipelines.
- [Term nal U

the Hoox Gateway authorizes the request,

and registers the transaction in your

recei ve an i nstantaneous,

Hoox wi ||

Quide] (../guides/tui.md) -

| ocks execution via

routes order calculations to the edge node nearest to Bybit's servers,

D SQLite table.

| ow| at ency JSON response:

"bdebd- bd- bad- bdd- bdbdcbd",

If the exchange is tenporarily undergoi ng system mai nt enance or experiences high

automatically intercept the failure
backof f

enqueue the trade in

retry policies, and return a ~"status":

response to guarantee delivery!

- Take a deep dive into the edge

Run, hot-reload, and inspect live netrics in a
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full-screen console interface
- [Set Up Telegram Alerts](../tutorials/telegrambot.nd) - Link your bot to get order

fills pushed straight to your phone.
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HOW HOOX WORKS

At its core, Hoox functions as a highly resilient, |lowlatency pipeline that intercepts
trading signals fromexternal sources, validates and decodes the payl oads, and converts
theminto cryptographically signed order placenents on gl obal exchanges in mlliseconds.

Here is the exact lifecycle of an edge trade execution, fromalert trigger to brokerage
fill.

THE EXECUTI ON PI PELI NE

DETAI LED PI PELI NE PHASE ANALYSI S

SI GNAL ARRI VAL & | NGESTI ON

Signal s represent specific instructions to buy, sell, or close positions. Hoox ingests
these instructions through three primry channel s:

- Tradi ngVi ew Webhooks: Hi gh-integrity trade alerts configured via Pine Script that issue
JSON POST payl oads to your gateway's public “/webhook™ route.

- Tel egram Cormands: Direct user commands sent to your private Tel egram Bot (e.g. “/trade
buy btc quantity=. exchange=bybit ), parsed via your webhook router.

- Email Signals: Secure email triggers forwarded from specialized alerts (e.g.

Tradi ngView enmai|l alerts), parsed natively by “enail-worker™.

EDCE FI REWALL & GATEWAY VALI DATI ON

When a signal hits your public endpoint, the "hoox  gateway interceptor immediately
eval uates the request inside a sandboxed V isolate:

APl Key Authorization: Authenticates the payload' s "“api Key' property against your
secure mani fest stored in C oudflare KV.

IP Allowlisting: Verifies that the client IP matches a authorized IP range in KV
(essential for restricting access solely to Tradi ngView s known webhook 1Ps).

A obal Kill Switch check: Ensures “trade:kill_switch® is “false . If “true, the
pi peline aborts imediately to protect your capital.

Rate Limting: Verifies that signal frequency does not exceed safe execution threshol ds
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(default: orders/mnute).

I denpot ency Check: Locks a unique transaction trace ID using a SQLite-backed Durable
Ghject. If the DO detects that the exact sane signal hash was al ready processed, it drops
the request to prevent doubl e-ordering.

SERVI CE BI NDI NG ORDER ROUTI NG

Once val i dated, the gateway bypasses public internet routing and calls the internal
“trade-worker® directly via Service Bindings:

- Zero Latency: Communication occurs within a mcrosecond inside the V engine, with zero
TCP handshakes or TLS decryption overhead.

- Private Isolation: The "trade-worker® does not expose any public URL, remsining
conpletely isolated fromexternal attacks.

- Dynanmi ¢ Exchange Routing: The worker parses the synbol (e.g. "BTCUSDT ) and eval uates
your KV config. If Bybit is undergoing mai ntenance, you can instantly redirect trades to
MEXC or Binance with one conmmand.

EXCHANGE EXECUTI ON & CRYPTOGRAPHI C SI GNI NG

The “trade-worker® |oads your encrypted APl credentials from d oudflare Secrets, conputes
t he HVAC- SHA signature for the order paraneters, and pushes the signed request to the
exchange' s nearest APl gateway:

- Smart Pl acenent: Because Smart Pl acenent is enabled, Coudflare automatically runs your
wor ker on the physical edge node | ocated geographically closest to the exchange's servers
(e.g. Frankfurt for Bybit, Tokyo for Binance), cutting network transit time by up to %

PERSI STENT D LOGE NG & TELEMETRY

Upon recei pt of the order response (e.g. "Filled, "Partial” , or "Rejected ), Hoox

updat es your | edger:

- D SQ.ite Database: Wites transaction logs, filled prices, execution fees, and order
IDs to your D database.

- R Log Ofloading: Ofloads full JSON request-response packets to your secure R storage
bucket to keep D database footprints conpact.
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USER NOTI FI CATI ONS & ALERTS

Finally, the “trade-worker® pings "telegramworker® via an internal binding:

- You receive an imedi ate Tel egram notification on your phone detailing the synbol
filled price, order status, and transaction |D.

- Twice-daily, “report-worker® uses Browser Rendering to conpile beautiful HTM. reports
of your trading netrics, generating PDFs and dropping the link directly in your chat.

> Tip: If the exchange APl experiences transient network dropouts or severe rate linits,
the Hoox Gateway automatically transfers the payload to C oudflare Queues with an
exponential retry schedule (s "m "~m “m), keeping your strategy fully reliable
even during periods of heavy market volatility.

NEXT STEPS

- [Edge-First Architecture](edge-architecture.md) - Understand the absolute | atency
benefits of edge workers vs VPS

- [Signals & Trade Specifications](signals-and-trades.nmd) - Analyze the conplete JSON
webhook and order formatting.
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EDCE- FI RST ARCHI TECTURE

In algorithmc trading, latency is leverage. A delay of just mlliseconds between a
signal firing and an order arriving at the exchange can nean the difference between a
highly profitable fill and severe price slippage.

Hoox sol ves the | atency problem by abandoning traditional server-centric architectures
(like AWS, Digital Ccean, or standard VPS instances) and executing order logic natively on
C oudfl are Edge Workers.

THE PHYSI CS OF LATENCY: WHY TRADI TI ONAL VPS BOTS FAI L

Traditional trading bots are deployed on a single virtual private server (VPS) in a fixed
geographi cal data center (e.g., Virginia, USA).

THE VPS BOTTLENECK ( M5+ SLI PPACE)

Signal Ceneration: A TradingView alert fires in London.

Network Transit: The alert travels across the Atlantic to your Virginia VPS (~ns).

Execution Del ay: The VPS boots a heavy Node/ Docker runtime to process the signal (~ns).

Exchange Transit: The order travels fromVirginia to Bybit's APl servers in Tokyo or
Frankfurt (~ns).

Total Transit Latency: ns before the exchange matches your order.

[London Alert] -- (ms) -->[Virginia VPS] -- (ms) --> [Frankfurt Bybit] = nms Latency

THE HOOX EDGE PATH (UNDER M5 LATENCY)

Si gnal Generation: A TradingView alert fires in London.

Edge Ingestion: The alert hits O oudflare's nearest London Point of Presence (PoP) in
. B

V | sol ate Processing: A sandboxed V isolate processes and validates the order instantly
(<mns).

Smart Pl acenent Routing: The internal service binding transfers conpute to the edge
node geographically closest to Bybit's servers (Frankfurt) within ns.

Total Edge Latency: Under ns total network transit tine.

[London Alert] -- (.ms) --> [London PoP] -- (ns Service Binding) --> [Frankfurt Node] -- (nB) -->
[Bybit] = .nms Latency
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V | SOLATES VS. TRADI Tl ONAL VMS / CONTAI NERS

Traditional architectures run on Virtual Machines or Docker containers. These runtines
carry significant menory overhead and introduce cold starts-the tinme required to spin up
a container after inactivity.

| Architectural Dinension | Traditional VM/ Container (VPS) | d oudfl are
Edge Worker (V Isolate) |

I T T I e .
e TR o

| Boot Architecture | Heavy guest OS, Node runtime, npm nodul es | Sandboxed

JavaScri pt V Engine runtine |

| Cold-Start Del ay | ,m - ,ms (systemstalls) | < nms (virtually non-existent)
I

| Menory Footprint | MB - GB per instance | MB max (highly

I i ghtwei ght) |

| 4 obal Failover | Requires conpl ex DNS/Load Bal ancer setup | Natively distributed

across + locations |
| Geographic Location | Fi xed data center | Automatically routes
to nearest user node |

SMART PLACEMENT: ZERO- CONFI G LATENCY OPTI M ZER

To achi eve sub-millisecond edge execution, Hoox enables C oudflare's Smart Pl acement
engi ne natively on all critical workers:

"placenent": {
"mode": "smart"

HOW SMART PLACEMENT WORKS

Wien you deploy “trade-worker”, doudflare nonitors its network dependencies. It
notices that “trade-worker  meakes outbound signed HTTPS REST requests to Bybit's
Frankfurt server (" api.bybit.com) and wites transaction rows to the “d-worker® SQite
dat abase.

I nstead of running the worker's CPU conpute at the |ocation where the user's browser or
alert hits (e.g. California), Smart Placenent automatically shifts the compute isolate to
the C oudflare node physically closest to the Bybit servers (Frankfurt).

The V engine perforns all signature cal cul ati ons and database wites at the edge
gat eway node, reducing the final APl transit tine to under mlliseconds.
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HARDWARE- LEVEL SECURI TY

Because V isolates run in strictly isolated nenory contexts nmanaged directly by Google's
Chrom um V engi ne, your code is secure

- Isolate Protection: Menory |eaks, side-channel attacks, and adjacent tenant exploits
are prevented at the V conpiler |evel

- Mcrosecond Service Bindings: Comunication between workers is processed entirely
inside the local V runtinme, meaning sensitive exchange payl oads and APl calls never
travel over the public internet.

> Tip: By renoving VPS nanagenent, you do not just save |atency-you al so save operationa
overhead. Coudflare natively manages automatic scaling, |oad bal ancing, SSL negotiation
and route failovers for free.

NEXT STEPS

- [Coudflare Services Explained](cloudflare-services.nd) - Learn how D SQLite dat abases
KV, and Queues fit together on the edge.

- [Al R sk Manager] (ai-risk-manager.nd) - Understand how aut ononous ri sk checks run on
gl obal cron schedul es.
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CLOUDFLARE SERVI CES NAP

Hoox is built natively on a serverless nmicroservice architecture powered by a suite of
fully integrated C oudflare services. By of fl oadi ng database scaling, nessaging retry
| oops, file storage, and Al inference to doudflare's global infrastructure, Hoox runs
with zero server maintenance, ultra-low latency, and $ nmonthly costs on the free tier.

Here is an architectural map of how each service functions in the Hoox nonorepo.

D DATABASE (EDGE SQL ENG NE)

- Concept: A serverless, globally distributed SQLite database engine natively hosted at
Cl oudfl are's edge | ocati ons.
- Hoox Inplenentation: Used to store critical transactional data, including executed
trades | edger, historical win rates, daily asset bal ances, and position tracking tables.
- Wy it Matters:
- Wites are atom c and ACI D-conpli ant.
- Queries conplete in under mlliseconds because the database runs in the sane V
i sol ate context as your worker |ogic.
- No need to host, secure, patch, or configure connection pools for a separate database
server (like PostgreSQ or MySQ).

KV STORE (SUB-M LLI SECOND KEY- VALUE CONFI GURATI ON)

- Concept: A highly available, globally distributed key-value store optimzed for
hi gh-read/l ow-wite operations.
- Hoox Inplenmentation: Houses the global -key runtinme manifest, including the dobal Kill
Switch (“trade:kill_switch'), exchange routing paths, rate-limter profiles, and
aut horized client IP ranges.
- Wiy it Matters:
- Read operations are cached directly at C oudflare's edge nodes, delivering
sub-m | lisecond | ookups.
- Updates propagate worl dwi de in under seconds. You can toggle settings in your
termnal, and the change affects every worker globally in seconds, w thout code

redepl oynment .

CLOUDFLARE QUEUES ( ASYNCHRONOUS MESSAG NG GUARD)
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- Concept: A high-integrity, serverless nessage broker guaranteeing at-I|east-once
delivery with built-in retry schedul es.

- Hoox Inplementation: Acts as an asynchronous buffer and retry buffer for signal
executions (" queue_failover® nopde).

- Wiy it Matters:

- If a centralized exchange (like Bybit or Bi nance) undergoes system mai nt enance or
experiences rate limts, the Hoox Gateway intercepts the APl error, serializes the trade
payl oad, and enqueues it.

- The queue automatically retries execution with an exponential backoff schedule (s’
m m "m "m). Your trades never get |ost due to internet dropouts or APl errors.

DURABLE OBJECTS (DI STRI BUTED COORDI NATI ON & | DEMPOTENCY)

- Concept: Single-threaded, in-nmenory conpute isolates containing persistent |oca
storage, ensuring that exactly one instance of an object runs gl obally.
- Hoox Inplenmentation: Drives the Gateway's |denpotency Engine inside " workers/hoox®
- Wiy it Matters:

- When TradingView fires multiple retries for the same alert (due to a transient
network tinmeout), Durable Cbjects intercept the request, acquire an atom c nutex |ock
and eval uate the trade's uni que hash

- Prevents disastrous duplicate trades (e.g. accidentally buying the same spot position
twi ce) during nmonents of high market congestion

R OBJECT STORAGE (ZERO EGRESS ASSET VAULT)

- Concept: Afully S-conpatible, serverless object storage bucket featuring zero
bandw dth egress fees
- Hoox Inplementation: Stores |arge data payl oads, verbose exchange APl request/response
packets, and conpiled HTM./ PDF reports.
- Wy it Matters:
- Ofloading heavy systemlogging to R saves nmassive wite capacity on your D SQL
dat abase, keepi ng your database conpact and responsive
- Zero-egress pricing neans you can retrieve, export, and audit your historic trade
logs as many tines as you |like w thout incurring network charges.

VECTORI ZE & WORKERS Al ( EMBEDDED RAG & LLMS)

- Concept: A serverless vector search database and an on-denand edge Al inference engi ne
runni ng specialized open-source nodels (like LLaMA , Qaen, and Mstral).
- Hoox Inplenmentation: Integrates with the Tel egram Bot ( tel egramworker™) to provide
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semantic trade anal ysis and context-aware natural |anguage conversati ons.
- Wiy it Matters:

- User chat queries are converted into high-dinensional vector enbeddi ngs, searched
agai nst historical trades inside "Vectorize, and fed into "Wrkers A" as context.

- Deliver highly intelligent, context-aware risk analysis directly on your nobile chat

wi t hout calling expensive external APIs.

BROANSER RENDERI NG ( EDGE PUPPETEER RENDERER)

- Concept: Serverless Chrone instances running at C oudflare's edge, allow ng devel opers
to autonmate browser actions, interact with websites, and convert web elenments to
docunents.

- Hoox Inplenmentation: Deployed in "report-worker™ to generate twi ce-daily, styled PDF
portfolio reports.

- Wy it Matters:

- Reads D database P&L records, renders a beautiful, secure HTM. dashboard report,
captures it via Puppeteer, converts it to PDF, saves the file to R and links it directly
in your Telegramalert.

- Conpletely automated, running entirely in the background near-instantaneously.

> Tip: Every single one of these services is supported by the Hoox CLI! You can check
dat abase tabl es using “hoox db query’, provision R buckets with “hoox infrar create’
and sync your KV nanifest using " hoox config kv apply-manifest™ instantly.

NEXT STEPS

- [l denpot ency Mechani cs] (i denpotency.nd) - Dive into the V Durable Objects coordi nation
engi ne.

- [Al Ri sk Manager] (ai-risk-manager.nd) - Understand how aut ononbus edge cron jobs

eval uate drawdowns and nanage trailing stops.
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| DEMPOTENCY & DURABLE OBJECTS

In automated financial systens, execution integrity is everything. If a network dropout
occurs at the exact nillisecond after your gateway submits an order to an exchange but
bef ore the exchange sends back a confirmation, a standard systemfaces a dil ema:

- If it assunmes the order failed and retries, it risks executing duplicate trades (e.gqg.
accidental ly buying the sane spot position tw ce, doubling | everage, and exposi ng your
account to high liquidation risks).

- If it assunmes the order succeeded and does nothing, it risks missing critical trade

entries.

Hoox solves this problemnatively at the edge gateway | ayer using C oudflare Durable
hjects to enforce an absol ute exactly-once execution policy (idenpotency).

THE DANGER: HOW WEBHOOK RETRI ES LEAD TO DOUBLE- ORDERI NG

W thout idenpotency, a typical signal failure sequence |ooks like this:

[ Tradi ngVi ew Webhook] --- (Signal Post) ---> [Gateway Node] --- (Submit Order) ---> [Exchange API]
|
(Order
Filled!)
|
[ Tradi ngVi ew Webhook] <-- (TLS/ TCP Dropout) -- [Gateway Node] <-- (Send Success) --- (Connection
dr ops)

(No response: Retries!)

I
[ Tradi ngVi ew Webhook] --- (Signal Post) ---> [Gateway Node] --- (Submit Order) ---> [Exchange API]

I
( DOUBLE- FI LLED!

THE HOOX SOLUTI ON: DURABLE OBJECTS MJTEX LOCKI NG

To enforce exactly-once execution, Hoox inplenments an atonmic dedup |ock inside
“wor kers/hoox™ utilizing C oudflare Durable Objects.

A Durable object is a unique, single-threaded conpute isolate managed by C oudfl are that
maintains its own highly optinmized, in-nenory state and persistent on-disk SQite
storage. Because access to a specific Durable Object instance is single-threaded, it acts
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as an absolute distributed | ock (nutex).

THE | DEMPOTENCY WORKFLOW

[ ncom ng Webhook Payl oad]
I

[Extract Trace ID/ Mitex Key]
I

[ Ping Dedicated Durabl e Object |solate]

Si ngl e- Threaded Mutex Lock Acquired |

Check | ocal SQLite dedup | og: |

"Has Trace ID 'bdebd...' been seen?" |

| ------- i +
I
|- [YES: Duplicate Detected] --------------------- +
I I
I
| [Silent Dropping of Request]
I I
I
| [Return Conflict Response]
I
|- [NO Unique Transaction] --------------------- +

[Record IDin SQite Log]
I

[ Process Pipeline Execution]

[ Set TTL-based DO Al arni

THE DEDUP & CLEANUP ALGORI THM

TRACE | D GENERATI ON

When a trade signal is fired, it must include a unique transaction signature.

- For Tradi ngVi ew webhooks, this is automatically generated as a conbination of alert
paraneters and tinestanps.
- If aclient does not supply a transaction ID, the Hoox Gateway dynami cally hashes the
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synbol , exchange, action, and tinmestanp to create a uni que |denpotency Key.

ATOM C EVALUATI ON

Bef ore executing any order routing:

The gateway routes the request to the nanespace-mapped Durable bject using the
transaction I D as the binding key.

The Durable Object checks its internal state. Since DOs are single-threaded, there is
zero risk of race conditions-if two identical HTTP requests hit Coudflare
si mul t aneously, they are processed sequentially inside the DO

If the IDexists inthe DOs SQite log, the DO imrediately intercepts the request and
throws a ~ Conflict® exception, stopping the pipeline before hitting exchange APIs.

If unique, it registers the ID, saves the current tinestanp, and returns a | ock
approval

AUTOVATI C TTL & STORAGE ALARVG

To prevent the Durable Ooject's persistent storage fromgrowing indefinitely and
consum ng unnecessary menory:

- The DO registers an atom c alarm scheduled for hours in the future

- Wen the alarmfires, the DO runs an automati c garbage collection script that purges
old IDs fromits |ocal storage.

- This ensures that while you are % protected agai nst duplicates during network dropouts,
your storage footprint remains |ightweight.

> Warni ng: Never disabl e idenpotency check bindings in your "wangler.jsonc” file in
production. The performance cost of pinging the DOis less than mlliseconds, while the
cost of a duplicate order could be catastrophic.

NEXT STEPS

- [Signals & Trade Specifications](signals-and-trades.nd) - Learn how to configure your
Pi ne Script webhook payl oads to transmit uni que idenpotency keys.

- [Platform Security Guides](../guides/secrets-security.nd) - Deepen your understandi ng
of Zero Trust headers and edge firewall configurations.
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SI GNALS & TRADE SPEC

Thi s docurment details the exact specifications, JSON validation schemas, and interna
translation |logic that occurs when an external trade signal (such as a Tradi ngView al ert
or Email parser) is ingested by the Hoox Gateway and nmapped to an active exchange order

VEBHOCOK S| GNAL | NGESTI ON SCHEMVA

Every signal received by the public gateway at “/webhook™ nust contain a valid,
aut henti cated JSON payl oad. Below is the strict TypeScript interface and paraneter schema
val i dated by the gateway's validation m ddl eware:

export interface WbhookSi gnal {
api Key: string; // Authentication token
exchange: "binance" | "bybit" | "mexc"; // Target exchange
action: "LONG' | "SHORT" | "CLOSE"; // Position intent
symbol : string; // Asset synbol (e.g. "BTCUSDT")
gquantity: nunber; // Oder size (anpunt of asset or contracts)
| everage?: nunber; // Optional |everage nultiplier (default: )
i denpot encyKey?: string; // Optional unique signature for dedup

PARAVETER RULES & TYPE CONSTRAI NTS

- “api Key : Must match the encrypted “webhooks: api _key  hash in your ~CONFI G KV
nanespace.

- “synbol ": Parsed and standardi zed by Hoox to match exchange requirenents. For exanpl e,
Hoox automatically converts variations |ike "BTC-USDT, "BTC USDT, and "btc/usdt’ to the
exchange-conpliant flat uppercase format "~ BTCUSDT .

- “quantity’: Verified to be greater than zero

- “leverage’: Checked agai nst exchange limts (e.g. ~° to ~° depending on exchange margin
profiles).

DYNAM C PAYLOAD TRANSLATI ON & SI DE MAPPI NG

Exchanges do not understand actions like "LONG, “SHORT, or "CLOSE . They process order
instructions in terns of “Side” ("BUY or "SELL') and “PositionSide ( LONG or "~ SHORT
for nmulti-margi n hedge nodes).

The “trade-worker® parses the inconming signal and translates the business logic into
exchange-specific APl calls:
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A. TRANSLATI ON TABLE ( ONE- WAY MARG N / SPOT)

| Action | Position State | Transl ated Exchange Side | Operation Type
I

| oo R | i I

B R R R |

| "LONG | Cosed / No Position | " BUY | Opens a long position (spot or

mar gi n) . |

| "SHORT | Closed / No Position | T SELL” | Opens a short position

(margi n/ futures). |

| "CLOSE | Long Position Active | T SELL” | Coses and flattens an

existing long position. |

| "CLOSE | Short Position Active | " BUY | Coses and flattens an

exi sting short position. |

B. DYNAM C POSI TI ON RESOLUTI ON

When the action is "CLOSE, the “trade-worker® automatically perforns a sub-mllisecond

edge check:

Queries your local D transaction | edger to resolve the active position direction for
t he synbol

If no position is tracked locally, it performs a real-time portfolio balance check
agai nst the exchange's private position endpoint.

Automatically sets the order quantity to match your current open exposure, ensuring a
perfect, slippage-free execution that flattens the position w thout |eaving residua
m cro-contracts

LEVERAGE SCALI NG & ORDER MATH

If the signal includes a “|everage paraneter greater than °° (e.g., "leverage": ), the
“trade-worker® automatically executes a secure nmargin transition sequence

Set Margin Mde: Configures the synbol's margin structure (Isolated vs. Cross) via the
exchange API, matching your manifest defaults.

Set Leverage Coefficient: Submits a | everage update payload to the exchange prior to
routing the order.

Cal cul ate Collateral: If the order size is defined in USDT terms, the worker scales the
execution quantity mathematically:

$$\text{Contract Quantity} = \frac{\text{Order Size (USDT)} \tines
\text{Leverage}}{\text{Current Market Price}}%$$

Preci sion Rounding: Automatically rounds the cal culated quantity down to match the
exchange's strict asset decimal precision requirenents, preventing APl rejects.
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D DATABASE TRANSACTI ON LEDGER

Every filled order is persistently witten to your globally distributed edge SQ.ite
table. The schema ensures a clean audit |og:

CREATE TABLE trades (

id TEXT PRI MARY KEY, -- UUI D generated by trade-worker
request _id TEXT NOT NULL, -- Distributed trace | D napping to gateway
exchange TEXT NOT NULL, -- "bybit", "binance", or "mexc"
synbol TEXT NOT NULL, -- e.g. "BTCUSDT"

action TEXT NOT NULL, -- "LONG', "SHORT", or "CLCSE"
side TEXT NOT NULL, -- "BUY" or "SELL"

guantity REAL NOT NULL, -- Filled asset quantity

price REAL NOT NULL, -- Execution entry price

fee REAL NOT NULL, -- Exchange transaction fees
order _id TEXT NOT NULL, -- Exchange- provi ded order hash
status TEXT NOT NULL, -- "Filled", "Rejected", "Failed"

created_at TI MESTAMP DEFAULT CURRENT TI MESTAMP
)

You can view this |ledger at any tine fromyour |ocal termnal:

Query the nost recent trades in your D database
hoox db query "SELECT created_at, exchange, symbol, action, price, quantity FROM trades ORDER BY
created_at DESC LIMT "

> Tip: By utilizing time-series |logging via Coudflare Analytics Engi ne, Hoox tracks the
exact execution duration of these steps. You can audit the |atency breakdown (e.g.

Gateway auth took ~.ms", Trade-worker signing took “.ms , Bybit APl roundtrip took ~.ns")
directly in your Next.js dashboard

NEXT STEPS

- [Autononmous Al Ri sk Managenent] (ai-risk-manager.nd) - Learn how agent-worker tracks
these D entries to nanage trailing stops and drawdowns.

- [CLI Reference Manual ] (../reference/cli-conmands. nd) - Revi ew commands to manage D
tables, performdry runs, and tail | ogs.
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Al Rl SK MANAGER & Al GATEWAY

The “agent-worker™ is the autononous central nervous system of the Hoox trading platform
Operating on a continuous -minute Cloudflare Cron trigger, it acts as an intelligent
sentinel: it nonitors open exchange positions, mathematically scales trailing

stop-1 osses, and deploys a multi-provider fallback Al engine to anal yze narket
conditions, audit risk, and send real-tinme sumaries to your phone.

AUTOVATED RI SK PROTECTI ON ENG NE

Every mnutes, " agent-worker® executes a multi-point risk diagnostic |oop across all
active exchanges:

A. TRAI LI NG STOP- LOSS MATHEMATI CS

Rat her than using static stops that |eave profits exposed, the risk engine calculates a
dynamic trailing stop-loss at the V conpiler |evel:

- The Fornul a:

$$\text{Trailing Stop Price (Long)} = \text{Peak Price} \times ( - \text{Trailing
Devi ation \%)$$
- If aLONGtrade entry is at $\$$ and has a $\% trailing deviation, the initial
stop-loss is placed at $\$$.
- If the nmarket price rallies to a peak of $\$$, the stop-loss is automatically adjusted
up to $\ $. $.
- If the price declines from$\ $$ down to $1$.$, the stop is triggered at the exchange
level, locking in a $\$.$ profit. The stop never noves downward.

B. SCALED TAKE- PRCFI TS ( PARTI AL FI LLS)

To manage extrenme market sw ngs, the agent-worker supports nmulti-target scaling:
- Target ($\% Profit): Automatically flattens $\% of open position size.

- Target ($\% Profit): Flattens another $\% and noves the stop-loss of the remaining
$\ % to break-even, elimnating downside risk.

C. MAX DAILY DRAWDOMWN & GLOBAL KILL SW TCH
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If high volatility causes unexpected stop-outs, the agent-worker aggregates your
real-tine realized P&L:

Cal cul ates cumul ative daily |oss:

$$\text{Daily Drawdown \9% = \frac{\text{Starting Daily Bal ance} - \text{Current
Bal ance}}{\text{Starting Daily Balance}} \tinmes $$

If the drawdown exceeds your KV threshold (e.g. "trade: max_daily_drawdown_percent” is
"), the agent-worker imediately triggers the Gobal Kill Switch by witing
“trade:kill _switch = true” to ~CONFI G KV .

Calls the “trade-worker™ service binding to submt imediate market close orders,
flattening all active positions across all exchanges near-instantaneously.

Check current Kill Switch status via CLI
hoox monitor kill-sw tch show

Manual Iy override to halt all trade processes during extrene nmacro events

hoox monitor kill-switch on

Resune operations once conditions stabilize

hoox monitor kill-switch off

MULTI - PROVI DER Al GATEWAY & REASONI NG

Behi nd the scenes, "“agent-worker® governs a Miulti-Provider Al Gateway (supporting mgjor
providers) with built-in resilience. If you query the bot for trade advice, market
summaries, or risk audits, the gateway processes the request through an automatic

fal |l back chain:

A. THE RESI LI ENT PROVI DER FALLBACK CHAI N

[User Chat Query]
|

[. doudflare Workers Al] (Zero cost, native LLaMA ) --> Fail? --+

[. Anthropic API] (Claude . Sonnet) --------------------------- +

|
Fail? -->[. Google AI] (Gemni . Pro) --> Fail? -->[. OpenAl] (GPT-0)

B. CUSTOM TELEMETRY & CHAT ENDPO NTS

The gateway exposes professional endpoints for secure inter-worker and external

i ntegrations:
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- "POST /agent/chat”™ - Accepts user pronpts and handl es SSE (Server-Sent Events)
streani ng responses.

- "POST /agent/vision - Analyzes charts, bal ance screenshots, or trading signals from
Base i nages.

- "POST /agent/reasoning - Interfaces with advanced reasoning nodels (like OpenAl "o or
DeepSeek) to audit trading strategies and margi n structures.

- " CET /agent/usage” - Provides detailed token counting and cost netrics across all

provi ders.

> Tip: You can adjust all Al gateway defaults, Cron check intervals, and trailing
deviations in real-time by witing to your KV configurations. No code depl oynents are
ever required to tune your risk profile.

NEXT STEPS

- [Zero Trust & Secret Security](../guides/secrets-security.nd) - Lock down your Al
endpoi nts and exchange APl keys.

- [TU Operations Cockpit](../guides/tui.nd) - Viewlive position drawdowns and trailing
stops visually in your term nal
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LOCAL DEVELOPMENT

Hoox provi des a conprehensive | ocal devel opnent workspace designed to match your
production d oudfl are edge environnment. You can run all mcroservices with hot-rel oad
enabl ed, nonitor themvisually via the Termnal U (TU), and execute the full test suite

using native Bun tools or isolated Docker containers.

STARTI NG THE LOCAL WORKSPACE

To spin up all enabl ed workers simultaneously:
hoox dev start

On execution, the CLI automatically detects your environnent and pronpts you to select a
runti ne:

OPTI ON A NATI VE RUNTI ME ( RECOMVENDED FOR SPEED)

- Runs each worker in a separate background thread using "wangler dev: (the officia
Cl oudflare | ocal server).

- Speed: Instant startup and sub-nmillisecond hot-rel oadi ng

- Requirements: Local node/bun installation

OPTI ON B: DOCKER RUNTI ME ( RECOMVENDED FOR | SOLATI ON)

- Launches a nulti-container stack using Docker Conpose.

- Isolation: Al environnment variables, SQ.ite databases, and queue handlers run in
i sol ated Linux containers, ensuring zero conflicts with |ocal packages.

- Requirenents: Docker Desktop installed.

> Tip: The CLI saves your runtinme preference inside “wangler.jsonc.dev.runtine" .
Subsequent | aunches skip the pronpt. You can override your preference at any time using

fl ags:

Force native execution
hoox dev start --runtinme native

Force Docker Conpose execution
hoox dev start --runtine docker

DOCKER COVPOSE PROFI LES
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If you choose the Docker runtinme, Hoox manages orchestration using three specialized
Docker Conpose profiles defined in ~docker-conpose.ym ":

Profile : Wrrkers Only (No frontend dashboard)
docker conpose --profile workers up

Profile : Dashboard Only (Next.js server only)
docker conpose --profile dashboard up

Profile : Full Stack (Al workers + Next.js dashboard)
docker conpose --profile full up

LOCAL PORT MAPPI NG & ENDPO NT ACCESS

During | ocal devel opnent, all enabled workers are assigned dedi cated | ocal ports,
simul ating service boundaries |ocally:

| Worker | Local Port | Endpoint URL | Purpose
I

R ARERREEEEEE IEREEETEES S SEERREEEEEEEEEREEE |

________________________________ |
| " hoox® | o | “http://localhost:” | Public Gateway & Webhook Recei ver
| “trade-worker® | o | “http://local host:> | Trade Execution Engine
| “tel egram worker” | o | “http://local host:™ | Telegram Bot Alerts & Commands
| ~d-worker® | o | “http://localhost:™ | SQLite Database Qperations |
| “web-wallet® | o | “http://localhost:> | On-Chain DeFi Execution |
| " dashboard’ | o | “http://localhost:™ | Next.js Dashboard Cockpit
| " agent-worker® | o | “http://localhost:” | Al Ri sk Manager & Cron Engi ne

OPERATI NG | NDI VI DUAL SERVI CES

If you only want to work on a single microservice rather than running the full stack, you

can spin up individual nodules:

Dev run a single worker (gateway)
hoox dev worker hoox

Dev run trade-worker with hot-rel oadi ng
hoox dev worker trade-worker

Dev run dashboard separately (Next.js dev server w th Turbopack)
hoox dev dashboard
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RUNNI NG THE VERI FI CATI ON CI Pl PELI NE

Hoox features a rigorous local test pipeline to ensure that all TypeScript types,
formatting, and unit tests pass perfectly before pushing to git:

Run the conplete Cl verification pipeline locally

hoox test

The pi peline executes four verification steps in a strict dependency sequence

Lint Check (“bun run Iint*): Validates ESLint styling rules across the nonorepo

Type Check (" bun run typecheck): Conpiles code via “tsc --noEmit" to verify type
safety.

Unit Tests (“bun test’): Fires all unit and integration test assertions using Bun's
nati ve test runner.

Build Check (“bun run build ): Conpiles all workspaces (“cli”, “"tui’, “shared

“dashboard™) to verify production packaging.

Runni ng local Cl Pipeline...

[ STARTED] |int check... [PASSED

[ STARTED] TypeScript typecheck... [PASSED

[ STARTED] bun test runner... [PASSED] (, assertions)
[ STARTED] wor kspace builds... [PASSED

Local Cl Pipeline Succeeded!

> Note: Local unit tests utilize Bun's native test runner for instantaneous execution
You can target specific workspace folders or run files individually: “bun test
wor ker s/ trade-worker/src/index.test.ts’

NEXT STEPS

- [Terminal U Operations](tui.nmd) - Launch the full-screen term nal cockpit

(*./hoox-tui ) to nonitor these |ocal runs.

- [ Dat abase M grations] (dat abase-ops.md) - Set up, query, and migrate your |local SQite D

dat abase.
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TERM NAL U (TUI)

The Hoox Terminal User Interface (TU) is a full-screen, keyboard-driven operations
cockpit built natively with OpenTU, React , and Zustand state stores. Designed for
conmand- | ine efficiency, the TU provides real-time visibility into your entire
distributed trading infrastructure-allow ng you to i nspect conpute instances, tail |ogs,
qgquery D databases, manage configurations, and depl oy edge workers in seconds.

LAUNCHI NG THE TUI

Launch the cockpit directly fromyour term nal using any of the follow ng nethods:

Recommended: Shell script launcher (from project root)
./ hoox-t ui

Recomended: Via the hoox CLI tool
hoox tui

Devel oprment: Run direct hot-rel oad devel opnent server
cd packages/tui && bun run dev

Fl ags: Override franme rate and di sabl e nouse interaction
hoox tui --fps --no-nouse

GLOBAL KEYBOARD NAVI GATI ON CHEATSHEET

The TU features a keyboard-first layout. Al shortcuts are registered globally and can
be triggered fromany active view

Tarl+ | Junp to View | Trade Munitor - Real -Tinme Transaction Feed

| Keyboard Shortcut | Operation | View Nane
I
| ot I I
______________________________________________________ |
| "Crl+ | Junp to View | Dashboard - System Health Overview
I
| “Crl+ | Junmp to View | Workers Overview - -Colum Cards Gid
I
| “Crl+ | Junp to View | Wirker Detail - Deep-Dive Metrics
I
I
I
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| "Crl+ | Junp to View | Logs Viewer - Stream ng Log Consol e
I
| "Crl+ | Junp to View | Service Manager - Deploy & Rebuild Controls
|
| "Crl+ | Junp to View | Config Editor - Syntax-Highlighted TOM/JSON Editor
I
| “Crl+ | Junp to View | Setup Wzard - Onboardi ng Fl ow
I
| “Crl+ | Junmp to View | Settings - U Preferences & thene toggle
I
| “Crl+P | Action | Command Pal ette - Fuzzy-search search overl ay

I
| "Crl+B | Action | Toggle Sidebar - Show Hi de menu

I
| "Crl+R | Action | Force Refresh - Recalculate netrics

I
| "Crl+Q | Action | Quit - Displays exit confirmation dialog

I
| “Esc’ | Action | Close overlay / Dismss nodal / Go back

I
| “Tab™ / "“Shift+Tab™ | Navigation | Cycle active focus between el enents
I

| “Enter’ | Navigation | Select / Execute / Toggle button

COCKPI'T TOUR THE CORE VI EW5

THE OPERATI ONS DASHBOARD (" CTRL+)

Your high-signal, single pane of gl ass.

- Service Status Gid: Operational, Degraded, or Ofline indicators for all edge

wor kers.

- Telenetry Statistics: Session P&, cunulative win rates, Sharpe ratio, and total API

count s.
- Alert Box: Color-coded, scrolling |ogs of warnings, drawdowns, and security events.

WORKERS OVERVI EW (° CTRL+")

A cards-based visual grid representing every running isolate.

- Displays worker status, uptime metrics, CPU cycles (nms), and active RAM footprint (MB).
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- Shows active Durable Object instances (locks) and the nunber of processed signals.
- Selecting a worker and hitting "Enter” opens the Wrker Detail deep-dive.

WORKER DETAI L (° CTRL+)

A -quadrant anal ytical |ayout focused on a single worker:

- Top Left: Metrics: Graphs representing nenory allocation and request velocities over
tinme.

- Top Right: Live Logs: Scrollable, real-tine log termnal (press "p° to pause |ogging).
- Bottom Left: Durable Objects: SQite state indexes and active DO alarm TTL counts.

- Bottom Right: Config Preview Snapshot of active "wangler.jsonc” binds.

TRADE MONI TOR (" CTRL+)

The financial |edger center.

- Live Feed: Scrolling record of recent fills (Synmbol, Side, Execution Price, Contracts,
P&L) .

- Open Positions: Grouped active exposure show ng current size, entry price, |liquidation
boundaries, and real-time unrealized P&L.

- Wn Metrics: Gaphical gauges for win/loss ratio, average trade duration, and daily
performance netrics.

LOGS VI EVER (" CTRL+)

A centralized consol e debugger:
- Filter Panel: Milti-select checkboxes for severity filters ("INFO, "WARN, "ERROR),

target worker select, and a fuzzy text search box.
- Log Stream Scrolling term nal wi ndow showi ng formatted, col or-coded |ines.

SERVI CE MANAGER (" CTRL+")

Your depl oynent pipeline:

- Worker Controls: Trigger direct deploynments (" hoox deploy’) or soft restarts (" wangler
dev' resets) on individual workers.
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- Interactive Edge Map: Displays |locations of O oudflare Points of Presence (PoPs)
globally with status checks.

- Bul k Executions: Re-deploy the entire ecosystemin one click, secured by confirmation
nodal s.

CONFI GURATI ON EDI TOR (" CTRL+")

An | DE-class terminal file editor:

- Syntax Highlighting: Supports full color-coded rendering for TOM and JSON structures.
- Live Linter: Evaluates brackets, bal ancing quotes, and JSON structures on the fly,
showi ng error |ocations.

- Prettifier: Automatically formats code bl ocks (spacing, indentation) on save
("Crl+s).

GUI DED SETUP W ZARD (" CTRL+")

Onboards new machines in steps:

APl Keys: Authenticate O oudflare credentials.

Exchanges: Inject Bybit, Binance, or MEXC trade APl keys.

Al Credentials: Set up multi-provider keys (OpenAl, Gemini, Anthropic).
Strategi es: Configure default margi ns and synbol s.

Tel egram Bot: Link tokens and Chat |Ds.

Ki ckoff: Initiate deploynents.

COCKPI T SETTI NGS (" CTRL+)

Configure cockpit paraneters:
- Thene: Swap color thenes in real-tine.

- Telenmetry: Set netrics refresh rates (default: every seconds).
- Reset: Cean local TU caching (" ~/.hoox/session.json’).

OFFLI NE CONNECTI ON RESI LI ENCE STORE

The TU utilizes an advanced Zustand state nachine to govern connectivity to your | ocal
APl dev server or renote workers:
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[ Connected (OK)] ----> [Connection Dropped]

|
[State Restored] --- [Reconnecting (Exponential Backoff)]

- States: “Connected” (Geen dot), “Reconnecting (Yellow Orange pulsing dot), “Ofline
(Red/ Enpty dot) .

- Resilience: In the event of network dropouts, the TU activates an exponential backoff
engine (starting at "nms", doubling up to “s”), trying to reconnect in the background

wi thout freezing or crashing the term nal display.

TROUBLESHOOTI NG & TERM NAL COMPATI BI LI TY

ALTERNATE SCREEN BUFFER CLEANUP

If you force-close the terminal and find that your pronpt renmains garbled, execute a
termnal reset:

reset
or
tput reset

"CTRL+@Q" | S | NTERCEPTED BY FLOW CONTRCL

If "Crl+Q (Quit) fails to trigger, your terminal emulator is likely intercepting flow
control commands (XON XOFF). Disable software flow control by running this conmand before
| aunchi ng the TU :

stty -ixon

GARBLED LAYOUT OR TEXT OVERLAPS

The TU requires a mnimum screen resolution of colums rows. If your terminal is too
small, resize the window Additionally, ensure your system TERM variable is configured
to support colors:

export TERM=xt er m col or

NEXT STEPS

- [Local Devel opment Gui des] (| ocal -devel opnment.nd) - Spin up the APl dev server that
feeds the TU .

- [CLI Reference Manual](../reference/cli-conmands. nd) - Read the conmands runni ng under
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the TU hood.
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DATABASE OPERATI ONS

Hoox utilizes Coudflare D-a fully serverless, highly optimzed SQLite database engi ne
distributed globally across O oudflare's edge network. This docunent serves as your
operational runbook for executing database schenmas, running schema mgrations, querying

transaction | edgers, and perfornm ng secure database backup and recovery.

THE CORE DATABASE TABLES

The dat abase schenma defines five fundanental tables designed for trading operations:

“trades’: The primary | edger. Stores execution prices, contract quantities, tinestanps,
transaction fees, and exchange order | Ds.

“positions’: Tracks open margin/futures exposure (average entry price, size, |everage,
direction).

“bal ances’: Periodi c snapshots of account equity, nargin bal ance, and avail able free
col | ateral

“trade_signals’: Hi storical record of every raw i ncom ng webhook al ert before execution
processi ng.

“systemlogs : Crucial debug and error nmessages of fl oaded from conpute nodes.

APPLY! NG SCHEMAS & TABLES

When | aunchi ng a new workspace, you nust initialize the required tables. The Hoox CLI
handl es this via declarative migration scripts:

Apply schema and seed initial tables to |ocal dev SQite
hoox db apply

Depl oy scherma and seed tables directly to live production Coudflare D
hoox db apply --renote

> Warning: Running " hoox db apply™ conpiles migrations and seeds the database |ocally.
For production depl oynent, you nust append the "--renpbte’ flag to execute operations
directly on your active Coudflare D instance

MANAG NG DATABASE M GRATI ONS
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When new features are added that require changes to the database structure, you nust run
m grations:

List all applied and pendi ng database migrations in production
hoox db migrate status --renote

Apply all pending schema migrations sequentially to production D
hoox db migrate --renote

The migration engine tracks history inside a special “d_migrations™ table, ensuring that
m grations are never executed twi ce or applied in the wong sequence.

| NSPECTI NG & QUERYI NG DATA FROM THE CLI

The Hoox CLI features a built-in SQ interface allowing you to run arbitrary queries
directly against your |local or renote database:

A. List all active tables in your production database
hoox db list --renote

B. Count the total nunber of executed trades
hoox db query "SELECT COUNT() FROM trades" --renote

C. Inspect the nost recent trade fills with formatting
hoox db query "SELECT created_at, synbol, action, price, quantity FROM trades ORDER BY created_at

DESC LIMT " --renote

D. Check currently open positions on Bybit
hoox db query "SELECT synbol, side, size, entry_price FROM positions WHERE size > " --renpte

BACKUP & EXPORT WORKFLOWS

To secure your historical P& records, transaction |edger, and bot perfornmance telenetry,
execut e regul ar exports:

Export the entire D database as a clean SQ script
hoox db export --renote

EXPORT QUTPUT & STRUCTURE

The export command creates a tinestanped SQL dunp inside your workspace directory:
“backups/ db- backup----.sql "’

This file contains standard DDL and DML conmands:
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PRAGVA f orei gn_keys=0OFF

BEG N TRANSACTI O\,

CREATE TABLE | F NOT EXI STS trades (...);
I NSERT | NTO trades VALUES(...);

COW T;

DATABASE RESET ( DESTRUCTI VE OPERATI ONS)

If you are running sinulated paper trading and wish to wipe all |edger history to start

fresh, you can reset the tables:

Wpe all tables in the |ocal devel opnment database

hoox db reset --confirm

Wpe all tables in the live production D database (USE W TH EXTREME CAUTI ON)
hoox db reset --rempte --confirm

> Danger: W ping your production D database is an irreversible operation. It wll
permanently delete all trade |ogs, position records, and asset histories. A ways execute
“hoox db export --renbte’ before running a reset!

NEXT STEPS

- [Local Devel opnent & Testing](local-devel opment.nd) - Run your |ocal V wangler
isolates with local D SQLite bindings

- [I'nfrastructure Management] (manage-infra.nd) - Manage KV confi g nanespaces, Qeue
paraneters, and R storage buckets.
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SECRETS & NETWORK SECURI TY

Security is the nost critical conponent of the Hoox trading platform Wen deploying
aut omat ed execution scripts, your capital and APl credentials nust be protected against
mal i ci ous exploits, unauthorized webhook payl oads, and network interceptions.

This guide outlines our Zero Trust security architecture, encrypted secret managenent
procedures, and edge-level firewall protection runbooks.

ZERO TRUST NETWORK | SOLATI ON

Traditional trading systens expose database and exchange execution APIs to the public
i nternet (secured by sinple HITP headers or ports). This creates an active attack
surface.

Hoox inmplenents a strict Zero Trust microservice isolation topology:

[Public Internet] ---> [Cloudflare WAF / Firewall]

|
(1P & Auth Checks)

[ Gateway (hoox)] (Publicly Accessible Node)
I

L S +
| V Isolate Service Bindings
| (Private, Encrypted, Zero-TCP) |

[----mmmmm - F . +
I
S o mmeeiiiiiaaaas +
[trade-worker] [ d-wor ker] [ agent - wor ker]

(No Public URL) (No Public URL) (No Public URL)

I I I
(Exchange Orders) (SQLite Queries) (Al Risk Audits)

- No Public Endpoints: The “trade-worker”, “d-worker, and "agent-worker™ literally do
not exist on the public internet. They have no public |IP addresses or URLs.

- V Service Bindings: Communication between the public gateway (" hoox ) and interna
conpute nodes is routed entirely inside Coudflare' s secure V engine isolates. Your trade
routi ng data, database queries, and private |ogs never travel over the public internet,
elimnating TLS decryption and packet-sniffing risks.
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ENCRYPTED SECRET MANAGEMENT VI A CLI

APl keys, exchange secrets, and Tel egram bot tokens are never conmitted to git
repositories or witten in plain-text configuration files. Instead, they are stored
directly on Coudflare's hardware-secured key vaults.

The Hoox CLI features deep encryption integrations to automate secret provisioning:

Inject a secure exchange credential (e.g. Bybit Secret)
hoox secrets set BYBI T_API _SECRET "your_private_signature_here"

Check the synchronization status of all required edge secrets

hoox secrets check

THE SECRETS DI AGNOSTI C REPORT

Runni ng ~hoox secrets check™ queries Cloudflare's APl to confirmthat the key binding
exi sts on the edge, wi thout ever exposing or decrypting the actual values in your

termnal :
e +
| Cl oudf | are Edge Secrets Audit |
| ________________________________________________________
| BYBIT APl _KEY ........... PRESENT (Active) |
| BYBIT_API _SECRET ........ PRESENT (Active) |
| TELEGRAM BOT_TOKEN .. .... PRESENT (Active) |
| OPENAI APl _KEY .......... M SSI NG (Opti onal ) |
I
I

Audit Result: SECURE (Al required secrets bound) |

VEBHOCK FI REWALL & TRADI NGVI EW | P ALLOW LI STI NG

To ensure that only TradingView s official servers can fire signals to your "/webhook®
gat eway:

Passkey Verification: The gateway checks the "“api Key' property inside the JSON payl oad
agai nst your secure nanifest in ~CONFI G KV .

Cl oudfl are WAF (Web Application Firewall): Since TradingVi ew publishes their official
I P ranges, you can configure Cloudflare's edge firewall to block all webhook traffic that
does not originate fromthese verified IPs.

Aut o- configure WAF rules to | ock the /webhook route to Tradi ngView | Ps

hoox waf configure --Tradi ngVi ewonly
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SECURI TY BEST PRACTI CES CHECKLI ST

- Least Privilege APl Keys: When creating APl keys on Bybit, Binance, or MEXC, never
enabl e "Wthdrawal " pernissions. Only check "Trade" and "Account Read" pernissions.
- Credential Rotation: Automatically rotate your exchange APl keys every days. Deleting
ol d keys and injecting new ones takes |l ess than seconds with “hoox secrets set’.
- Zero-Conmit Rule: Verify that your “.env.local” and ".dev.vars® files are registered in
your workspace's “.gitignore file to prevent accidental pushes to public repos.
- Emergency Response: |f you suspect a strategy error or exchange anomaly, imediately
halt all execution via the CLI:

""" bash

hoox nonitor kill-switch on

NEXT STEPS

- [Astro Docs Site Config](../getting-started/configuration.nd) - Map out your build-tine
envi ronnent configurations.
- [Local Devel opnment & Testing](local -devel opnent.nd) - Run |ocal wangler sandboxes with

securely encrypted ".dev.vars’
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| NFRASTRUCTURE MANAGEMENT

Hoox is fully serverless, using Coudflare's distributed services as its conpute and
storage engi ne. Managi ng these resources-such as provisioning D databases, registering KV
config buckets, setting up S-conpatible R storage, and nmounting asynchronous Queues-is

done directly via the “hoox infra command group.

This guide is your operations manual for provisioning, inspecting, and managi ng Hoox edge
infrastructure.

ONE- CLI CK QUI CK PROVI SI ONI NG

When setting up your tradi ng workspace for the first tinme, you do not need to nmanually
configure resources in Coudflare's dashboard. The Hoox CLI automatically parses your
enabl ed workers' configurations and spins up the entire infrastructure stack in one
command:

Aut o-provision all required KV, D, R Vectorize, and Queue resources

hoox infra provision

This conmand perforns a dependency audit and calls Coudflare's APIs to provision:

D SQ.ite Database ( hoox-db™).

CONFI G_KV Nanmespace bucket .

“trade-execution® nessagi ng Queue.

“trade-reports’ and “systemlogs’ R object storage buckets.
“rag-index’ Vectorize vector search database.

D DATABASE ADM NI STRATI ON

D dat abases store your critical transactional data (ledger, positions, balance history).

A. List all active D databases in your C oudflare account
hoox infra d Iist

B. Create a new custom dat abase i nstance
hoox infra d create nmy-customdb

C. Delete a database instance (destructive)

hoox infra d delete nmy-customdb
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> Note: Once a D database is created, the CLI will output its unique “database id (a
-character UUID). You rmust ensure this IDis bound in your worker's “wangler.jsonc™ file
so the worker V isolate can establish a connection at runtine.

KV CONFI GURATI ON NAMESPACE MANAGENMENT

KV stores are used to manage fast-path configurations, global parameters, and the kil
swi tch.

A. List all KV namespaces in your account
hoox infra kv |ist

B. Create a new KV nanespace (e.g. for staging or production)
hoox infra kv create CONFI G_KV

C. Apply the default -key configuration nmanifest to your active nanmespace

hoox config kv appl y-nmani f est

ASYNCHRONOUS QUEUES SETUP

Queues guarantee order delivery during periods of extrenme exchange rate linmts or network
congesti on.

A. List all active Coudflare Queues
hoox infra queues |ist

B. Create the trade execution queue
hoox infra queues create trade-execution

QUEUE PARAMETERS & THROTTLI NG

During provisioning, Hoox configures the queue with:
- Retry Backoff: seconds initial delay, scaling exponentially up to m nutes.

- Message Retention: days (ensuring nessages are preserved even during prol onged
exchange mmi nt enance events).

R OBJECT STORAGE ADM NI STRATI ON

R is an S-conpatible, zero-egress fee object storage service used to offload heavy JSON
payl oads and PDF portfolio reports.
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A. List all R buckets
hoox infra r list

B. Create the trade-reports bucket
hoox infra r create trade-reports

VECTORI ZE RAG | NDEX MANAGEMENT

Vectori ze i ndexes house hi gh-di nensi onal vector enbeddi ngs that power semantic search and
Tel egram Al bot nenory.

A. List all Vectorize indexes
hoox infra vectorize list

B. Create a vector index with specific dinensions (e.g. for OpenAl enbeddi ngs)
hoox infra vectorize create rag-index --dinensions --netric cosine

> Warni ng: Destroying resources via hoox infra <service> delete’ is highly destructive
and irreversible. Deleting a D database instantly w pes your trading records; deleting a
KV bucket drops all configurations and triggers i nmmedi ate gateway errors. Al ways backup
| edgers before running del etions!

NEXT STEPS

- [Database M grations & SQ.] (database-ops.nd) - Run queries, nmanage drizzle schenmas, and
restore backups.

- [Take-to-Production Depl oynent s] (depl oy-workers. nd) - Deploy your conpiled workers and
bind V isolates globally.
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DEPLOYI NG TO PRODUCTI ON

Depl oyi ng your algorithmc trading ecosystemto C oudflare's producti on edge requires
careful orchestration. Because workers conmunicate internally using fast-path Service
Bi ndi ngs, they have strict conpile-tinme and depl oy-ti me dependenci es.

Thi s guide outlines our autonated depl oynent sequence, Next.js OpenNext conpil ation
st eps, post-depl oyment URL bindings, and troubl eshooting runbooks.

THE STRI CT DEPLOYMENT DEPENDENCY CHAI N

VWhen you depl oy, workers must be uploaded in a specific sequence. If you attenpt to
depl oy the public gateway ( hoox ) before the database or execution engines are live, the
depl oynent will fail because the gateway's conpile-tine service bindings cannot resolve
their targets.

The Hoox CLI autommtes this dependency hierarchy:

[. D Database Schema] --> [. d-worker (SQ Hub)] -->[. trade-worker (Execution Engine)]

[. hoox Gateway (Public Router)] --> [. agent-worker & tel egram worker]

[. Next.js Dashboard (OpenNext)]

DEPLOYMENT CLI COMVANDS

To execute a conpl ete production rollout:

Conpi l e and deploy all enabled workers in the correct dependency order

hoox deploy all --auto

Depl oy a single specific worker (e.g. after a custom | ogic update)

hoox depl oy worker trade-worker

CRI Tl CAL POST- DEPLOYMENT AUTQVATI ON

Once " hoox deploy all™ finishes uploading the workers, you must run three final scripts
to |link webhooks and sync environnment databases:



HOOX SPEC | DEPLOYI NG TO PRODUCTI ON

A. Register your private Tel egram Bot webhook with C oudfl are
hoox depl oy tel egram webhook

B. Auto-update and bind internal Service URLS across all workers
hoox depl oy update-internal-urls

C. Sync and apply the default CONFI G KV manifest variabl es
hoox depl oy kv-config

NEXT. JS DASHBOARD DEPLOYMENT ( OPENNEXT)

The Hoox Command Center is a modern Next.js web application that runs directly on
Cloudflare Wrkers using the OpenNext adapter.

When you run "~ hoox depl oy dashboard :

The CLI conpiles the Next.js app using the Turbopack build engine.
The OpenNext conpiler bundles the application logic into a single Edge-conpliant V
wor ker file: *.open-next/worker.js’
Al static files (inmages, JS chunks, CSS) are isolated under ".open-next/assets/ .
The CLI uses "wrangler® to deploy the worker and binds the static assets to
Cl oudfl are's ASSETS bi ndi ng, serving pages at sub-nillisecond speeds.

Build and deploy the Next.js Dashboard to C oudflare Wrkers
hoox depl oy dashboard

ROUTI NE UPDATE & UPGRADE WORKFLOW

To pull the latest platformrel eases, run local tests, and update your active production
edge:

Fetch | atest changes and update git subnodul es recursively
git pull --recurse-subnodul es

Install updated dependencies
bun instal

Execute the full local C verification pipeline
hoox test

Rol | out updates globally to the C oudflare Edge
hoox deploy all --auto
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POST- DEPLOYMENT TROUBLESHOOTI NG MATRI X

| Error Code / Synptom | Primary Root Cause
Gui ded Resol ution

| ° Bad Gateway" | Service binding target is missing or has crashed. | Ensure the
dependency worker (e.g., “trade-worker') has been depl oyed successfully. Run “hoox depl oy
all® to rebuild all bonds. |

| © Service Unavailable | The Gobal Kill Switch is active in KV. | Verify
switch state: "hoox nonitor kill-switch show . If safe, restore trading: ~hoox nonitor
kill-switch off". |

| ° Unauthorized | Webhook request failed passkey check. | Audit KV

aut hori zation key: “hoox config kv get webhooks:api _key . Verify the payl oad " api Key"

mat ches this val ue. |

| © Conflict® | Durable Object intercepted a duplicate trace ID. | Verify TV
alert settings. Do not configure rapid-fire duplicate alerts within the sane m nute

unl ess i denpot ency keys are uni que.

> Tip: By utilizing Smart Placenent in your production builds, Coudflare wll
automatically route execution to the edge nodes | ocated geographically closest to your

exchanges (Frankfurt, Tokyo), ensuring high-speed fills!

NEXT STEPS

- [Real -Time Cbservability & Monitoring](nmonitor-trading.nd) - Audit live fills, tai
consol e logs, and run health diagnostics.

- [System Self-Healing & Repair](repair.nd) - Rebuild broken bindings and recover from
depl oynment anonal i es.
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SELF- HEALI NG & REPAI R

Al gorithm c trading environnents nust be resilient and self-healing. If you experience
depl oynent failures, database routing discrepancies, expired authentication tokens, or
m ssing git subnmobdul es, the Hoox CLI features a dedicated “hoox repair® command group
desi gned to di agnose issues, check infrastructure status, and recover your workspace
automatical ly.

RUNNI NG THE - STEP SYSTEM DI AGNCSTI CS

If your trading gateway throws errors or the dashboard reports connection issues, run a
conpr ehensi ve di agnosti c sweep:

Execute the automated -step repair check
hoox repair check

The di agnostics engine runs a strict, sequential analysis of your entire nonorepo
envi ronment :

| hoox Repair Diagnostic Checkli st |

[Step ] Subrodule Integrity ......... COWLETED |
[Step ] Dependency Resolutions ....... COWPLETED |
[Step ] TypeScript Type Safety ...... COWLETED |

I
I
I
| [Step ] Coudflare Edge Bindings .... COWLETED |
| [Step ] Hardware Secrets Validation . COWLETED |
I
I

Di agnostic Result: errors detected |

Subnodul e Check: Verifies that all worker folders under “workers/™ are fully popul ated
and registered in Gt.

Dependency Check: Audits “~node_nobdul es’ across Bun workspaces for mssing or duplicate
l'ibraries.

Type Safety Check: Conpiles the CLI and shared packages to catch syntax or interface
errors.

Edge Bi ndi ngs Check: Connects to Cloudflare's APIs to verify that your D, KV, and Queue
nanespaces physically exist on your account.

Secrets Check: Audits your Workers Secrets to ensure exchange keys and Tel egram t okens
are securely bound
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TARGETED COVPONENT REPAI RS

If a diagnostic check fails, you do not need to redeploy the entire stack. You can run
highly targeted repairs:

A. Re-verify, provision, and repair mssing C oudflare bindings
hoox repair infra

B. Re-audit and sync encrypted Wirkers Secrets to doudflare
hoox repair secrets

C. Reset the CONFI G KV configuration nanespace to default variabl es
hoox repair kv

D. Re-apply drizzle DQL schemas and run pendi ng D dat abase m grations
hoox repair db

E. Rebuild and redepl oy a single, degraded worker
hoox repair worker trade-worker

FULL SYSTEM | NTERACTI VE REBUI LD

In the event of a catastrophic systemfailure (e.g. lost Coudflare credentials,
corrupted SQ.ite files, or major nonorepo drift), you can execute a full, interactive
sel f-healing rebuild:

Execute an interactive, guided workspace rebuild
hoox repair rebuild

THE REBUI LD SEQUENCE

When triggered, the CLI wal ks you through a structured recovery protocol

D Dat abase Backup: Autonmtically exports your current D | edger as a secure ~.sql” file
in "~ backups/recovery-pre-rebuild.sql .

Infrastructure Tear-Down: Deletes corrupted D, KV, and Queue instances.

Fresh Provisioning: Recreates all database tables and config buckets on C oudflare.

Sequenced Redepl oynment: Re-conpiles and deploys all edge workers in correct dependency
sequence.

Dat abase Seedi ng: Restores your backup SQ. data and re-applies schema mgrations.

KV Sync: Applies the -key configuration manifest defaults.

> Danger: The "hoox repair rebuild comuand perfornms destructive resets on D and KV
i nstances. Ensure you carefully read the interactive pronpts and confirm dat abase backup
conpl etion before letting the script proceed!
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COVMON TROUBLESHOOTI NG SCENARI OS

| Symptom/ Failure | Primary Root Cause
| CLI Healing Action

| “bun install® or build crashes | Gt subnodules are enpty or out of sync.
| “git subnodul e update --init --recursive’

I
| "D ERROR no such table’ | SQLite D tables were not initialized.

“hoox db apply --renpte’

I

| * Internal Server Error’ | Mssing or rotated exchange APl secrets. |
“hoox secrets set BYBIT_API _KEY "key" ™ followed by "hoox deploy update-internal-urls’.

I
| Telegram Bot is mute | BotFather token is wong, or webhook is unregistered.
| “hoox secrets set TELEGRAM BOT_TOKEN "token"" followed by “hoox depl oy

t el egram webhook™. |

NEXT STEPS

- [Monitoring Operations Guide] (nonitor-trading.nmd) - Audit systemstatus, tail console
| ogs, and verify fills.

- [CLI Reference Manual](../reference/cli-conmands. nd) - Review all CLI conmands,
options, and JSON fl ags.
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TRADI NGVI EW WEBHOOK | NTEGRATI ON

Connecting Tradi ngView Alerts directly to your Hoox edge gateway is the nbst comopn way
to automate your trading strategi es. By conbining Tradi ngView s advanced charti ng engi nes
wi th Hoox's | ow | atency edge execution, you can trigger orders instantly based on

mat hemati cal indicators, chart patterns, or custom Pine Script v |ogic.

This tutorial wal ks you through witing a Pine Script v script, setting up a Tradi ngVi ew
webhook alert, and testing executions.

STEP : WRITING A PINE SCRI PT V SI GNAL | NDI CATOR

To trigger clean trade alerts, use TradingViews Pine Script v. Below is a copy-paste
i ndicator script that evaluates a Myving Average Cross strategy and generates
standardi zed trade alert signals:

/] @ersion=
i ndi cat or ("Hoox EMA Cross Signals", overlay=true)

/1 . Inputs & Paraneters
fastLength = input.int(, title="Fast EMA Length")
slowLength = input.int(, title="Sl ow EMA Length")

/1 . Indicators Calcul ation
fastEMA = ta. enmn(cl ose, fastLength)
sl owEMA = ta.ema(cl ose, slowLength)

pl ot (fast EMA, col or=col or.blue, title="Fast EMA")
pl ot (sl owEMA, col or=col or.orange, title="Sl ow EMA")

/1 . Trade Conditions
| ongCondition = ta.crossover (fast EMA, sl owEMA)
short Condi tion = ta.crossunder (fast EMA, sl owEMA)

pl ot shape(l ongCondition, title="Long Cross", style=shape.triangleup, |ocation=location.bel owbar,
col or=col or. green, size=size.small)

pl ot shape(shortCondition, title="Short Cross", style=shape.triangl edown,
| ocati on=|l ocati on. abovebar, col or=color.red, size=size.snall)

/1 . Alert Payl oads Construction (JSON conpliant)

| ongAl ertJson = ' {"api Key": "your-hoox-webhook- passkey", "exchange": "bybit", "action": "LONG',
"synbol ": "BTCUSDT", "quantity": ., "leverage": }'
short Al ertJson = '{"api Key": "your-hoox-webhook-passkey", "exchange": "bybit", "action": "SHORT",

"synbol ": "BTCUSDT", "quantity": ., "leverage": }'
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[/l . Trigger Aerts
if (l1ongCondition)
alert(longAlertJson, alert.freqg_once_per_bar_cl ose)

if (shortCondition)
alert(shortAl ertJson, alert.freg_once_per_bar_cl ose)

> Tip: Replace ""your-hoox-webhook-passkey"™ in your Pine Script with the actual passkey
configured in your “CONFIG KV store (" webhooks:api_key ). This is a critical security
step-the gateway will reject any alerts with nmismatched keys with a ° Unaut hori zed’

error.

STEP : CREATI NG THE TRADI NGVI EW VWEBHOCOK ALERT

Once your script is saved and added to your chart:

Click the Alarm Cock (Alerts) icon on the top right panel in Tradi ngVi ew.

Sel ect Condition: Choose your indicator “~"Hoox EMA Cross Signals"  and select ""Any
Alert Function Call"" (this directs Tradi ngView to parse the custom JSON payl oads from
the “alert()" functions inside your script).

Under Expiration: Select your alert |ifespan (Prem um accounts support Open-Ended
alerts).

Navi gate to the Notifications Tab:

- Check the Wbhook URL box.

- Paste your public Hoox Gateway endpoint URL:

“https://hoox. al pha-trading. wor kers. dev/ webhook™

Navi gate to the Settings Tab:

- In the Message box, type: “{{strategy.order.alert_nessage}} (if using a Backtesting
Strategy) or leave it blank (if using an Indicator, as the JSON payl oad is already
defined inside our “alert()  function).

Cick Create.

STEP : VERI FYI NG EXECUTI ON I N PRODUCTI ON

When the Moving Average crossover occurs on your chart:

Tradi ngVi ew conpil es the JSON payl oad and POSTs it to your edge gateway.
The “hoox™ gateway validates the signature and routes the order to Bybit.
Check the transaction directly in your termnal:

""" bash

hoox nonitor trades

Stream live gateway telemetry logs to verify execution |atency:
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""" bash
hoox logs tail hoox

VEEBHOOK TROUBLESHOOTI NG RUNBOCK

| Symptom/ Error | Primary Cause
Resol uti on

| Alert fires but no trade executes | Msnmatched APl keys or WAF bl ock. | Run " hoox

logs tail hoox™ to streamtraffic. Check if the client I P was dropped by C oudflare WAF.
I

| ° Unauthorized | I'ncorrect “apiKey' in Pine Script. | Run "~ hoox

config kv get webhooks: api _key  to check your key. Paste the exact string into your Pine

Script alert payl oad. |

| © Conflict® | Double-alert fired within the same bar. | Adjust the

alert frequency in Pine Script: use “alert.freq_once_per_bar_close  instead of

“alert.freg_all™ to prevent rapid-fire retries. |

| “Invalid Synbol ™ APl reject | Symbol format m smatch. | Hoox

automatically converts variations (like "BTC-USDT" or “btc/usdt’) to "BTCUSDT , but

ensure your script sends standard uppercase synbol s.

NEXT STEPS

- [Setting Up Telegram Al erts] (tel egrambot.nd) - Integrate Telegramnnotifications to get
fills pushed directly to your phone.

- [API Endpoi nt Reference](../reference/api-endpoints.nd) - Review full request schenas
and status codes.
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TELEGRAM BOT SETUP

The "telegramworker™ is a central operational pillar of the Hoox trading ecosystem It
serves two critical functions:

Push Notifications: Sends instant real-time order fill alerts, daily P& audits, and
system health status updates directly to your nobile phone.

Interacti ve Command Consol e: Provides a secure chat ternminal allow ng you to query open
posi tions, check D balance logs, and trigger the Gobal Kill Switch directly via Tel egram
chat .

This tutorial guides you through creating a bot, binding secrets, deploying the secure
Cl oudf |l are webhook, and using conmands.

STEP- BY- STEP CONFI GURATI ON PATH
STEP : PROVI SI ON A BOT VI A BOTFATHER

Open the Tel egram app and search for the verified ~@BotFather® account.
Cick Start and send the comrand:

T Ttel egram

/ newbot

Enter a friendly name for your bot (e.g. "My Hoox Edge Bot ).

Choose a uni que usernane ending in "bot" (e.g. A phaHooxTradeBot ).

Bot Fat her will output your HTTP APl Token (save this securely):
T AAFKLj L-KLI .. .0

STEP : RETRI EVE YOUR PRI VATE CHAT I D

To ensure that only you can command your bot (and to prevent unauthorized users from
vi ewi ng your tradi ng bal ances), you nust capture your private Tel egram Chat |D:

Search for the username " @serinfobot™ in Telegramand start a chat.
The bot will instantly return your nuneric Id (e.g., 7).

STEP : | NJECT CREDENTI ALS VI A HOOX CLI
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Bi nd your bot token and authorized Chat I D as encrypted Wirkers Secrets in your
wor kspace:

Inject the secure Tel egram Bot token
hoox secrets set TELEGRAM BOT_TOKEN ": AAFKLj L- kLI ..."

I nject your authorized Tel egram Chat |D
hoox secrets set TELEGRAM CHAT_ID ""

STEP : REG STER THE WEBHOOK W TH TELEGRAM

To all ow Tel egranis servers to route incom ng chat commands straight to your edge worker
you must register your deployed gateway URL as the bot's official webhook handl er:

Automatical ly regi ster the webhook endpoint with Tel egrams APls
hoox depl oy tel egram webhook

_The CLI calls Telegramis APl to configure the route: _
“https://hoox. al pha-tradi ng. wor kers. dev/t el egram webhook™

| NTERACTI VE CHAT COMVANDS

Open your private bot chat in Telegram click Start, and send the follow ng commands to
manage your edge:

| Conmmand | Action | Description
I
| e I REREREEE |
_____________________________________________________________________ |
| “/start® | Onboarding | Verifies connection and returns system wel cone
nessage. |
| “/status® | System Audit | Probes all workers and returns online/offline

heal t h stat us. |

| “/trades’ | Transaction Log | Retrieves a formatted table of the nost recent
executed fills. |

| “/positions’ | Exposure Audit | Lists all currently active |long/short positions
with unrealized P&L. |

| “/kill_on | Enmergency Halt | Instantly activates the @obal Kill Switch in KV,
halting all trading.

| “/kill _off” | Resune | Deactivates the Aobal Kill Switch, restoring
si gnal processing. |
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CONVERSATI ONAL Al CHAT & CHART AUDI TS

Beyond static commands, "telegramworker® is integrated with Coudflare Wrkers Al and
the Multi-Provider Al Gateway:

- Natural Language Queries: You can ask the bot conversational questions |like _"Should I
close nmy BTC position?"_ or _"Analyze ny trade win rate today"_. The bot queries your D
SQL dat abase, aggregates context using Vectorize, and responds with a LLaMA- anal yti cal

sunmary.

- Chart Image Audits: If you upload a screenshot of a trading chart or a portfolio page,
the Al Gateway uses vision nodels (like Claude . Sonnet or Gemini . Pro) to analyze the
chart and return an automated risk audit.

> Warning: The "telegramworker™ strictly filters all inconming nmessages. |If a message
originates froma “Chat ID that does not match your authorized " TELEGRAM CHAT |D
secret, it is silently dropped and | ogged as a security alert, ensuring your account
remai ns % secure.

NEXT STEPS

- [Astro Docs Site Config](../getting-started/configuration.nd) - Review your system
envi ronnent configurations.

- [Real -Time Cbservability & Monitoring](../guides/nmonitor-trading.md) - Stream consol e
| ogs and check queue dept hs.
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EVAI L SI GNAL ROUTI NG

The “email-worker™ is an ancillary input plugin that allows you to trigger autonated
trades via raw enmnil alerts. Wile webhooks are the standard path, nmany | egacy systens,
charting platfornms, or customnewsletters only distribute trade signals via email

This tutorial wal ks you through setting up "email-worker™ credentials, configuring regex
subj ect scanning patterns, and securely routing nessages.

I NJECTI NG EMAI L CONNECTI ON CREDENTI ALS

To allow “enmil-worker™ to log into your dedicated signals inbox, inject your SMIP/ | VAP
mai | box credentials as encrypted Workers Secrets:

I nject the | MAP/ POP host address
hoox secrets set EMAIL_HOST "inap. securenail . cont

I nject the mail box usernane/email address
hoox secrets set EMAIL_USER "signal s@wy-tradi ng-app. cont

I nject the secure nmilbox app password
hoox secrets set EMAIL_PASS "your_app_password_here"

> Warni ng: Always use a dedicated email address solely for trade signals. Never use your
personal inbox. Additionally, configure your email provider (e.g., Gmil, Fastmail) to
require an App Password rather than your master account credentials to ensure tight
access control .

CONFI GURI NG REGEX PARSI NG RULES | N KV

Once "enmmil -worker™ establishes connection, it scans the inbox on a background schedul e,
eval uating i ncom ng subjects and nessage bodi es agai nst Regul ar Expression (regex)
patterns defined in ~CONFI G KV :

A. Define the prefix pattern required in the email subject line
hoox config kv set emmil:scan_subject ""TRADE S| GNAL:."

B. Define the regex pattern used to extract the target asset token
hoox config kv set emmil:coin_pattern "(BTC ETH SOL| LI NK| AVAX) "

C. Define the regex pattern used to resolve trade action
hoox config kv set emmil:action_pattern "(LONG SHORT| CLCSE| BUY| SELL) "
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THE PARSI NG MECHANI SM

When an email is scanned:

The worker matches the subject. If the subject is “~"TRADE SI GNAL: Breakout Detected"’
t he check passes.
The worker scans the email body using the regex patterns:
- Body: ""...we are entering a LONG position on SO./USDT...""
- Hitting “enmmil:coin_pattern  resolves: SO’
- Hitting “enmil:action_pattern resolves: "LONG (translated internally to “BUY).
Automatically triggers an order via the “trade-worker® service binding.

SECURI TY AUDI TS: SPF & DKI' M VALI DATI ON

To prevent nmalicious "spoofing" (e.g., an unauthorized sender trying to forge a trade

signal to your inbox):

- Sender Validation: The “enmmil-worker  parses the email's headers and nmatches the
sender's address against a safe allowist in KV: “enmmil:authorized_senders =

["al erts@radi ngvi ew. coni'] ~.

- DNS Verification: The worker validates the SPF (Sender Policy Framework) and DKI M
(Domai nKeys ldentified Mail) headers to verify that the nessage physically originated
fromthe authorized donmain and was not intercepted

TESTI NG YOUR EMAI L PI PELI NE

To verify that the emmil signal ingestion | oop works perfectly:

Conpose a nock emai|l fromyour authorized sender address.

Subj ect: “TRADE SI GNAL: Cross Over’

Body: "~ Action: SHORT, Synbol: ETHUSDT, Quantity:

Send to your dedicated inbox.

In your terminal, tail the email worker's runtinme logs to confirmthe parse and order
subni ssi on:

" " bash

hoox nonitor |ogs emnmil-worker

NEXT STEPS

- [Real -Time Cbservability & Monitoring](../guides/nmonitor-trading.nd) - Audit executed
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fills, check logs, and inspect queues.
- [API Endpoi nt Reference](../reference/api-endpoints.nd) - Review full REST payl oads and
HTTP error returns.



[ SECTION: CLI

CLI

The ~ @ ango- bl ockchai ned/ hoox-cli”

provi si oni ng,

the conpl ete comuand tree

for all

GLOBAL FLAGS

depl oynent ,

COVIVANDS REFERENCE |

COVNANDS REFERENCE

t ool
nmoni t ori ng,
posi ti onal

conmand gr oups.

argunent s,

and sel f-healing pipelines.

opti onal fl ags,

manages the entire nonorepo devel opnent,

Thi s reference provides
and concrete exanpl es

These options are regi stered globally and can be appended to any conmand:

| Flag |

| "--json’ |

Description

Qut put s nachi ne- parseabl e JSON format (i dea

“hoox monitor status --json’ |

| “--quiet’ |

Suppr esses headers,

banners,

“hoox depl oy kv-config --quiet”

| " --help I

“hoox infra d --help’ |

| “--version
“hoox --version’

Qut puts active CLI

COMVAND GROUPS DI RECTORY

init

cl one [ nane]
dev

start

dashboard
oy

al |

dashboard

kv-config

wor ker <nane>

wor ker <nane>

t el egr am webhook
update-internal -urls

Launch TUl

for

script pipelines).

and interactive pronpts. |

Prints conpl ete paraneter and option |istings.

package build version

(when run with no args)

Interactive multi-phase setup w zard

Boot strap
Loca
Start all
Start a si
Start Next

wor kspace from tenpl ate

wor kers (native or
ngl e wor ker
.j s dashboard dev server

Edge depl oynent pi pelines

Rol |

out all

wor kers + dashboard i

Depl oy a single edge worker

devel opnent execution engi ne
Docker)

n sequence

Depl oy Next.js dashboard via OpenNext

Regi ster Tel egram bot webhook API

Synchroni ze KV mani fest vari abl es

Bi nd inter-worker Service Binding URLs

Cl oudfl are resource provisioning |aC

Aut o- provi

sion all

required services
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- d [list/create/del ete] Manage D dat abases
- kv [list/create/delete] Manage KV nanmespaces

| -
| -
|-- r [list/create/delete] Manage R object storage buckets
| -- queues [list/create/delete] Manage O oudfl are Queues

| -

A

|__

|__

| -- 1ogs [worker]
| -- queue-depth
|__
|__

wor ker <nane>

I
I
I
I
|
|
|
-- logs
|-- tail <worker>
| -- downl oad <worker >
-- test

-- waf

- vectorize [create/del ete] Manage vector search indexes
-- config Wir kspace and environnmental vari abl es
|-- env [init/show validate] Manage .env.|ocal build variables
| -- kv [set/get/list/delete] Get/ Set dynamic KV runtinme paraneters
| -- show set View or set wangler.jsonc val ues
-- check Tool chain and route diagnostic suite
| -- prerequisites Val i date | ocal machine tool installs
| -- setup Audit .env configurations
| -- health Probe worker /health endpoints
-- db SQLite D Database admi nistration
| -- apply Apply DDL schemas to D
|-- mgrate Run schema m grations
|-- 1ist Di spl ay active SQite tables
| -- query <sql > Execute custom SQ reads
| -- export Dunp database as a secure SQ file
| -- reset Destructive truncate of all tables
-- nonitor Observability and emergency controls
status Probe active worker health routes
trades [N] Aggregate recent filled transactions

Tail and inspect tinme-series |ogs
Audit message counts in queues

backup Backup SQL | edger to backups/
kill-swtch [ show on/of f] Emer gency gl obal trading halt
-- repair Syst em di agnostics & sel f-healing
- check Run -step checkli st

Rebui | d a degraded worker

-- infra Verify and repair m ssing edge bindings
-- secrets Re-sync hardware secrets

-- kv Restore KV mani fest defaults

-- db Re-apply Drizzle mgrations

-- rebuild Ful | destructive interactive rebuild

Ti me-series | og extraction

Stream | ive edge | oggi ng consol e
Downl oad logs to a local file

Run verification pipeline (Cl)

Aut o- configure Cl oudflare WAF firewal |

KEY COMVANDS DETAI L & EXAMPLES

I NI TI ALI ZATI ON & BOOTSTRAP

Onboard a new nmachi ne, configure accounts and sel ect worker profile

hoox init
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Verify that git, bun, wangler, and docker are correctly configured
hoox check prerequisites

B. LOCAL DEVELOPMENT

Start all workers in a Docker container stack

hoox dev start --runtinme docker

Start only the Next.js frontend devel oper server
hoox dev dashboard

C. EDCGE PROVI SI ONI NG & DEPLOYMENT

Provi sion all databases, buckets, and queues on your C oudflare account

hoox infra provision

Depl oy the entire mcroservices stack in sequence, automatically updating URLs

hoox deploy all --auto

D. OPERATI ONAL MONI TORI NG & EMERGENCY HALTI NG

Emergency Halt: halt all trade signals globally in under seconds

hoox config kv set trade:kill_switch true

Audit active trade history table
hoox nonitor trades

E. DATABASE ADM NI STRATI ON

Query the total sum of fees paid today across Bybit
hoox db query "SELECT SUM fee) FROMtrades WHERE created_at >= date('now )" --renote

F. SELF- HEALI NG & DI AGNCSTI CS

Run a full workspace system audit
hoox repair check

> Tip: Every single subcommand is fully docunented |ocally! Append "--help’ to any
conmand (e.g. "~ hoox config env --help’) to view advanced positional argunents and
specific flag options instantly.

NEXT STEPS

- [Astro Docs Site Config](../getting-started/configuration.nd) - Map out your build-tinme

envi ronnent configurations.
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- [API Endpoi nt Reference] (api-endpoints.nd) - Analyze REST routes, schemas, and gateway
error structures.
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APl ENDPO NT SPECI FI CATI ON

Thi s docurment details the public REST APl endpoi nts exposed by the Hoox gateway
("workers/hoox™). These endpoints are used to ingest automated trade signals, register
Tel egram bots, query Al netrics, and check serverless V isolate health status.

REQUEST HEADERS & SECURI TY POLI CY

Every public HTTP request submitted to the Hoox gateway nust include the follow ng
header s:

Cont ent - Type: application/json
Accept: application/json

CORS & ORIG@ N POLI CI ES

For security, Cross-Origin Resource Sharing (CORS) is disabled by default on the
“/webhook™ route-it only accepts direct server-to-server POST requests (e.g. from

Tradi ngVi ew or custom server scripts).

To interact with the dashboard, the gateway verifies active authorization cookies and
tokens inside the V engi ne context.

| NGEST TRADE SI GNAL WEBHOOK

Recei ves, validates, and routes trade orders to exchange APIs.

- Endpoint: °/webhook®
- Method: "POST

REQUEST PAYLOAD (JSON SCHEMA)

"api Key": "al pha_secure_key_ ",
"exchange": "bybit",

"action": "LONG',

"synbol ": " BTCUSDT",

"quantity": .,

"l everage": ,

"i denpot encyKey": "uui d-bdebd- bd"
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RESPONSE MODELS

A. SUCCESS PATH (ORDER FI LLED | NSTANTLY - OK)

"success": true,
"request|d": "bdebd-bd-bad- bdd- bdbdcbd",
"exchange": "bybit",
"synbol ": "BTCUSDT",
"action": "LONG',
"result": {
"orderld":
"status": "Filled",
"executedQy": .,
"price": .,
"timestanmp":

B. QUEUE FAI LOVER PATH ( EXCHANGE OFFLI NE / RATE-LIM TED - ACCEPTED)

If the exchange is down, the signal is enqueued for guaranteed asynchronous delivery.

"success": true,

"request1d": "bdebd- bd-bad-bdd- bdbdchd",

"status": "Enqueued",

"message": "Signal enqueued in trade-execution Queue for background execution retry."

SYSTEM HEALTH CHECK

Probes the gateway isolate, validating connections to D databases and CONFI G_ KV caches.

- Endpoint: “/health’
- Method: "~ GET

SUCCESS RESPONSE ( OK)

{
"status": "ok",
"timestanp":
"bi ndi ngs": {

"d": "connected",
"kv": "connected",
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"queue": "active"

CONVERSATI ONAL Al CHAT & TELEMETRY

Integrates with the “agent-worker™ Milti-Provider A Gateway.

A. CONVERSATI ONAL CHAT STREAM

- Endpoint: “/agent/chat"
- Method: " POST
- Headers: “Accept: text/event-stream (Supports Server-Sent Events)

REQUEST PAYLOAD

"prompt": "Evaluate ny trade perfornmance over the last hours.",
"streanm': true,

"provider": "anthropic"

B. Al GATEWAY TELEMETRY

- Endpoint: “/agent/usage’
- Method: "~ GET

RESPONSE PAYLOAD ( OK)

{
"success": true,
"timestanp”:
"usage": {
"openai": { "inputTokens": , "outputTokens": , "costUSD': . },

"ant hropic": {
"i nput Tokens":
"out put Tokens":
"cost USD":

H

"wor kersAi": { "neuronsUsed": , "costUSD': . }
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STANDARD PLATFORM ERROR MODELS

When an APl check fails, the gateway uses the shared " @ ango- bl ockchai ned/ hoox- shared’
package to return a standardi zed JSON error format:

A.  BAD REQUEST (PAYLOAD VALI DATI ON FAI LURE)

{
"success": false,
"error": {
"code": "VALI DATI ON_ERRCR",
"message": "lInvalid JSON payl oad structure.",
"details": [
{ "field": "quantity", "issue": "Mist be greater than zero." },
{
"field": "exchange",
"issue": "lInvalid exchange router. Options: binance, bybit, nmexc."
}

B. UNAUTHORI ZED (I NVALI D APl KEY / | P ADDRESS)

"success": false,
"error": {
"code": "UNAUTHORI ZED",
"message": "Authentication failed. M snmatched api Key or unauthorized origin IP."

C. CONFLICT (DUPLI CATE REQUEST | NTERCEPTED)

{
"success": false,
"error": {
"code": "DUPLI CATE_REQUEST",
"message": "Order rejected. Durable oject |ocked: trace ID already processed in the |ast
hours."
}

D. SERVI CE UNAVAI LABLE (KILL SW TCH ENGAGED)
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"success": false,

"error": {
"code": "KILL_SW TCH_ACTI VE",
"message": "Trading halted globally. The energency dobal Kill Switch is currently turned ON
in CONFI G_KV. "
}

> Tip: Every error code is designed to map directly to a readable prompt in the Tel egram
bot and Next.js dashboard U, allowing you to instantly diagnose execution probl ens.

NEXT STEPS

- [Astro Docs Site Config](../getting-started/configuration.nd) - Map out your build-tine
envi ronnent configurations.
- [CLI Conmmands Reference] (cli-commands.md) - Review all CLI conmmands, options, and JSON

fl ags.



[ SECTI ON: CONFI GURATI ON DI CTI ONARY ]

CONFI GURATI ON DI CTI ONARY

Thi s docurment serves as the absol ute, exhaustive reference dictionary for every
envi ronnment vari able, encrypted Wrkers Secret, and dynamic KV runtine setting utilized

in the Hoox tradi ng ecosystem

ENVI RONVENT VARI ABLES & SECRETS MATRI X (- KEYS)

These paraneters are configured in your local “.env.local” file for building/deploying or
i njected as encrypted Wirrkers Secrets for runtine isolate conpute.

A. CORE PLATFORM & | NFRASTRUCTURE

| Variable | Required | Type | Def aul t | Description

I
B RAGRRREEEEEEEE IERSEEES A S s |
e e |
| “CLOUDFLARE_API_TOKEN | Yes | “string | - | Coudflare API Token with
Workers, D, and KV read/wite permssions. |
| “CLOUDFLARE_ACCOUNT_ID | Yes | “string | - | Your -character Coudflare
Dashboard Account hash. |
| ~ SUBDOVAI N_PREFI X | Yes | “string | - | Subdomai n prefix under which
public worker gateways depl oy. |
| ~ NODE_ENV' | No | “string® | “production® | Environnent profile:
“devel opnent ™, “staging’, or "“production’. |
| “HOOX_API _URL® | No | “string | - | Local APl target URL

(automatically configured during dev runs). |

B. EXCHANGE APl CREDENTI ALS ( ENCRYPTED SECRETS)

| Variable | Required | Type | Scope | Description
LR R, | o------ sl e Rl I

e TR |

| " BYBIT_API _KEY | No | “string® | “trade-worker® | Bybit order placenent
account credential. |

| " BYBIT_API _SECRET | No | “string® | “trade-worker® | Bybit HVAC-SHA private
order signature. |

| * BI NANCE_API _KEY" | No | “string® | “trade-worker® | Binance trade pernission

credenti al . |
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| " BI NANCE_API _SECRET" | No | “string® | “trade-worker® | Binance private HVAC
order signature. |

| ~ MEXC_API _KEY" | No | “string® | “trade-worker ™ | MEXC trade perm ssion
credential . |

| ~ MEXC_API _SECRET | No | “string® | “trade-worker® | MEXC private HVAC order
si gnat ure. |

C. TELEGRAM BOT ALERTS & TELEMETRY

| Variable | Required | Type | Scope | Description
I
| e IEEEEEES e | e |
________________________________________________________ |
| ~ TELEGRAM BOT_TCOKEN | No | “string” | “telegramworker® | Tel egram HTTP APl bot
auth token from ™ @Bot Fat her ™. |
| ~ TELEGRAM CHAT_I D' | No | “string” | “telegramworker® | Authorized nuneric

Chat ID for pushed fills and conmands. |

D. MJLTI - PROVI DER Al CREDENTI ALS

| Variable | Required | Type | Scope | Description

I
| i | i------ e | i I
e |
| ~ OPENAI _APl _KEY | No | “string® | “agent-worker® | OpenAl APl access key.

I
| “ANTHROPI C_API _KEY" | No | “string® | “agent-worker® | Anthropic C aude API
access key. |
| ~GOOGLE_Al _API _KEY" | No | “string® | “agent-worker® | Google Gemini APl access
key. |

E. DEFI & WEB WALLET SETTI NGS

| Variable | Required | Type | Scope | Description

| “ETH_MNEMONI C | No | “string® | "web-wallet® | Secure or -word seed phrase
for on-chain contract swaps. |
| “RPC _PROVI DER_URL® | No | “string® | "web-wallet® | HITP Ethereum/ EVM JSON- RPC
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provider (e.g. Infura/Al cheny).

F. EMAIL PARSI NG | NBOX CONNECTI ON

| Variable | Required | Type | Scope
I
| i | i------ sl e Rl
e R |
| TEMAIL_HOST | No | “string” | "enmil-worker’
I
| “EMAIL_USER | No | “string” | "enmil-worker’
addr ess. |
| “EMAIL_PASS | No | “string® | “email-worker’

mai | box access.

DYNAM C KV MANI FEST SETTI NGS ( KEYS)

These runtinme vari abl es exi st inside the "~CONFI G KV

globally at sub-millisecond speeds and take effect

| Descript

nanespace.

Def aul t

I
“your _key®

i on

| Target signa

| POP/ 1 MAP mail box server address.

mai | box enai |

| Secure app password for signa

They are accessed

instantly upon being nodified.

Oper ati onal | npact

G obal energency

| Maxi mnum daily | oss

Publ i ¢ webhook

| KV Key | Type I

| i | i------- S

e e T |
| “trade:kill_switch’ | " bool ean’

halt. If “true’, all executions halt. |

| “trade: max_daily_drawdown_percent” | " nunber® |

before the Al Risk Manager triggers the kill switch

| ~webhooks: api _key" | “string” |

passkey checked during signal ingestion

| ~webhooks: queue_node’ | “string® |

“direct_only’, “queue_failover , "queue_everywhere’

| ~exchanges:default_routing | “string® |
fall back router: “binance, “bybit , or “nexc".
| “routing:dynani c: enabl ed’ | " bool ean”

dynami cal ly shifting routes based on synbols.

| “email:scan_subject’ | “string® |
signal emmil subjects.

| “emil:coin_pattern’ | “string |
used to extract asset tokens from enmil bodies.

| “emmil:action_pattern’ | “string |
used to resolve buy/sell actions in email bodies.

I
“bybit®
I
“fal se”
I
" TRADE®
I

"(BTQ | ETH)®

*(BUY\ | SELL)"

“queue_fail over”®

Rout i ng behavi or:

Def aul t CEX

Enabl es/ di sabl es

Prefix required in

Regex expression

Regex expression
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| “emmil:authorized_senders’ |  Tarray’ | 11 | List of enmil
addr esses authorized to subnit trade signals. |

| " webhook: tradi ngvi ew i p_check” | “bool ean™ | “fal se’ | Toggl es dropping
payl oads that don't originate from Tradi ngVi ew | Ps. |

> Tip: You can sync, check, or reset this entire KV manifest in one command: " hoox config

kv appl y- mani f est !

NEXT STEPS

- [-Mnute Quick Start Guide](quick-start.nd) - Deploy all workers and fire your first
si mul at ed webhook.

- [API Endpoi nt Reference] (api-endpoints.md) - Review full REST schenmas, paraneters, and
error nodels.



