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[ SECTI ON: DEVOPS MANUAL ]

DEVOPS MANUAL

> Wl cone to the Hoox DevOps & System Operations Manual. This nmanual is the prinmary,
producti on-grade reference for system administrators, security engineers, and platform
operators responsi bl e for provisioning edge databases, orchestrating secure V service
bi ndi ngs, depl oyi ng multi-exchange execution workers, auditing secrets, and nonitoring
system heal t h.

OPERATOR S SYSTEM DI RECTORY

The DevOps manual is structured into five core architectural operational |ayers:

OPERATI ONS & SETUP RUNBOCKS

Conpl et e gui des for bootstrappi ng environnents, managing interactive term nal dashboards,
and di agnosi ng | ocal runner configurations:

- [Operations & Troubl eshooting] (setup_and_operations.nd) - Core operations nmanual, -key
environnment variable matrices, and di agnostic codes.

- [Core Installation Flow] (installation-flow nd) - Cuided, step-by-step |ocal machine and
edge provision setup.

- [Terminal U Cockpit Devel opment] (tui.nd) - Code architectures, stores, and operations
of the OpenTU nonitor.

ARCHI TECTURAL SPECI FI CATI ONS

Deep dives into latency structures, isolation paraneters, and bindings |inkages:

- [System Topol ogy Overvi ew] (architecture/overview nd) - Architectural |ayout, regiona
edge clustering, and scaling limts.

- [I'sol ate Comuni cation] (architecture/conmunication.nd) - Deep dive into Service

Bi ndi ngs, zero-TCP routing, and V engi nes.

- [Data Flow Architecture] (architecture/data-flow. nd) - Flowharts for trade execution,
backup queues, and cron risk nonitoring.

- [Bindings Matrix] (architecture/bindings.nd) - Exact mapping of D, KV, Queues, R and
Servi ce Bi ndi ngs.

- [Storage Engineering](architecture/storage.nd) - Persistent storage boundaries, SQite
DDL paraneters, and R buckets.

- [I'nternal Endpoints Mp] (architecture/ endpoints.nd) - Sub-millisecond binding paths and
routing maps.

- [Visual Tokens & Design Systeni(architecture/design-systemmnmd) - Monochromatic token
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mappi ngs and vi sual SVGs cat al og.

EDGE WORKER M CROSERVI CES ( PROFI LES)

I ndi vi dual devel oper profiles for each running isolate, catal oging bindings, custom
m ddl ewares, and APl fornats:

- [hoox Gateway] (workers/hoox.nd) [trade-worker] (workers/trade-worker. nd)

[ agent - wor ker] (wor ker s/ agent -wor ker. nd) [tel egram worker] (workers/tel egram wor ker. nd)

- [d-worker] (workers/d-worker.nmd) [web-wallet-worker] (workers/web-wallet-worker. nd)
[emai | -wor ker] (wor kers/email -worker.nd) [anal ytics-worker] (workers/anal ytics-worker. nd)
- [report-worker] (workers/report-worker.nd) [dashboard (Next.js

OpenNext )] (wor ker s/ dashboar d. nd)

DEPLOYMENT, WAF, & ClI/CD PI PELI NES

Rol | out manual s, Access gates, and G tHub Actions telenetry:

- [Production Depl oynent] (depl oynent/production.nd) - Wangl er conmands, Account

provi sioni ng, and production vari abl es.

- [ClI/CD Workfl ow pi pelines](deploynent/cicd.nd) - GtHub Actions secrets, syntax tests,
and aut omat ed edge upl oads.

- [Monitoring & Tel enetry] (depl oynment/nonitoring. md) - Live wangler |ogs stream ng and
custom Anal yti cs Engine metrics.

- [Coudflare Zero Trust Corridor] (deploynent/zero-trust.nmd) - Setting up Access client

corridors, IP firewalls, and WAF rul es.

DEVELCOPER & APl REFERENCE

TypeScript interfaces, conpiler settings, Bun test specs, and HTTP schenas:

- [Wangl er Dev Setup](devel opnent/|ocal -dev.nd) [Testing

St andar ds] (devel opnent/testing. nd) [ Debuggi ng Runbook] (devel opnent/ debuggi ng. nd)

- [Exposed APl Routes](api/endpoints.nd) [Request Payl oads] (api/payl oads.nnd) [Standard
Responses] (api / r esponses. md)

- [CLI Conmmands Engi ne] (cli _features.nd) - Command-line argunent parsing, binary

execution, and JSON fl ags.

> Tip: First time deploying a Hoox workspace to production? Start with the [Production
Depl oynment Manual ] (depl oynent/ production.nd) to verify your C oudflare Account
perni ssi ons and execute sequenci al depl oynents seanl essly.

QUI CK LI NKS & OFFLI NE REFERENCE
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- [End-User Docunentation Hub](../honme.nd) - Standard setup, cURL webhooks, and

Tradi ngVi ew Pi ne Scripts.

- [Hoox Gt Subnodul es] (https://github.conijango-bl ockchai ned/ hoox-setup) - Central

nonor epo codebase.

- [ Downl oad Enduser Full PDF Manual ] (/ hoox-set up/ Enduser - Ful | - Docunent ati on. pdf) -

Conpl et e concat enated offline guide.

- [ Downl oad DevQps Full PDF Manual ] (/ hoox-set up/ DevQps- Ful | - Docunent ati on. pdf) - Conpl ete
concat enated offline DevQps spec.

- [View Consolidated LLM Context Text](/hoox-setup/lImtxt) - Gant single-file text
format for Al/LLM nodel s.
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OPERATI ONS & RUNBOCK

This manual is the prinmary, production-grade operations runbook for Hoox adm nistrators.
It outlines the conplete systemtopol ogy, tool chain prerequisites, environment variables,
sequenti al depl oynment protocols, and gui ded troubl eshooting matrices.

COVPLETE ENVI RONVENT VARI ABLES MATRI X ( KEYS)

These variables are defined in “.env.local”™ for local building/deploying or injected as
encrypted Wrkers Secrets for runtinme isolate conpute.

A. CORE PLATFORM & | NFRASTRUCTURE

- " CLOUDFLARE_API _TOKEN : C oudflare APl Token with Wirkers, D, and KV read/wite
perni ssi ons.

- " CLOUDFLARE_ACCOUNT_I D : Your unique -character C oudflare dashboard account hash.

- SUBDOMAI N_PREFI X" : Subdomai n prefix under which your public gateway routes conpile.
- "NODE_ENV' : Target environment profile: “developnent’, “staging , or " production .

- "HOOX APl _URL': Local APl target URL (automatically configured during dev runs).

B. EXCHANGE APl CREDENTI ALS ( ENCRYPTED SECRETS)

- "BYBIT_API _KEY" & "BYBIT_API _SECRET : Bybit order placenent account key and HVAC- SHA
signature key.

- "BINANCE_API _KEY" & " BINANCE_API _SECRET : Binance trade pernission key and private HVAC
si gnat ure.

- "MEXC_API _KEY' & ~MEXC APl _SECRET : MEXC trade permi ssion key and private HVAC

si gnat ure.

C. TELEGRAM BOT ALERTS & TELEMETRY

- "TELEGRAM BOT_TCKEN : Tel egram bot token from ~ @Bot Fat her ™.
- "TELEGRAM CHAT ID : Authorized nuneric Chat ID for pushed fills and comrands.

D. MJLTI - PROVI DER Al CREDENTI ALS

- TOPENAI _API _KEY": OpenAl APl access key.
- TANTHROPI C_API _KEY': Anthropic O aude APl access key.
- "GOOGLE_Al _API _KEY : Google Genini APl access key.

E. DEFI & WEB WALLET SETTI NGS



HOOX SPEC | OPERATI ONS & RUNBOOK

- "ETH_MNEMONI C : Secure or -word seed phrase for EVM swaps.

- "RPC_PROVI DER URL": HTTP Et hereum/ EVM JSON- RPC provi der

F. EMAIL PARSI NG | NBOX CONNECTI ON

- "EMAIL_HOST : POP/ | MAP nuai | box server address.

- "EMAIL_USER : Target signal

mai | box enmmi | address.

- "EMAIL_PASS': Secure app password for nmail box access.

WORKER DEPLOYMENT SEQUENCE

(e.g. Infura/ A cheny).

Because Hoox microservices comunicate internally using fast-path Service Bindings, they

have strict conpile-tinme and depl oy-ti ne dependenci es.

strict sequential hierarchy:

Depl oy workers in the follow ng

anal yti cs-wor ker (No dependenci es)

report-wor ker (Depends on: anal yti cs-worker)

d- wor ker (Depends on: anal yti cs-worker)

t el egr am wor ker (Depends on: trade-worker, hoox, analytics-worker)

web-wal | et -worker (Depends on:

enai | - wor ker (Depends on:
t rade- wor ker (Depends on:
agent - wor ker (Depends on:
hoox Gat eway (Depends on:
dashboard (Depends on:

t el egram wor ker,

trade-wor ker, anal ytics-worker)

d-wor ker, tel egram worker, anal

anal yti cs-worker)

yti cs-worker)

d-wor ker, trade-worker, telegram worker, analytics-worker)

trade-wor ker, tel egram worker,

al |

services being live)

Aut omat ed Sequenced Depl oynment via CLI

hoox deploy all --auto

O deploy a single specific worker

hoox depl oy worker trade-worker

SECRET MANAGEMENT RUNBOCK

anal yti cs-worker)

Secrets are securely uploaded to Cloudflare's hardware key vaults using the CLI:

Inject Bybit Credentials

hoox secrets set BYBIT_API _KEY "your_bybit_key"
hoox secrets set BYBI T_API _SECRET "your_bybit_secret”

Check active secret synchronization on Coudflare

hoox secrets check
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GLOBAL KILL SWTCH & EMERGENCY OPERATI ONS

The dobal Kill Switch is your emergency brake. Stored inside the sub-nillisecond
" CONFI G_KV' nanespace, flipping this paraneter instantly blocks all inconm ng trade
signals globally in under seconds:

View active state of the Kill Switch

hoox monitor kill-sw tch show

Emergency HALT - disable all trade execution inmediately

hoox monitor kill-switch on

Resune normal operations
hoox monitor kill-swtch off

TROUBLESHOOTI NG & DI AGNCSTI CS

ALT ALTERNATE SCREEN BUFFER CLEANUP

If you force-close the termnal and find that your pronpt renmains garbl ed, execute a

term nal reset:

reset
or
tput reset

BAD GATEWAY

- Root Cause: Service binding target is mssing or has crashed.
- Fix: Ensure the dependency worker (e.g. "trade-worker' ) has been depl oyed successfully.
Run “hoox deploy all”™ to rebuild all bonds.

SERVI CE UNAVAI LABLE

- Root Cause: The A obal Kill Switch is active in KV.

- Fix: Verify switch state: “hoox nmonitor kill-switch show . If safe, restore trading:
“hoox monitor kill-switch off".
NEXT STEPS

- [Astro Docs Site Config](../getting-started/configuration.nd) - Map out your build-tine

envi ronnent configurations.
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- [Architecture & Edge Topol ogy] (architecture/overview nd) - In-depth architectural
outlines and Service Bindings routing maps.
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CLOUDFLARE WORKERS SETUP FLOW

Thi s docurment details the step-by-step installation, bootstrapping, and validation
wor kfl ows executed by the Hoox CLI during project initialization

> Devel oper Note: The Hoox CLI enforces strict type validation for all configuration
files via the "Config  and ~WrkerConfig TypeScript interfaces defined in

“packages/cli/src/core/types.ts . Avoid using “as any or type bypasses when extendi ng
wrangl er parameters to prevent build-tine CLI crashes.

| NTERACTI VE SETUP W ZARD ( HOOX INIT)

To start the system bootstrap, run the init wizard fromthe nonorepo root:
hoox init
The setup wi zard guides you through critical onboardi ng phases:

PHASE : TOOLCHAI N DI AGNOSTI CS

Probes your machine to verify that essential devel oper tools are accessible:

- Bun: Used for nonorepo package managenent, CLI binaries execution, and fast unit
testing.

- Gt: Used to verify recursive cloning of worker subnodul es.

- Wangler: Coudflare's CLI used to login, tail logs, and upload V isol ates.

PHASE : GLOBAL CONFI GURATI ON MAPPI NG

Configures your master workspace credentials stored in “.env.local™ and “wangler.jsonc:

- Cloudflare APl Token: Generates and checks perm ssions.

- Cloudflare Account ID: Uniquely identifies your hosting space.

- Subdomai n Prefix: Defines the worker routing domain (e.g. "hoox routes to
“https://hoox. al pha-tradi ng. workers. dev').

PHASE : M CRCSERVI CE PROFI LE SELECTI ON
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Lets you sel ectively enable or disable specific workers fromthe “workers/™ directory
based on your trading intent (e.g., cross-margin futures execution vs. Wb DeFi wall et
swaps). Disabling unnecessary workers saves depl oynent bandw dth and keeps resource

bi ndi ngs cl ean.

PHASE : SQLI TE DATABASE PROVI SI ONI NG

Checks if enabled workers require persistent D storage. If yes, it creates the database
and initializes database schenmas:

Done automatically by the w zard
wrangl er d create trade-data-db

PHASE : MANI FEST COWPI LATI ON

Consol i dates all chosen paraneters and wites your central “wangler.jsonc” file, mapping
out variabl es and bi ndings for every worker.

PHASE : WORKERS SECRETS | NJECTI ON

Secures sensitive credentials (exchange APl keys, Tel egramtokens, Al APl keys) by
encrypting and uploading themto C oudflare as encrypted Wrkers Secrets.

PHASE : I NI TI AL ROLLOUT

Conpi l es, lint-checks, type-checks, and deploys all enabled workers to C oudflare's edge

in the correct mat hemati cal dependency sequence.

CONFI GURATI ON FI LES SPEC

The Hoox platformuses a dual configuration file architecture to track workspace states:

A. VWRANGLER. JSONC ( CENTRAL SETTI NGS)

This file represents the declarative single source of truth for your nonorepo's active
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wor ker s:
{
"gl obal ": {
"cl oudfl are_account _i d": "debcebeabechcdec",
"subdonai n_prefix": "cryptolinx",
b

"wor kers": {
"d-worker": {
"enabl ed": true,
"path": "workers/d-worker",
"vars": { "database_nanme": "trade-data-db" },

b
"trade-worker": {
"enabl ed": true,
"path": "workers/trade-worker",
"secrets": ["BYBIT_API _KEY", "BYBIT_API_SECRET", "TELEGRAM BOT_TOKEN'],

b

B. .1 NSTALL- W ZARD- STATE. JSON ( ONBQARDI NG STATE)

During the interactive setup, the CLI caches your current step and intermedi ate inputs
inside “.install-w zard-state.json™ at your project root.

- State Recovery: If your terminal session is disconnected or wrangler [ogin pronpts
timeout, you can run “hoox init® again. The CLI will detect the state file and seam essly
resume your onboarding fromthe |ast inconplete step.

- Auto-C eanup: Upon final conpletion of Phase , the state file is automatically purged
to keep your root directory clean.

SECRET BI NDI NGS ARCHI TECTURE

Hoox utilizes C oudflare's hardware-secured Secret Store to bind environnment credentials
to V isolates without exposing themin git history.

LOCAL MOCKI NG (. DEV. VARS')

During | ocal devel opnent, wrangler dev |ooks for a local, gitignored file called
“.dev.vars® inside each worker's directory to sinmulate secrets:

wor ker s/ trade-wor ker/ . dev. vars
BYBI T_API _KEY=npck_bybi t _devel opnent _key
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BYBI T_API _SECRET=npck_bybi t _devel opment _secret

PRODUCTI ON SECRET BI NDI NGS

When depl oyi ng to production, wangler binds these variables using direct encrypted
environnments in your worker's w angler configuration:

{
"secrets_store": {
"bi ndi ngs": [
{
"bi ndi ng": "BYBI T_API _KEY_BI NDI NG',
"store_id": "bcafddcefd",
"secret_nanme": "BYBI T_API _KEY"
}
]
}
}

This guarantees that secrets are never |ogged, never cached in plain text on disk, and
are only accessible inside your worker's sandboxed execution isolate nenory.

> Tip: Made a configuration m stake or changed your subdomain? You can re-run " hoox
check-setup™ at any time to execute high-integrity type validation and ensure al
bi ndi ngs and configurati ons match producti on exanpl es perfectly!

NEXT STEPS

- [DevOps Setup & Operations Manual ] (setup_and_operations.nd) - Dive into conplete
operations, variable matrices, and troubl eshooti ng.

- [Terminal U Cockpit](tui.md) - Run, hot-reload, and nonitor your |ocal workers via
TU .
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TU CODE ARCHI TECTURE

The Hoox Terminal U (TU) is a full-screen, keyboard-driven operations center built
natively using OpenTU, React , and Zustand state stores. This docunent outlines the TU
code architecture, directory structure, data flows, and error recovery nechanisnms for
seni or engineers and system operators.

ARCHI TECTURAL BLUEPRI NT

The cockpit is designed as a nmodul ar Single Page Term nal Application (SPTA), structured
around three decoupled | ayers:

STORE ARCHI TECTURE & STATE FLOW

TU state is nanaged using three specialized Zustand stores conbined with | mrer
nm ddl eware to allow safe, nutating updates to deeply nested state trees:

U STORE (" SRC/ STORES/ Ul - STORE. TS')

- State Managed: Active view index, sidebar visibility toggles, active nodal overlays
(e.g. confirmation dialogs), and the Conmand Pal ette fuzzy-search string.
- Key Actions: “setView(index) , “toggleSidebar() , "~ pushMddal (nodal) , "~pophbdal ()" .

SERVI CE STORE (" SRC/ STORES/ SERVI CE- STORE. TS')

- State Managed: Real -time worker health matrices, trade |logs history, analytics
telenetry, log buffers, and the connection status.

- Key Actions: "updateWrkerStatus(nanme, status)’, “addLogEntry(worker, 1log)",
“addTradeFill (trade) , “setConnectionState(state)’

CONFI G STORE (~ SRC/ STORES/ CONFI G STORE. TS')

- State Managed: U thenes (dark/light), data refresh intervals, Telegramalert routes,
and custom keyboard bi nds.
- Persistence: Autonmatically serialized and saved to disk at "~/.hoox/config.json .
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CONNECTI ON RESI LI ENCE STATE MACHI NE

The TU nmmintains a strict connection lifecycle to track connectivity to the | ocal API
server or renote worker tunnels:

EXPONENTI AL BACKOFF | NTERVALS

If the APl connection drops out:

The status bar inmmediately transitions to a yell ow orange pul sing RECONNECTI NG dot .
The pol ling engi ne schedul es reconnect attenpts using exponential backoff:
$$\ t ext { Backoff Interval} = \min(*\text{retry\ _count}} \tinmes \text{ns}, \text{ns})$$

Active views display a subtle ""Stale Data: Last updated Xm ago"  warni ng badge,
allowing the operator to read static stats without freezing the screen |ayout.

After failed attenpts, the state transitions to "OFFLINE (red dot). The engine
conti nues running mni mal background checks and restores live statistics automatically as
soon as the APl recovers.

DUAL- CHANNEL DATA COVMUNI CATI ON

To mai ntain high performance and | ow t hread over head:

REST APl (POLLI NG CHANNEL)

- Frequency: Configurable in "CONFI G KV (default: every seconds).
- Data Transferred: Core worker health status checks, database statistics, and
configuration files.

SERVER- SENT EVENTS ( REAL- TI ME | NGESTI ON CHANNEL)

- Protocol: HITP SSE streani ng.
- Data Transferred: High-frequency real-tinme |ogs and exchange trade fills.
- Menory Buffer Constraints: To prevent nmenory | eaks during extended sessions in the
termnal, the TU inplements strict ring-buffer linmts:
- Trade Feed: entries max.
- Log Stream , |ines nax.
- Alert Console: lines max.
- _Wen a buffer limt is hit, the oldest entry is automatically dropped. _

DOUBLE- LAYER CRASH PROTECTI ON
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Since the TU is designed to be an enterprise-grade commnd center, a rendering bug or
syntax error in one pane nust never crash the entire application.

LAYER : PER- VI EW ERROR BOUNDARI ES

Every view (e.g. "WorkerDetail ™, "ConfigEditor’ ) is wapped inside a custom React
" ErrorBoundary” conponent:

- If a rendering exception occurs within the "ConfigEditor® (e.g. due to a Tree-sitter
WASM par si ng exception), the error is caught, a clean error panel is displayed inside
that specific tab, and a "[Retry]” button is nounted.

- No Side Effects: The rest of the ternminal, sidebar, and status bar continue running
normal Iy, ensuring uninterrupted nonitoring.

LAYER : PROCESS- LEVEL TRAP (° CRASHRECOVERYAPP")

I f an uncaught exception or unhandl ed prom se rejection occurs at the root |evel of the

Node/ Bun process:

The process trap intercepts the signal and prevents a hard exit to a broken shell.

Di spl ays a styled Ternmi nal Recovery Screen detailing the error stack.

Ofers three instant recovery options:

- '[Restart] : Oeans Zustand stores and perforns a fresh reboot.

- "[Safe Mode] ": Disables heavy anal ytics feeds and WASM syntax hi ghlighting to
restore operations in mniml capacity.

- "[Report Bug] : Automatically exports the error trace and logs to a file at
“logs/crash-report.log .

> Tip: Addi ng custom conponents or views? Ensure all JSX el enents conply with OpenTU 's
native term nal conponents (using only lowercase intrinsic tags |like ~<box>", ~<text>",
and “<list>"). Absolute layout dinmensions nust be integers representing termnal
characters or ""% " val ues.

NEXT STEPS

- [DevOps Setup & Operations Manual | (setup_and_operations. md) - Conpl ete runbook,
variable matrices, and troubl eshooti ng.

- [Architecture & Edge Topol ogy] (architecture/ overview nd) - In-depth architectural
outlines and Service Bindings routing nmaps.
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SYSTEM TOPOLOGY & OVERVI EW

Hoox is an enterprise-grade, serverless algorithnmc trading platformbuilt entirely on
Cloudflare's Edge V isolates and globally distributed resources. By using a nodul ar,
service-oriented architecture, Hoox deconposes conplex trading processes into ten highly

speci al i zed m cro-workers.

These workers conmuni cate privately in mcroseconds, auto-scale globally near exchange
servers, and store transaction logs in localized databases-all while running within
Cloudflare's $ free tiers.

H GH LEVEL SYSTEM ARCHI TECTURE

The ecosystem splits public-facing ingress points fromprivate internal conpute |ayers:

COMPREHENS| VE M CRO- WORKER CATALGOG

| Worker Name | Runtinme Scope | Cron Trigger | Publ i ¢ Routing |
Smart Pl acenent | Primary Qobservability |
| i | immmmmmmeeee e | i I
e e LT o
| " hoox® | Gateway Router | No | Yes (" /webhook™) | Yes (Fast
pat h) | Time-series Telenetry |
| “trade-worker® | Order Execution | No | No (I sol at ed) | Yes
(Exchange Proxied) | Execution Logs |
| ~agent-worker”® | Risk Management | Cron '/ | No (Isol ated) | Yes
(Account Auditing) | Al ert Logs |
| "telegramworker™ | Alerts & Chat | No | No (I sol at ed) | Yes
(Tel egram API s) | Conmand Logs |
| ~d-worker” | SQLite Manager | No | No (Isol ated) | Yes
(SQLi t e Bound) | Query Latency |
| “report-worker® | Puppeteer PDF | Cron *," | No (I sol at ed) | Yes
(Rendering APIs) | Print Status |
| “email-worker® | | MAP Par si ng | Cron “/° | No (I sol at ed) |
No | Parse Statistics |
| “web-wallet” | DeFi Swap Engine | No | No (I sol ated) |

No | Tx Sign Logs |
| “analytics-worker™ | CObservability | No | No (I sol at ed) |

No | Metrics Dataset |



HOOX SPEC | SYSTEM TOPOLOGY & OVERVI EW

THE - LAYER SECURI TY ARCH TECTURE

Security is designed as concentric protective corridors:

[ WAF: IP Range Allowlist ] -> [ Gateway: Wbhook Passkey ] -> [ Isolation: Service Bindings | ->
[ Worker Auth: INTERNAL_KEY ] -> [ Miutex: Durable Objects ]

LAYER : EDGE- LEVEL FI REWALL & WAF

Cl oudfl are's global WAF drop connections inmediately at the edge if:

- The payl oad does not originate fromverified Tradi ngVi ew webhook | P ranges.
- The request rate exceeds threshold ceilings ( requests/mnute).

LAYER : WEBHOOK PASSKEY AUTHENTI CATI ON

The "hoox™ gateway validates that the payl oad "api Key' string exactly matches the
encrypted “webhooks: api _key" stored inside your SCONFI G KV' nanespace. M smatched signal s
are instantly dropped with a ° Unauthorized  response.

LAYER : SERVI CE BI NDI NG ENCRYPTED | SCLATI ON

Internal workers ("trade-worker , “d-worker , “agent-worker’ ) expose zero public HTTP
endpoi nts. They cannot be targeted or accessed fromthe public internet. They can only be
i nvoked internally by other V isolates using Coudflare Service Bindings.

LAYER : STANDARDI ZED | NTERNAL AUTHORI ZATI ON

To prevent internal bypass or privilege escalation, all internal microservice boundaries
enforce a strict bearer authorization check:

- Al internal workers (" hoox , “trade-worker', “d-worker®, "agent-worker’,
“telegramworker™) are bound to the sane | NTERNAL_KEY Bl NDI NG secret.

- Every service-to-service invocation is audited by the shared “requirelnternal Auth’
m ddl eware from ™ @ ango- bl ockchai ned/ hoox- shar ed/ m ddl eware™, dropping unauthorized
cal | s.
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LAYER : DURABLE OBJECT | DEMPOTENCY LOCKS

If the network drops after an order fill, TradingView will resend the webhook. The

gat eway uses a single-threaded Durable ohject to lock the request trace ID. If the
transaction I D has already been | ogged, the duplicate is dropped before hitting exchange
APl's, preventing doubl e-ordering.

> Tip: Smart Placenment is enabled across all critical execution paths. This ensures that
even t hough your webhook might hit a O oudflare edge node in London, the actual
transaction logic automatically shifts to Frankfurt or Tokyo (wherever the exchange APIs
reside), elimnating network slippage entirely.

NEXT STEPS

- [Worker Communi cation Specifications](conmunication.nd) - Deep dive into service

bi ndi ngs, zero-TCP routing, and V engi nes.

- [Data Fl ow Maps] (data-flow. nd) - Step-by-step sequence charts of trade executions and
cron risk eval uations.
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| SOLATE COMMUNI CATI ON SPEC

In a traditional server-based nonorepo or Docker cluster, nicroservices conmuni cate over
TCP/ 1 P connections using protocols |ike REST, gRPC, or WbSockets. These introduce
signi ficant networking overhead: DNS resolution, TCP handshakes, TLS negotiation, and

data serialization.

Hoox conpl etely bypasses the networking stack by |everaging Coudflare's Service

Bi ndi ngs. This docunment details the |Iowlevel V routing nechanics, interna

aut hentication protocols, and diagnostic nocking configurations of the Hoox communication
| ayer.

SERVI CE Bl NDI NGS: ZERO- OVERHEAD V ROUTI NG

Cl oudfl are Service Bindings all ow one edge worker to call another w thout ever hitting
the public internet.

THE UNDER- THE- HOCD V MECHANI CS

- Direct Execution: Wien "hoox  calls “env. TRADE SERVICE.fetch() , the Cloudflare runtine
does not construct a TCP packet or route it through a virtual network. Instead, the
runtine spawns the target worker's V isolate in the same physical menory thread and
executes its entry point function directly.

- Zero Serialization Overhead: Payloads are passed directly as active V menory pointers,
cutting JSON serialization and parsing costs.

- Latency Quarantee: Internal isolate transitions are conpleted in under microsecond
maki ng m croservi ce comuni cation practically instant.

/| Decl arative bindings inside workers/hoox/w angler.jsonc

{
"services": [
{ "binding": "TRADE_SERVICE", "service": "trade-worker" },
{ "binding": "TELEGRAM SERVI CE", "service": "tel egramworker" }
{ "binding": "ANALYTI CS_SERVI CE", "service": "anal ytics-worker" },
I,
}

COVMPLETE SERVI CE | NVOCATI ONS | MPLEMENTATI ON

Bel ow i s the standard, production-grade tenplate used to route authenticated, structured
HTTP payl oads between wor kers:
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import { requirelnternal Auth } from"@ ango-bl ockchai ned/ hoox- shar ed/ m ddl ewar e";

export interface Env {
TRADE_SERVI CE: Fetcher; // Service Binding Fetcher
I NTERNAL_KEY_BI NDI NG string; // Authorized Internal Key secret

export default {
async fetch(request: Request, env: Env): Pronm se<Response> {

/1 . Build and validate payl oad

const payl oad = {
exchange: "bybit",
action: "LONG',
synbol : " BTCUSDT",
quantity: .,

b

/1 . Invoke the internal trade-worker V isolate
try {
const tradeResponse = await env. TRADE _SERVI CE. f et ch(
"https://trade-worker/webhook",

{
met hod: " POST",
headers: {
"Cont ent - Type": "application/json",
"X-1nternal - Aut h- Key": env.| NTERNAL_KEY_BI NDI NG // Bearer Auth
H
body: JSON. stringify(payl oad),
}

)

if (!tradeResponse. ok) {
t hrow new Error (
“Internal binding returned HTTP status: ${tradeResponse. status}"’

)

const result = await tradeResponse.json();
return new Response(JSON.stringify({ success: true, result }), {
status: ,
headers: { "Content-Type": "application/json" },
B
} catch (error: any) {
return new Response(
JSON. stringify({ success: false, error: error.nessage }),
{
status: , // Bad Gateway
headers: { "Content-Type": "application/json" },
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| NTERNAL AUTHORI ZATI ON M DDLEWARE STANDARD

To prevent unauthorized, cross-tenant, or direct internal calls, every internal endpoint
is secured using the shared “requirelnternal Auth® m ddl eware from

" @ ango- bl ockchai ned/ hoox- shared/ m ddl eware™ :
inmport { requirelnternal Auth } from"@ ango- bl ockchai ned/ hoox- shared/ m ddl eware";

/1 Inside target worker's router or fetch handler:
export async function handl eRequest (
request: Request,
env: Env
): Proni se<Response> {
/1 Returns Unauthorized Response if the header is invalid or mssing
const authError = requirelnternal Auth(request, env, "INTERNAL_KEY_BI NDI NG');

if (authError) return authError;

/1 Key is valid - continue execution
return new Response("Authorized", { status: });

> Standardi zation Alert: Every single internal worker (" hoox', “trade-worker’,
“d-worker®, “agent-worker', “telegramworker®, “email-worker ) binds the exact sanme
secret nane: "I NTERNAL_KEY BINDING . This elimnates variable footprint drift and
sinplifies secret deployments across your workspace.

TESTI NG & MOCKI NG SERVI CE Bl NDI NGS

During local testing (via native "bun test ), you can nock the Service Binding "~Fetcher’
object cleanly to run full-coverage unit tests w thout provisioning real Cdoudflare APIs:

import { expect, test, nock } from"bun:test";

test("Should nmock internal trade-worker service bindings", async () => {
const nmockEnv = {
| NTERNAL_KEY _BI NDI NG "secret | ocal _test_key",
TRADE_SERVI CE: {
fetch: async (url: string, init?: Requestlnit) =>{

/1 Confirm headers are present and valid
const headers = init?. headers as Record<string, string>;
if (headers["X-Internal - Aut h-Key"] !== "secret_local _test_key") {
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return new Response(JSON. stringify({ success: false }), {
status: ,

9]

return new Response(
JSON. stringify({
success: true,
orderld: "nock_order_",
.
{ status: }
)
H

} as Fetcher,

}

/1 Run call test assertions
const res = await nockEnv. TRADE_SERVI CE. f et ch(
"https://trade-worker/webhook",

{

headers: { "X-Internal - Aut h-Key": "secret_|ocal _test_key" },
}
)

const data = await res.json();
expect (res. status).toBe();
expect (data. orderld).toBe("nmock_order_");

1)

NEXT STEPS

- [Data Fl ow Mapping] (data-flow. nd) - Step-by-step sequence charts of trade executions,
backups, and metrics.

- [Bindi ngs Catal og] (bi ndi ngs.md) - Review conpl ete environnent nanmespaces and bound
obj ect s.
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SYSTEM DATA ROUTI NG SPEC

Hoox operates as a highly orchestrated distributed event | oop. Because execution logic is
split into isolated conpute nodes, data flows recursively through multiple V transitions,

asynchronous queues, tine-series datasets, and database | edgers.

Thi s docurment provides conplete, lowlevel technical specifications and Mermai d sequence
di agranms for our four primary data routing pipelines: Webhook Trade execution, Al Risk
managenent, PDF browser rendering, and Observability tracking

WEBHOOK TO TRADE EXECUTI ON FLOW ( H GH SPEED PATH)

This is the primary transaction pipeline. Wen a trade signal is received, the system
val i dates the payl oad, | ocks the trace ID, executes the order at the edge closest to the
exchange, records the fill, and alerts the user

AUTONOMOUS Al RI SK MONI TORI NG FLOW ( CRON CYCLE)

Running on a strict -minute Cron schedule, the risk managenent |oop queries SQite
records, audits active exposures, calculates trailing stop deviations, and manages
emergency halts.

PDF PORTFOLI O REPORT RENDERI NG FLOW

Runs twice daily to automate HTM. dashboard rendering, conpile PDFs via Puppeteer on the
edge, offload to R storage, and di spatch downl oad corridors.

OBSERVABI LI TY & Tl ME- SERI ES ANALYTI CS FLOW

To mai ntain conplete cross-worker telemetry w thout blocking critical order threads, Hoox
routes analytics data points asynchronously to a dedicated netrics warehouse.
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GLOBAL DATA PERSI STENCE MAPPI NG

| Storage Platform | Nanmespace / Database Nane | Data Payl oad Details
| Associ ated Conpute Wirkers |

| D Database | “trade-data-db® (SQite) | Executed fills, open position matrices,

Drizzle tracking logs. | “d-worker™, “trade-worker™, “agent-worker® |
| CONFI G KV | “CONFI G KV (Key-Val ue) | -key global runtinme nanifest, energency
Kill Swtch. | Al Workers + Next.js Dashboard |
| SESSIONS KV | “SESSIONS KV (Key-Val ue) | Session access states and API
aut hori zati on cooki es. | “hoox™ Gateway |
| R Storage | “trade-reports’ (S Bucket) | Compiled PDF portfolio reports.
| “report-worker” |
| R Storage | “hoox-system!|ogs™ (S Bucket) | Verbose JSON exchange APl payl oads (REST
& WebSocket | o0gs). | “trade-worker® |
| Vectorize | “my-rag-index’ (Vector DB) | Semantic chat and history vector
enbeddi ngs. | “tel egram worker” |
NEXT STEPS

- [Bi ndi ngs Catal og] (bi ndings. nd) - Check wangler settings and resource decl arations.
- [Storage Engineering Manual ] (storage.nd) - Dive into Drizzle database schemas and
SQLite properties.
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| NFRASTRUCTURE BI NDI NGS | NDEX

In doudflare's serverless architecture, bindings represent the declarative bridges
linking your isolate conpute logic to other internal mcroservices and storage platforms.
Thi s docurment serves as the absol ute, production-grade reference registry for all

resource bindings configured in the Hoox nonorepo.

SECRETS & ENVI RONMENT VARI ABLES MATRI X

These paraneters represent encrypted variables injected directly into V execution
i solates at runtine.

| Variabl e Name | Type | Bound Workers
| Operational Inpact

| "I NTERNAL_KEY_BI NDI NG | Secret | “hoox, “trade-worker', "d-worker’,
“tel egramworker”, “enmmil-worker® | Cryptographic auth key used by the
“requirelnternal Auth® mddleware to validate service-to-service calls. |
| ~ TG _BOT_TOKEN_BI NDI NG | Secret | “tel egram worker®
| Secret bot token issued by ~@BotFather” to authenticate
Tel egram APl comands and al erts. |
| ~ TELEGRAM SECRET_TCOKEN | Secret | “tel egram worker’
| Webhook verification token to authorize Tel egram push events.

| ~VWEBHOOK_API _KEY" | Secret | "“hoox®

| CGeneral passkey validated during i ncom ng webhook signal
requests. |
| "BYBIT_API _KEY' / °~ _SECRET | Secret | “trade-worker’

| Credentials used to execute cryptographically signed order
routes to Bybit's APIs. |
| “BINANCE_API _KEY' / °~ _SECRET" | Secret | “trade-worker®
| Credentials used to execute trade routes to Binance's APIs.
I
| “MEXC APl _KEY' /| °~_SECRET | Secret | “trade-worker’®
| Credentials used to execute trade routes to MEXC s APIs.
|
| ~CF_API _TOKEN | Secret | “report-worker®
| Access token used to invoke the O oudfl are Puppeteer Browser
Rendering APl s. |
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SERVI CE BI NDI NGS ( COMPUTE CONNECTORS)

Service Bindings Iink workers' V runtines together locally in nenory, with mcrosecond
| atency and zero external internet hops.

| Bi ndi ng Nane | I'ngesting Worker |
Target Service | Purpose |

| i | immmmmmm e I
LR R TP I e |

| ~ TRADE_SERVI CE | “hoox™, "“agent-worker®, “email-worker"’

“trade-worker”® | Handl es | everage cal cul ation, size scaling, and execution.

| “TELEGRAM SERVICE | "hoox', “trade-worker , "“agent-worker , “report-worker’ |
“telegramworker®™ | Dispatches real-tinme alerts and parses slash conmmands. |

| “D_SERVICE | “trade-worker®, “agent-worker , “report-worker , "dashboard’

" d-wor ker” | Serves as the high-integrity proxy SQL data manager.

| ~ AGENT_SERVI CE' | “dashboard’ |
“agent - wor ker® | Triggers risk audits, chat streanms, and tel enetry updates.

KV NAMESPACE CACHES

Key-Val ue caches store paraneters that require sub-nillisecond read access.

| Binding Nane | Bound Workers | Purpose

| i | i I

R R R R |

| ~CONFI G KV | Al Workers + Dashboard | Primary cache for the -key runtine nanifest,
rate-limter, and Kill Switch.

| “SESSIONS_KV' | “hoox™ Gateway | Stores active webhook session credentials

and token cooki e states. |

ASYNCHRONOUS QUEUES

Queues guarantee nessage delivery during tines of heavy exchange network congestion or
APl rate limts.

| Binding Nane | Ingesting Worker | Queue Nane | Type | Operationa
Action |
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| “TRADE_QUEUE | “hoox  Gateway | “trade-execution® | Producer | Serializes and
enqueues signal payl oads during failover. |
| “~TRADE_QUEUE | "trade-worker” | “trade-execution® | Consuner | Pulls enqueued
signals and retries executions with backoff. |

SQLI TE- BACKED DURABLE OBJECTS

Durabl e Objects enforce exactly-once execution, preventing catastrophic double-trading.

| Bindi ng Nane | Bound Worker | Target Cass Nane | Purpose

| I DEMPOTENCY_STORE | “hoox  Gateway | ~ldenpotencyStore’ | Mitex |ocking engine with
local SQLite and auto-al arm garbage coll ection. |

R OBJECT STORAGE BUCKETS

R Buckets store heavy files with zero bandwi dth egress retrieval fees.

| Bi ndi ng Nane | Bound Workers | Bucket Nane | Target
Asset Payl oad |

| ~REPORTS_BUCKET" | “trade-worker®, “report-worker® | “trade-reports’ | Conpil ed

PDF dai |l y/ weekly portfolio reports. |

| ~SYSTEM LOGS BUCKET" | “trade-worker" | “hoox-systemlogs® | Verbose
exchange APl request-response |ogs. |

| ~UPLOADS BUCKET® | “tel egram worker”® | “user-uploads’ | User

chart screenshots and conversation images. |

D SQLI TE DATABASES

| Binding Nane | Bound Workers | Database Instance Nane | Purpose

| DB | ~d-worker” | “trade-data-db’ | Primary transactional trade
dat abase storage. |
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WORKERS Al & VECTORI ZE | NDEXES

| Bi ndi ng Nane | Bound Workers | Target
Asset Nanme | Operational Purpose

| “AC | “hoox™, “trade-worker , “agent-worker , “telegram worker | Edge
LLM Model s | Runs LLaMA- inference, risk analysis, and chat. |

| “VECTORI ZE_| NDEX | "tel egram worker" |
“rag-index’ | Custom semantic search vector DB for RAG queries. |

PUPPETEER BROWSER RENDERI NG

The “report-worker™ invokes Coudflare's Browser Rendering Chrone isolates using a secure
REST APl (no binding required):

- Route: "POST
https://api.cloudflare.confclient/v/accounts/{account_id}/browser-rendering/ pdf"’
- Headers:

“Chttp

Aut hori zati on: Bearer <CF_API _TOKEN_BI NDI NG

Content - Type: application/json

- JSON Payl oad:

“Tjson
{
"htm": "<htnm > ..</htnd>",
"options": {
"format": "A",
"printBackground": true
}

> Ti p: Addi ng new bindings to your workers? Always update your “wangler.jsonc™ nanifest
at the workspace root, and then execute ~hoox depl oy update-internal-urls® to sync
bi ndi ngs and URLs gl obal | y!

NEXT STEPS
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- [Storage & SQLite DDL](storage.nd) - Dive into Drizzle schemas, R bucket

configurations, and database rules.

- [Production Depl oynents](../deploynent/production.nd) - Learn how Wangl er conpil es and
maps these bindings to the Iive edge.
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STORAGE & DATA ENG NEERI NG SPEC

Hoox operates a nulti-tier edge storage topology to bal ance hi gh-speed read/wite
performance, relational transactional safety, and |long-term anal ytical capacity. By
separating high-frequency dynam c states fromstatic paraneters and verbose event | ogs,
Hoox ensures that latency remains in the single-digit mlliseconds while keeping storage
costs at $/nonth.

THE MULTI - TI ER STORAGE ARCHI TECTURE

Hoox segregates data into four distinct edge storage tiers based on consistency,
read/ wite | atency, and size constraints:

| Storage primtive | Engi ne Technol ogy | Consistency Model | Read Latency | Wite
Latency | ldeal Use Case |

| Durable Qojects | In-Menory Mitex | Strong Consistency | < ns | < ns |

Atom ¢ transaction | ocks, high-frequency concurrency dedup. |

| Workers KV | Distributed Cache | Eventual Consistency | < ns | <s |
Dynami ¢ exchange routing paths, enmergency Kill Switch. |
| D Database | Edge SQLite Isolate | Relational AC D | < ns | < s | Fills

| edger, open positions matrix, margi n bal ance records. |
| R Storage | S hject Bucket | Strong (per-object) | <m | < s | Verbose
exchange APl request/response JSONs, PDF reports. |

D RELATI ONAL ENG NE & DRI ZZLE SCHEMA SPECS

D runs a serverless SQ.ite engine enbedded in the doudflare V worker isolate thread.
This elimnates TCP handshake over head when executing SQ. queri es.

DRI ZZLE ORM SCHEMA STANDARDS

Hoox devel opers use Drizzle ORMto define strict type safety for D SQLite tables. Bel ow
is the active specification for our "trades’ and "positions’ schenas:

import { sqgliteTable, text, real, integer } from"drizzle-ornfsqlite-core";

/1 . Transactional Trades Ledger Schena
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export const trades = sqliteTabl e("trades", {
id: text("id").primryKey(), // UU Dv
requestld: text("request_id").notNull (), // Distributed Trace ID

exchange: text("exchange").notNull (), // "bybit" | "binance" | "mexc"
synbol : text("synmbol").notNull (), // Uppercase synbol: "BTCUSDT"
action: text("action").notNull(), // "LONG' | "SHORT" | "CLOSE"

side: text("side").notNull(), // "BUY" | "SELL"

quantity: real ("quantity").notNull (), // Executed contract quantity

price: real ("price").notNull (), // Execution fill price

fee: real ("fee").notNull (), // Exchange transaction fee paid in quote
orderld: text("order_id").notNull (), // Exchange-provided order identifier
status: text("status").notNull (), // "Filled" | "Failed"

createdAt: integer("created_at", { npde: "tinestanp" }).default(new Date()),

1)

/1 . Real-Tinme Open Position Matrix Schema
export const positions = sqgliteTabl e("positions", {
synbol : text("synbol").primaryKey(),
exchange: text("exchange").notNull (),
side: text("side").notNull (), // "LONG' | "SHORT"
size: real ("size").notNull (), // Current contract size
entryPrice: real ("entry_price").notNull (), // Volume-wei ghted average entry price
| everage: integer("leverage").default(),
updat edAt: integer("updated_at", { node: "tinestanp" }).default(new Date()),

1)

R LOG OFFLQADI NG SQLI TE CONSERVATI ON STRATEGY

SQLite engines are single-witer databases. If wite concurrency is too high, transaction
queues can lock the thread. To conserve Dwite linmts and nmaintain high perfornmance

during high-frequency events:

D Rel ati onal Logs: Only high-value financial transactions (the structured fields in the
“trades” table above) are witten to D.

R Verbose Bl obs: Full, verbose JSON payl oad exchanges, network headers, and WebSocket
streamrecords are serialized and saved to R Storage using date-based key paths:

"1 ogs/ bybi t/ BTCUSDT/ - -/ order-.json’

This of fl oading strategy reduces D SQLite wite volunes by up to % keeping your database
conpact, fast, and fully within free-tier linmts.

KV EVENTUAL CONSI STENCY & CACHE PERFORMANCE

Cloudflare KV is a highly distributed key-value store optimzed for high-read/lowwite
oper ati ons:
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- Eventual Consistency: Wen you toggle a setting in KV (e.g. "trade:kill_switch =
true’), the change is instantly cached at your |ocal gateway node. However, it takes up
to seconds to propagate to Cloudflare's other + locations globally.

- Operational Rule: KV is perfect for global configurations, allowists, and energency
kill switches. It is never used to track highly dynamc real-tine states |ike position

si zes, account drawdowns, or margi n bal ances. Hi gh-frequency states nust always be routed
t hrough D or Durable Objects.

> Danger: Never attenpt to run raw migration files directly on your production D database
wi t hout first running a backup. Ensure your database status is fully tracked and
synchroni zed using Drizzle migrations: "hoox db migrate --renote’.

NEXT STEPS

- [Internal Endpoi nts Mapping] (endpoints.nmd) - Map out exposed ports, URLs, and service
bi ndi ngs.

- [Wangler Setup & Tooling](../devel opnent/Ilocal-dev.nd) - Configure Wangler to bind
local D and KV instances for dev testing.
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| NTERNAL ENDPQO NTS NMAP

Thi s docurment catalogs all internal REST, service-to-service, and queue endpoi nts exposed
across the Hoox mcroservi ce nobnorepo. Because internal workers have zero public IP
footprints and are conpletely isolated by Cloudflare's Zero Trust service bindings, this
map serves as the primary integration blueprint for routing, debugging, and dashboard

i nteractions.

| NTERACTI VE COVPUTE & ROUTI NG FLOW

Al external webhooks flow through the public “~hoox™ gateway, which authenticates
payl oads and routes themto private workers inside |ocalized V engine isolates:

ENDPO NTS DI RECTORY BY WORKER

Every internal HTTP request between V isolates nust transnit the standard bearer header:
“X-1nternal - Aut h- Key: <I NTERNAL_KEY_BI NDI NG

"HOOX™ ( GATEWAY ROUTER)

- Status: Public Ingress Node
- Bindings Mounts: “TRADE SERVI CE', "TELEGRAM SERVI CE', “ANALYTICS SERVICE, " CONFI G KV,
* TRADE_QUEUE

| Route | Method | Description |

Request Shape | Success Response |

B e R B e e e T T e T PR PEERTEERTEES |
___________________ | e e e e e e e e e e e e e e e e e e — e m e = |

| °/webhook® | “POST | Primary webhook receiver for TradingView alerts. |

“WebhookSignal © JSON | © K (Oderfilled nmetadata) |

| “/health’ | "GET" | Probes gateway, D connectivity, and DO status. | NA

| “{"status": "ok"}° |

| “/tel egram webhook™ | "POST | Processes chat commands pushed from Tel egram |
Tel egram Updat es | ° K |
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" TRADE- WORKER™ ( EXECUTI ON ENG NE)

- Status: Private Conpute Node (No Public URL)
- Bindings Munts: "D SERVICE, "TELEGRAM SERVICE', "“ANALYTICS SERVI CE', " CONFI G KV

| Route | Method | Description | Request
Shape | Success Response |
R | immmmr | e I
R | e |
| ~/webhook® | "POST | Direct fast-path execution trigger. |
“WebhookSignal© JSON | ~ OK (Fill detail JSON) |
| “/dex’ | "POST | Dispatches EVM orders on-chain via web wallet. | DexTrade
JSON | ° K (Tx Hash netadata) |
| “/api/signals® | "CGET | Retrieves recent signal logs fromD. | Query
paranms filters | = OK (Array of signals) |
| “/health’ | "GET" | Probes CPU thread state and exchange connections. | NA

| “{"status": "ok"}" |

"D-WORKER' (SQLI TE HUB)

- Status: Private Data Proxy (No Public URL)
- Bindings Mounts: DB (D SQLite database binding)

| Route | Method | Description

| Request Shape | Success Response

I

| ..................... R
R e [ R LR P
I
| “/query’ | "POST | Executes a single SQL query against the SQite
dat abase. | “{"query": "SELECT FROMtrades", "parans": []} | " {"success": true,
"results": [...1} |
| “/batch | "POST | Executes nultiple transactional SQL operations.

| “{"queries": [{"query": "...", "paranms": []}]1} | “{"success": true, "results":
[...1} |
| “/api/dashboard/stats” | "GET" | Conputes aggregated Wn Rate, drawdown, and daily
totals. | VA | “{"success": true, "stats":
{3 |
| “/{tabl eNane}" | "GET" | Lists rows inside a specific SQite table (with
filters). | Query parans | “{"success": true,

"rows": [...]1} |
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T AGENT- WORKER' (Al RI SK MANAGER)

- Status: Private Conpute Node (Runs primarily on Cron schedule "/ M)
- Bindings Munts: “TRADE SERVICE, "D SERVICE, "TELEGRAM SERVICE , Al

| Route | Method | Description

Request Shape | Success Response |
I [ B e i
e [ e |

| “/agent/chat® | "POST | Starts a conversational market/risk query (SSE supported).
{"pronmpt": "...", "streanl: true}" | “text/event-stream stream |

| “/agent/vision® | “POST | Analyzes inmmge bytes using nultinodal Al nodels.
“{"image": "base...", "pronpt": "..."} | “{"analysis": "..."}° |

| “/agent/status® | "GET" | Returns active trailing stops and current drawdowns.

N A | “{"status": "active", "stops": []} |

| “/health’ | "GET" | Probes Al npdel availability and Cron | oop tiners.

N A | “{"status": "ok"}° |

" TELEGRAM WORKER'  (PUSH ALERTS)

- Status: Private Conpute Node
- Bindings Munts: “ANALYTICS SERVICE, “Al", "VECTORI ZE_| NDEX

| Route | Method | Description | Request
Shape | Success Response |
| i | immem | e I
e | i |
| “/alert™ | “POST | Sends a push trade fill notification or daily digest. |
“{"chatld": "...", "message": "..."} | “{"success": true} |
| “/health® | "GET" | Probes Tel egram APl connecti on. | NA

| “{"status": "ok"} |

> Tip: Every internal-to-internal transaction automatically inherits the “requestld’
trace UU D generated by the gateway. This trace IDis attached as the " X-Request-Ild’
header, allowing you to trace a single webhook alert across D database wites, R |og
outputs, and Tel egramalerts instantly!

NEXT STEPS

- [Astro Docs Site Config](../getting-started/configuration.nd) - Map out your build-tinme

envi ronnent configurations.



HOOX SPEC | | NTERNAL ENDPO NTS MAP

- [System Storage Architecture] (storage.nd) - Deep dive into R 1ogs offloading and
Drizzl e ORM schenms.
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VI SUAL TOKENS & DESI GN SYSTEM

To mai ntain visual cohesion across the entire Hoox ecosystem (web | andi ng pages, Astro
docunentation sites, Zustand Next.js dashboards, and termnal Us), the platform

i npl enents a standardi zed, high-integrity design system

Thi s docurment catal ogs our col or tokens, spacing densities, border-radius behaviors, and
provi des the conplete SVG I con Mapping Catal og used inside the docunentation navigation
chrone.

OKLCH COLOR PALETTE

Hoox utilizes OKLCH col or values to ensure perceptually uniform brightness and hi gh
contrast across all edge screens and operating systens:

DARK MODE ( PRI MARY VI SUAL STANDARD)

- Background ( --background’): “oklch(. ) - Deep charcoal/bl ack
- Foreground (" --foreground™): “oklch(. ) - Bright neutral Zinc/white.
- Card ("--card’): “oklch(. ) - Slightly elevated dark panel grey.

- Accent ("--accent’): “oklch(. . ) - Hgh-contrast bright orange (used for foca
actions and headers).

- Miuted Foreground (" --nuted-foreground ): “oklch(. ) - Secondary readability text.
- Borders ("--border’): “oklch(. ) - Lowcontrast dark grey dividers.

LAYQUT, BORDERS & DENSI TY

- Border Radius (" --radius’): Restored globally to ".rem (px) to soften panel boundaries
wi t hout | osing the clean command-center aesthetic.
- Shadows: Cards and active nodal pronpts bind a highly contrasting deep shadow.
“shadow x| © -> "box-shadow. px px -px rgba(, , , .);°
- Spacing Density: Standardize grid gutters using Tailw nd flex/grid spaces:
- Cards Gid: “gap-  (px) for dashboard cards.
- Sidebar Itens: “gap-. (px) vertical padding between nav |inks.

TYPOGRAPHY & RUNTI MES

| Aesthetic Layer | Font Family | CSS Uility | Idea
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Operational Use Case

| Primary Titles | ""Bebas Neue", sans-serif’ | “font-heading™ | Main

hi gh-si gnal card headers, page titles. |

| Prose & Body | “"1BM Plex Sans Variable", sans-serif® | “font-sans’ |

Expl anatory text, paragraphs, tables. |

| Technical Chrome | “"IBM Pl ex Mono", nonospace’ | “font-nono | Navigation
links, settings inputs, SQ queries, code.

SVG | CON MAPPI NG CATALOG

To ensure visual consistency and conpletely elimnate platforminconsistent empjis, the
navi gati on chrone (" Sidebar.astro™ and ~MbileNav.astro ) nmaps dynam c section keys to
clean, flat, inline SVGs:

A. ROCKET | CON (" GETTI NG STARTED )

Used to represent systemsetup and installation paths.

<svg
cl ass="si ze-."
vi ewBox=" "
fill="none"
stroke="current Col or"

st roke-w dt h=""

>
<pat h
d="M .c-. .- - S.-. -C.-..-.-.-.a. . .-z
/>
<pat h
d="MIl--a -LA c.-. .- a. . - z"
/>
<path d="MHs.-. -c.-. ">
<path d="Mvs.-. -c.-. - -" [>
</ svg>

B. BOOK | CON (" GUI DES')

Used to represent operational nmanuals and setup instructions.

<svg
cl ass="si ze-."
vi ewBox=" "
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fill="none"
stroke="current Col or"
stroke-w dt h=""

>

<path d="M.A . . HO>

<path d="M HvH A . LV-A A
</ svg>

C. LI GHATBULB | CON (" CONCEPTS')

Used to represent structural theories and edge architectures.

<svg
cl ass="si ze-."
vi ewBox=" "
fill="none"
st roke="current Col or"
stroke-w dt h=""

<path d="Mh" />
<path d="M h" />
<pat h
d="M c.-..-. .- A . c . . . .A . S
/>

</ svg>

D. BOOK- OPEN | CON (" REFERENCE)

Used to represent dictionary definitions, configuration matrices, and APl details

<svg
cl ass="size-."
Vi ewBox=" "
fill="none"
st roke="current Col or"
stroke-w dt h=""

>
<path d="M ha va --Hz" />
<path d="M h-a - va -hz" />
</ svg>

E. TARGET | CON (" TUTORI ALS")
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Used to represent step-by-step wal kt hroughs and i ntegration guides.

<svg
cl ass="si ze-."
Vi ewBox=" "

fill="none"

st roke="current Col or"

stroke-w dt h=""

>
<circle cx="" cy="" r="" />
<circle cx="" cy="" r="" />
<circle cx="" cy="" r="" />
</ svg>

F. GEAR | CON (" DEVOPS' & "WORKERS')

Used to represent background cron engines,

<svg
cl ass="size-."
vi ewBox=" "

fill="none"

st roke="current Col or"

st roke-w dt h=""

>
<circle cx="" cy="" r="" />
<pat h
d="MvMvVvM .1. .M .lI. .MhMhM
/>
</ svg>

G HOME HOUSE | CON (" HOME')

Used to return to the parent portal

<svg
cl ass="si ze-"
vi ewBox=" "

fill="none"

st roke="current Col or"

st roke-w dt h=""

<path d="MI- va - Ha
<pol yl i ne points=" ">

</ svg>

-z" />

syst em set ups,

and depl oynent confi gs.
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NEXT STEPS

- [System Topol ogy Overvi ew] (overvi ew. nd) - Anal yze edge isolates and data |ayers

i ntegrations.

- [Isol ate Comuni cati on Spec] (communi cation.nd) - Check service bindings and standard
Bearer Auth niddl eware.
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HOOX GATEWAY | SOLATE PROFI LE

The “hoox™ gateway is the public-facing entry point of the tradi ng ecosystem Running as
an ultra-lowlatency O oudflare Wrker, the gateway is responsible for authorizing

i ncomng trade signals (Tradi ngView alerts, enmail routing, manual comands), executing
rate-limting checks, locking transaction trace IDs via Durable hjects to prevent
duplicate fills, and routing validated events privately to background conpute nodes.

ARCHI TECTURAL TOPOLOGY

DECLARED WRANGLER CONFI GURATI ONS & BI NDI NGS

The gateway's "wangler.jsonc’ defines its private service binding Iinks and resource

bounds:
{
"nanme": "hoox",
"main": "src/index.ts",

"conpatibility_date": "--",
"conpatibility flags": ["nodejs_conpat"],
"account _id": "debcebeabecbcdec",

"placement": {

"node": "smart",
}
"vars": {
"ENVI RONMENT" : " producti on",
}
"kv_namespaces": [
{
"bi ndi ng": " CONFI G_KV",
"id": "caefffbd",
b
{
"bi ndi ng": " SESSI ONS_KV"
"id": "ffabedaacc",
}s

I,
"services": [
{ "binding": "TRADE SERVICE", "service": "trade-worker" },
{ "binding": "TELEGRAM SERVI CE", "service": "tel egram worker" },
{ "binding": "ANALYTICS SERVICE", "service": "anal ytics-worker" },

1.
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"queues": {
"producers": [{ "queue": "trade-execution", "binding": "TRADE_QUEUE" }],

H
"durabl e_obj ects": {
"bindi ngs": [
{ "nane": "|DEMPOTENCY_STORE", "class_nane": "IdenpotencyStore" },
I
H
"mgrations": [
{
"tag": "v",
"new_sqlite_classes": ["l|denpotencyStore"],
b

ENVI RONVENTAL VARI ABLES & ENCRYPTED SECRETS

For security, build-time credentials are never stored in plain text. They are bound at
depl oy time as encrypted secrets:

- "WEBHOOK_API _KEY": The custom aut henticati on passkey expected inside incom ng signal
payl oads.

- "I NTERNAL_KEY_BI NDI NG : The shared bearer authorization token used by
“requirelnternal Auth® middleware to invoke internal V isolates.

LOCAL DEVELOPMENT MOCKI NG (. DEV. VARS)

When running tests or starting |ocal Wangler dev, create a gitignored ".dev.vars file
in the gateway directory:

WEBHOOK_API _KEY=dev_webhook_aut h_passkey
| NTERNAL_KEY_BI NDI NG=dev_shar ed_i nternal _security_key

APl ROUTE SPECI FI CATI ONS

The gateway exposes three public entryways:

A. I NGEST SI GNAL WEBHOOK

- Endpoi nt: " /webhook®
- Method: " POST
- JSON Payl oad:
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“Tjson
{
"api Key": "dev_webhook_ aut h_passkey",
"exchange": "bybit",
"action": "LONG',
"synbol ": "BTCUSDT",
"quantity": .,
"l everage": ,
"i denpot encyKey": "uui d- bdebd- bd"

- Success Response ( OK):

TTjson
{
"success": true,
"request 1 d": "bdebd- bd- bad-bdd-bdbdchd",
"exchange": "bybit",
"synbol ": "BTCUSDT",
"action": "LONG',
"result": { "orderld": "", "status": "Filled" }

B. TELEGRAM BOT UPDATE WEBHOOK

- Endpoint: “/tel egram webhook™

- Method: "~ POST

- JSON Payl oad: Standard encrypted update structure forwarded by Tel egram s webhook
servers.

C. GATEWAY HEALTH DI AGNGSTI CS

- Endpoint: “/health’

- Method: "GET

- Success Response ( OK):
“Tjson

"status": "ok",
“tinmestanp”:
"bi ndi ngs": {
"d": "connect ed"
"kv": "connected",
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"queue": "active"

> Tip: If exchange APl s experience high latency or go offline, the gateway i ntercepts the
timeout error, serializes the payload, and pushes it to the "TRADE _QUEUE producer in
less than mlliseconds, returning a ""status": "Enqueued"  ( Accepted) response to

Tr adi ngVi ew.

NEXT STEPS

- [trade-worker Spec](trade-worker.nd) - Review how trade executions, order math, and
margin settings conpile on the edge.

- [ D Dat abase Operations](../guides/database-ops.nmd) - Manage schema mgrations, query
| edgers, and execute SQ. scripts.
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TRADE- WORKER | SOLATE PROCFI LE

The “trade-worker™ is the execution engine of the Hoox trading platform Deployed as a
private conpute isolate behind the edge firewall, this worker is responsible for

cal cul ati ng order paraneters, executing |everage scaling, performng cryptographic
HMAC- SHA si gnature cal cul ati ons, placing trades on Bybit, Binance, and MEXC, and

of fl oadi ng transactional netrics.

DECLARED WRANGLER CONFI GURATI ONS & BI NDI NGS

The “trade-worker® does not expose a public URL, communicating internally via V Service
Bindings. Its “wangler.jsonc’ naps out its critical storage, queue, and database hooks:

"nane": "trade-worker",

"main": "src/index.ts",
"conpatibility_date": "--",
"conpatibility_flags": ["nodejs_conpat"],
"account _id": "debcebeabecbcdec",

"placerment": {

"nmode": “"smart",
H
"d_dat abases": [
{
"bi ndi ng": "DB",
"dat abase_nane": "trade-data-db",
"dat abase_i d": "caefffba",
},

I,
"r_buckets": [
{ "binding": "REPORTS BUCKET", "bucket_name": "trade-reports" },
{ "binding": "SYSTEM LOGS BUCKET", "bucket_nane": "hoox-systemlogs" },
1.
"kv_namespaces": [
{
"bi ndi ng": "CONFI G_KV",
"id": "caefffbhd",
3
I,
"queues": {
"consuners": [
{
"queue": "trade-execution",
"max_bat ch_si ze": ,
"max_batch_timeout":
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},
I,
}
"secrets": [
"| NTERNAL_KEY_BI NDI NG',
"BYBI T_APl _KEY",
"BYBI T_AP| _SECRET",
"Bl NANCE_API _KEY",
" BI NANCE_API _SECRET",
"MEXC_APl _KEY",
" MEXC_SECRET_BI NDI NG',

THE PROVI DER- BASED " EXCHANGEROUTER PATTERN

To support multiple centralized exchanges with different APl schemas while maintaining a
cl ean code structure, “trade-worker™ inplenents a Provider Conposition Pattern:

A. GENERI C EXCHANGE PROVI DER | NTERFACE

The client abstraction is defined inside the shared nonorepo package
* @ ango- bl ockchai ned/ hoox- shared/ types :

export interface | ExchangeProvider<TCient, TEnv> {
readonly nane: string;
createdient(env: TEnv): Tdient;
hasCredenti al s(env: TEnv): bool ean;

B. DYNAM C RUNTI ME ROUTI NG

The " ExchangeRouter™ eval uates the incomng synbol and parses settings in ~CONFIG KV in
sub-m | |'i seconds:

Default Path: Routes trades to the default CEX declared in "“exchanges: default_routing
(typically “bybit™).

Dynam ¢ Synbol Redirects: Parses overrides in KV (e.g. "~exchanges:routing: SOLUSDT =
bi nance™). If present, the router bypasses Bybit and instantiates the " Bi nanceProvider”
instantly w thout redepl oying code.

| NTERNAL REST API SPECI FI CATI ON
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A. PROCESS ORDER PI PELI NE

I nvoked by the “hoox™ gateway or the "TRADE _QUEUE consumer batch runner.

Endpoi nt: " /process’

- Method: " POST

- Headers: " X-Internal-Auth-Key: <INTERNAL_KEY_BI NDI NG*
- JSON Payl oad:

“Tjson
{

"request 1 d": "bdebd- bd- bad-bdd-bdbdchd",

"payl oad": {
"exchange": "bybit",
"action": "LONG',
"synbol ": "BTCUSDT",
"quantity": .,
"l everage":

}

- Success Response ( OK):
T Tjson

"success": true,

"result": {
“orderld": "",
"status": "Filled",
"price":

b

"error": null

STANDARDI ZED EXCEPTI ON HANDLI NG

Al'l execution rejects and validation failures are intercepted by the “trade-worker™ error
m ddl eware and formatted using the shared "Errors™ factory from
" @ ango- bl ockchai ned/ hoox-shared/errors’:

inmport { Errors } from"@ ango- bl ockchai ned/ hoox-shared/errors";

[/ . Parameter Validation Failure
if (quantity <=) {
return Errors. badRequest ("Quantity paraneter nust be greater than zero.");
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/1 . Exchange Signature Tinmeout
if (timestanmpExpired) {
return Errors. unauthori zed(
"Timestanp verification failed. Check system NTP sync."

)

/1 . APl Execution Rejects

try {
await exchange. pl aceOrder (order);

} catch (err: any) {

return Errors.internal (" Exchange APl Reject: ${err.nessage}’);

> Tip: If the exchange APl rejects an order due to account rate-limting, the queue
consuner automatically returns a retry flag. O oudflare Queues will back off and re-route
the batch at intervals starting at seconds, protecting your strategy frommssed fills.

NEXT STEPS

- [hoox Gateway Profile](hoox.nmd) - Review WAF rul es and Durabl e Object idenpotency
| ocks.

- [ D Database Operations](../guides/database-ops.nd) - Minage Drizzl e schemas,

m grations, and query operations.
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AGENT WORKER - HOOX AUTONOMOUS Al & RI SK MANAGER

Last Updated: May (Post-Enhancenent)

The "agent-worker™ serves as the proactive intelligence |layer of the Hoox trading
ecosystem Rather than waiting for webhooks, it runs continuously on a cron schedule to
nonitor portfolio health, enforce risk Iimts, and optimize position exits.

CORE CAPABI LI TI ES

| Feature | Description

I
| |
_______________________________________________________________________________________ |
| Cron-Driven Cbservation | Automatically runs every mnutes (°/ ) to fetch live
mar ket data from Bi nance, Bybit, and MEXC. |
| Gobal Kill Switch | Calculates total account PnL and instantly |ocks out the

“hoox™ gateway fromnew entries if the “max_daily_drawdown_percent” is breached. |

| Dynamic Trailing Stops | Stores watermark prices in ~CONFI G KV and automatically
triggers "CLOSE payloads if the market reverses. |

| Scale-Qut Take Profits | Detects when a position reaches a specific profit target and
automatically sends partial close commands to secure gains. |

| Al System Summarization | Periodically fetches “systemlogs fromthe "d-worker,

anal yzes themvia LLAMA B, and sends natural |anguage health reports to Tel egram |

|  Milti-Provider Al | Seaml essly switches between Wirkers Al, OpenAl, Anthropic,
CGoogl e Al, and Azure OpenAl with automatic fall backs. |
| Advanced Mddel s | Supports vision, enbeddings, reasoning (extended thinking),

and code generation nodels. |

ARCH TECTURE & FLOW

Trigger: Cloudflare Cron triggers the worker.

State Sync: Fetches active "OPEN positions via the "d-worker .

Mar ket Pul se: Pings public exchange APIs for the | atest “markPrice’.

Ri sk Eval uation: Cross-references current price with KV-stored watermarks and gl obal
drawdown limts.

Al Processing: Uses configured Al provider with automatic fall back chain.

Execution: Dispatches actions to "trade-worker™ (closing positions) and

“tel egramworker®™ (alerts) via internal Service Bindings.

ENDPO NTS & | NTERACTI ONS

MANAGEMENT ENDPO NTS
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" GET / AGENT/ CONFI G

Returns current agent configuration including provider settings.

"success": true,

"config": {
"defaul t Provider": "workers-ai",
"fal l backChain": ["workers-ai", "openai"],
"model Map": { ... },
"trailingStopPercent": .,
"takeProfitPercent":

" POST / AGENT/ CONFI G

Updat e agent configuration at runtine.

{
"defaul t Provider": "openai",
"fall backChain": ["openai", "workers-ai", "anthropic", "google", "azure"],
"nmodel Map": {
"workers-ai": "@f/neta/llanmm-.-b-instruct”,
"openai": "gpt-o-mni---",
"ant hropi c": "cl aude- - hai ku-",
"googl e": "gem ni-.-flash-",
"azure": "gpt-o-mni"
H
"timeout Ms":
"retryCount":
}

" GET / AGENT/ MODELS®

Returns all avail able npdels from d oudfl are Wrkers Al

" POST / AGENT/ TEST- MODEL"

Test a specific Al nodel.

{
"prompt": "Say hello",
"nmodel ": "@f/nmetal/llama-.-b-instruct”,
"provider": "workers-ai"

}

" GET [ AGENT/ HEALTH

and ext ernal

provi ders.
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Returns health status of all configured Al providers.

{
"success": true,
"providers": {
"workers-ai": { "healthy": true, "latency": 1},
"openai": { "healthy": true, "latency": }
}
}

Al | NTERACTI ON ENDPO NTS

" POST / AGENT/ CHAT

Send a chat request with automatic provider fallback and SSE streani ng support.
Request :
{
"messages": [{ "role": "user", "content": "Analyze BTC market sentinent" }],
"systenPronpt": "You are a professional crypto trading anal yst.",
"tenperature": .,
"maxTokens":
"stream': true
}
Streanm ng Response (SSE):
data: {"content": "Based on current nmarket conditions..."}
data: {"content": " technical indicators suggest..."}
dat a: [ DONE]
“POST / AGENT/ VI SION™ ( NEW)
Anal yze images with Al vision nodels. Supports both URL and base input.
{
"imageUr|": "https://exanple.confchart.png",
"prompt": "Analyze this price chart and identify key support/resistance |evels",
"nodel ": "@f/nmetal/llama-.-b-vision-instruct"”
}

O with base:

"i mageBase": "i VBORWKGJOAAAANSUhEUgAA. . . ",
"prompt": "What pattern do you see in this chart?"
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* POST / AGENT/ REASONI NG ( NEW )

Ext ended t hi nki ng queries with reasoning nodels |ike OpenAl o

{
"prompt": "Design a risk managenment strategy for a $k portfolio"”,
"model ": "o-preview'
"reasoni ngEffort": "medi unt

}

Response:

{
"reasoning": "Let me think through this step by step...",
"answer": "Here's a conprehensive risk nmanagenent strategy..."
"nodel ": "o-preview

}

* GET / AGENT/ USAGE' (NEW)

Get Al APl usage statistics across all providers.

{
"success": true,
"usage": {
"workers-ai": { "requests": , "tokens": },
"openai": { "requests": , "tokens": }
}
}

* GET / AGENT/ PROWPTS ( NEW )

Li st avail abl e pronpt tenplates.

"success": true,

"prompts": ["trading-analyst", "risk-assessor", "narket-scanner"]

" POST / AGENT/ EMBEDDI NG

Cenerate text enbeddi ngs using Wrkers Al enbeddi ng nodel s.

"text": "Bitcoin price analysis for position sizing",
“"provider": "workers-ai"
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LEGACY ENDPQO NTS

" POST / AGENT/ Rl SK- OVERRI DE

Manual |y enforce or rel ease risk |ocks.

"action": "engage_kill _switch",

"reason": "Manual override from dashboard"

" GET / AGENT/ STATUS'

Retrieve the real-tine health of the agent and active trailing stops.

CONFI GURATI ON

KV KEYS

Al configuration is stored in “CONFIG KV for real-time adjustnents.

| “agent:config’

configuration

| “agent:openai _key’
I

| “agent:anthropic_key’
I

| "agent: googl e_key’
I

| “agent:azure_api _key’
I

| “agent:azure_endpoint’®
I

| “trade: max_dail y_drawdown_percent’

Kill Switch |

| “trade:kill_switch’

trades |

| “trade: watermark: {exchange}: {synbol }:{side}"

Def aul t | Description

JSON obj ect | Main provider

- | OpenAl APl key

- | Anthropic APl key

- | Google Al APl key

- | Azure OpenAl APl key

- | Azure OpenAl endpoint URL

R | Account PnL % that triggers

“fal se’ | When “true’, halts all new

N A | High/low wat er mar k
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DEFAULT AGENT CONFI G

"defaul t Provider": "workers-ai",

"fall backChain": ["workers-ai", "openai", "anthropic", "google",

"nmodel Map":

{

"workers-ai": "@f/neta/llamm-.-b-instruct”,

"openai ":

"gpt-o-mni---",

"ant hropi c": "cl aude- - hai ku-",

"googl e":
"azure":

"ti meout Ms":

"gemni-.-flash-",

"gpt-o-nini"

"retryCount":

"maxDai | yDr awdownPercent": -,

"trailingStopPercent":

"takeProfitPercent":

SUPPORTED MCDELS

WORKERS Al

Vi si on
Reasoni ng
Code
Enbeddi ngs

MCODELS

Sumari zati on

| Workers Al Model

“@f/netal/llama-.-b-instruct’
“@f/nmetal/llama-. -b-vision-instruct’

“@f/ qwen/ gwen. - coder - b-i nstruct

I
I
I
I
| ~@f/baai/bge-base-en-v."
I

" @f/facebook/ bart-Iarge-cnn’

EXTERNAL PROVI DERS

| Provider

OpenAl

Ant hr opi ¢
Googl e
Azure

GPT-0, GPT-o0-mini, GPT- Turbo, o |

Cl aude Hai ku, Sonnet, Qpus |
GCemini . Flash, Gemini . Pro |
GPT-0, GPT-o-mini (custom depl oynment) |

Al GATEWAY FEATURES

The Al Gateway provides:

- Fal Il back Chai n:
- Heal th Checks:

" @f/ deepseek- ai / deepseek-r-distill-qwen-b’

"azure"],

Automatically tries providers in order on failure
Providers self-report health status every minutes
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- Retry Logic: Exponential backoff with configurable max retries
- Tinmeout Protection: Configurable per-request tineout (default s)
- Usage Tracking: Automatic token and request counting per provider

| NTERNAL SERVI CE Bl NDI NGS

The “agent-worker® requires the follow ng bindings to operate:

"D SERVICE : To fetch open positions and system | ogs.

- "TRADE_SERVICE : To execute trailing stops and profit-taking.

- "TELEGRAM SERVI CE' : To broadcast Al sunmaries and energency alerts.
- "CONFI G KV : For dynamic configuration and state.

- “Al": Workers Al binding for inference.

TESTI NG

The agent -worker includes conprehensive tests ( tests across files):

Run all tests
bun test

Run specific test file
bun test tests/ai/providers/openai.test.ts

Run with coverage
bun test --coverage

Test Coverage: >% across all nodul es

TEST STRUCTURE

tests/

|-- ail

| | -- providers/ Tests for each Al provider

| | -- gateway.test.ts Al Gateway fallback tests

| |-- streaming.test.ts SSE stream ng tests

| | -- pronpts.test.ts Prompt tenpl ate tests

| -- handl ers/ Tests for all endpoints

| -- m ddl ewar e/ Tests for auth, validation, |ogging
| -- market/ Tests for exchange clients

| -- risk/ Tests for risk nmanager/executor
| -- routine/ Tests for housekeepi ng

| -- integration/ End-to-end integration tests

_Cloudflare and the Cloudflare | ogo are trademarks and/ or registered trademarks
Cloudflare, Inc. inthe United States and other jurisdictions._

of
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TELEGRAM WORKER | SOLATE PROFI LE

The “tel egramworker®™ serves as the dynanmic conmuni cator of the Hoox tradi ng ecosystem
Running as an isol ated edge microservice, it parses incom ng chat commands forwarded from
Tel egrami s webhooks, executes retrieval -augnented generation (RAG queries via Vectorize,
anal yzes screenshots using Al vision nodels, and dispatches real -ti me HTM./ Mar kdown

formatting order alerts to your nobile.

DECLARED WRANGLER CONFI GURATI ONS & BI NDI NGS

The “telegramworker™ nounts nultiple storage and vector search services to inplenent
Al - powered chatbot features. Its “wangler.jsonc” specifies:

"nanme": "tel egram worker",
"main": "src/index.ts",
"conpatibility_date": "--",
"conpatibility_flags": ["nodejs_conpat"],
"account _id": "debcebeabecbcdec",
"placement": {
"nmode": “"smart",
H
"kv_nanmespaces": [
{
"bi ndi ng": " CONFI G_KV",
"id": "caefffbd",
b
I,
"r_buckets": [
{
"bi ndi ng": "UPLOADS BUCKET",
"bucket _nane": "user-upl oads",
H
I,

"vectorize": [

{
"bi ndi ng": "VECTORI ZE_| NDEX",
"i ndex_nane": "rag-index",
b
I,
"ai " {
"binding": "A",

H
"secrets": [
"1 NTERNAL_KEY_BI NDI NG',
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"TG BOT_TOKEN_BI NDI NG',
" TELEGRAM CHAT | D_DEFAULT",
" TELEGRAM WEBHOOK_SECRET",

ENVI RONVENTAL VARI ABLES & ENCRYPTED SECRETS

- "TG_BOT_TOKEN BI NDING : Private HTTP bot token generated by " @Bot Fat her".

- " TELEGRAM CHAT | D DEFAULT : Your authorized Chat ID acting as a fall back receiver and

adm n | ock.

- " TELEGRAM WEBHOOK_SECRET : A secure, random token appended to the webhook URL path to

val idate that the request originated from Tel egram s servers.
- "I NTERNAL_KEY_BI NDI NG : Shared key used to validate calls from hoox  or
“trade-worker .

LOCAL DEVELOPMENT MOCKI NG (. DEV. VARS')

TG _BOT_TOKEN_BI NDI NG=nock_t el egram bot _t oken

TELEGRAM CHAT | D_DEFAULT=

TELEGRAM WEBHOOK_SECRET=Il ocal _secure_rout e_t oken

| NTERNAL_KEY_BI NDI NG=dev_shar ed_i nt ernal _security_key

| NTERNAL REST APl SPECI FI CATI ON

A. DI SPATCH NOTI FI CATI ON ENDPOI NT

Endpoint: “/alert®
- Method: " POST
- Headers: " X-Internal-Auth-Key: <INTERNAL_KEY_BI NDI NG*
JSON Payl oad:
“Tjson

"request1d": "bdebd-bd-bad-bdd- bdbdchd",
"payl oad": {
"chatld": "",

"message”: "<b> Bybit LONG Filled!</b>\nSynbol: <code>BTCUSDT</ code>\ nPri ce:

<code>$, . </ code>\nQuantity: <code>.</code>",
" par seMbde": "HTM."

- Success Response ( OK):
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“Tjson
{
"success": true,
"result": { "nessageld": },
"error": nul

B. TELEGRAM | NGRESS WEBHOOK ROUTE

Recei ves chat commands, “/start® signals, and inage binaries.

- Endpoint: “/tel egram <TELEGRAM WEBHOOK SECRET>"

- Method: " POST

- JSON Payl oad: Standard Tel egram update JSON schena.

- Access Control: The worker extracts the incom ng "~nessage.chat.id . If it does not

mat ch your authorized " TELEGRAM CHAT | D DEFAULT secret, the payload is silently dropped
with a ™ OK return to Telegramto prevent malicious conmmands.

Al - PONERED CHATBOT & RAG MECHANI CS

The bot does not just return static responses. Wien you send a natural |anguage question
(e.g., _"Wat is ny average entry price on SOL?" ):

Enbeddi ng Generation: The worker calls “env.Al" to generate high-dinensional text
enbeddi ngs for your pronpt using the ~@f/baai/bge-base-en-v.  nodel.

Vector Query: Passes the vector to “env. VECTORI ZE | NDEX to retrieve semantically
related transaction rows and market summaries from past trades.

Context Construction: Formats the matched history into a rich LLM context w ndow.

LLM I nference: Invokes LLaMA- instruct via “env.Al" using your nulti-provider APl keys
to generate a highly informed financial summary.

> Tip: Secure your bot webhook instantly after deploynent: “~hoox depl oy
t el egram webhook™. The CLI automatically queries your secrets, makes the HITP setup cal
to Tel egranmis servers, and validates the TLS tunnel

NEXT STEPS

- [hoox Gateway Profile](hoox.nmd) - Review how i ncom ng commands route to the gateway.
- [Setting Up Tel egram Bot Alerts](../../tutorials/telegrambot.nd) - Step-by-step
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tutorial for BotFather configuration.
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D- WORKER | SOLATE PROFI LE

The “d-worker™ is the data routing hub of the Hoox trading platform Deployed as an

i solated, private micro-wrker, it acts as a centralized SQ execution proxy. By
encapsul ati ng database interactions behind secure Service Bindings, it allows other

I i ghtwei ght conpute workers to execute paraneterized queries, trigger transactional batch
operations, and retrieve structured dashboard telemetry w thout direct database driver
over head.

DECLARED WRANGLER CONFI GURATI ONS & BI NDI NGS

The “d-worker® binds directly to the production SQite database ( trade-data-db’) and
does not expose any public endpoints:

{
"nane": "d-worker",
"main": "src/index.ts"
"conpatibility_date": "--",
"conpatibility_flags": ["nodejs_conpat"],
"account _id": "debcebeabecbcdec",
"placerment": {
"nmode": “"smart",
H
"d_dat abases": [
{
"bi ndi ng": "DB",
"dat abase_nane": "trade-data-db",
"dat abase_i d": "caefffba",
H
1.
"kv_nanmespaces": [
{
"bi ndi ng": "CONFI G_KV",
"id": "caefffbd",
I
I,
"secrets": ["INTERNAL_KEY_BI NDI NG'],
}

| NTERNAL REST APl SPECI FI CATI ON

Every endpoint is secured via "requirelnternal Auth® and expects the " X-Internal - Aut h-Key’
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header .

A. EXECUTE SINGLE SQL QUERY

- Endpoint: “/query’

- Method: " POST

- JSON Payl oad:
“Tjson

"request ! d": "bdebd-bd-bad-bdd- bdbdchd",

"query": "SELECT created_at, synbol, action, price FROMtrades WHERE synbol = ? ORDER
BY created _at DESC LIMT ?",

"parans”: ["BTCUSDT", ]

- Success Response ( OK):
“Tjson

"success": true,
"results": [

{

"created_at": ,
"synbol ": "BTCUSDT",
"action": "LONG',

"price":

neta": { "rows_read": , "rows_written": , "duration": . }

B. EXECUTE TRANSACTI ONAL BATCH OPERATI ONS

Al'lows running multiple statements atomically in a single network trip, reducing |atency.

- Endpoint: “/batch

- Method: " POST

- JSON Payl oad:
“Tjson

"request 1 d": "bdebd-bd-bad-bdd-bdbdchd",
"queries": [
{
"query": "INSERT INTO trades (id, synbol, price) VALUES (?, ?, ?)",
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"parans": ["trade-", "BTCUSDT", ]

H

{
"query": "UPDATE positions SET size = size + ? WHERE synbol = ?",
"parans": [., "BTCUSDT"]

}

- Success Response ( OK):

TTjson
{
"success": true,
"results": [{ "meta": { "changes": } }, { "neta": { "changes": } }]

C. DASHBOARD TELEMETRY STATI STI CS

Cal cul ates aggregated win ratios, active positions size, and tinme-series P&L.

- Endpoint: “/api/dashboard/stats’
- Method: "GET
- Success Response ( OK):

“Tjson

"success": true,

"stats": {
"total Trades":
"wi nRate": .,
"total Pnl USDT": .
"activePositionsCount":
"dai | yTradesCount ":

SECURI TY & SQ | NJECTI ON PROTECTI ON

To protect financial transaction |edgers and portfolios against SQ injection attacks,

“d-worker® enforces strict devel opment rul es:
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- Paraneterized Bindings: Al inputs nust utilize paraneterized placeholders (°?° or ~?7)
mapped to “env.DB.prepare().bind()" . Never concatenate raw request strings directly into
SQ. statenents.

- Access Isolation: The database does not exist publicly. By binding D solely to this

wor ker and accessing it via V Service Bindings, you prevent external crawl ers or bots
from queryi ng dat abase nodes directly.

> Tip: If you are extending schemas or adding tables, generate migration scripts locally
using Drizzle: "hoox db migrate --renpte’. This keeps edge schenma histories atonic and
securely tracked

NEXT STEPS

- [System Storage Architecture] (../architecture/storage.nd) - Review SQLite properties
and R bucketing pipelines.

- [ Dat abase Operations Manual ] (../gui des/database-ops.nmd) - Learn conmands to run query
| edgers and restore backups.



[ SECTI ON: VWEB- WALLET- WORKER | SOLATE PROFI LE ]

VEB- WALLET- WORKER | SOLATE PRCFI LE

The “web-wal |l et-worker™ is the on-chain gateway of the Hoox tradi ng ecosystem Running as
an isolated private micro-worker, this service is responsible for securely managi ng EVM
menoni ¢cs and private keys (bound as encrypted Wrkers Secrets), querying multi-chain gas
limts and token bal ances, executing nativel/ ERC- transfers, and signing smart contract

swap payl oads (e.g. Uniswap/inch routers) via JSON RPC providers.

DECLARED WRANGLER CONFI GURATI ONS & BI NDI NGS

The “web-wal | et -worker® does not expose a public URL, communicating internally via V
Service Bindings. Its “wangler.jsonc™ specifies:

"nane": "web-wal |l et-worker",
"main": "src/index.ts",
"conpatibility_date": "--",
"conpatibility_flags": ["nodejs_conpat"],
"account _id": "debcebeabecbcdec",
"vars": {
"DEFAULT_CHAI N': "et her eunt,
H
"kv_nanmespaces": [
{
"bi ndi ng": " CONFI G_KV",
"id": "caefffbd",
b
1.
"secrets": [
"1 NTERNAL_KEY_BI NDI NG',
"WALLET _MNEMONI C_SECRET",
"WALLET PK SECRET",
" RPC_PROVI DER_URL",

ENVI RONVENTAL VARI ABLES & ENCRYPTED SECRETS

- "WALLET_PK SECRET : Encrypted private key used for single-account execution.

- "WALLET_MNEMONI C_SECRET : Encrypted or -word HD wall et seed phrase used to derive
mul ti pl e accounts.

- "RPC_PROVIDER URL": High-availability HTTP Ethereum/ EVM RPC provider (e.g., Infura,
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Al chemnry, or Qui ckNode).
- "I NTERNAL_KEY_BI NDI NG : Shared key used to validate calls frominternal conpute nodes.

LOCAL DEVELOPMENT MOCKI NG (. DEV. VARS')

WALLET _PK_SECRET=xabcdef abcdef abcdef abcdef

WALLET_MNEMONI C_SECRET="abandon abandon abandon abandon abandon abandon abandon abandon abandon
abandon abandon about"

RPC_PROVI DER_URL=htt p://| ocal host:

| NTERNAL_KEY_BI NDI NG=dev_shared_i nternal _security_key

| NTERNAL REST API SPECI FI CATI ON

A. EXECUTE ON- CHAI N TRANSACTI ON

Endpoint: " /process’

- Method: "POST

- Headers: " X-Internal - Aut h-Key: <I NTERNAL_KEY_BI NDI NG>"
- JSON Payl oad:

“Tjson

"request | d": "bdebd-bd-bad-bdd-bdbdchd",
"payl oad": {

"action": "sendTransaction",

"chain": "arbitrun',

"to": "xbecdabeedeacdf",

"value": ".",

"data": "xacbb...",

"gasLimt":

- Success Response ( OK):
“Tjson

"success": true,

"result": {
"t xHash": "xaebfddacbcfddacbcfddacbcf dab”,
"nonce": ,
"gasUsed": |,

"ef fectiveGasPrice":

}

"error": null
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B. QUERY TOKEN BALANCE

- Endpoint: “/process’
- Method: "~ POST
- JSON Payl oad:

“Tjson
{
"request 1 d": "bdebd- bd- bad-bdd-bdbdchd",
"payl oad": {
"action": "getBal ance"
"chain": "polygon",
"address": "xbecdabeedeacdf"
"t okenAddress": "xcddcaccaebbef"
}

- Success Response ( OK):
“Tjson

"success": true,
"result": {
"bal ance": ".",
"synbol ": "USDT",
"deci mal s":

}

"error": nul

ON- CHAI' N SECURI TY BEST PRACTI CES

Operating hot wallets on public blockchain networks introduces extrenme security vectors:

- Harden Private Keys: Never wite keys to wangler config files or print themin
telenetry logs. Always provision keys via encrypted C oudflare Secrets.

- Gas Price Limt Traps: To prevent severe |oss during network congestion or flash
crashes, the worker enforces a gas limt trap-if current network gas price exceeds your
KV configured limt ( web:max_gas_price_gwei ), transactions are dropped before signing
to prevent nmssive fee consunption.

- Isolate Access: Al calls nust originate internally via Service Bindings. The wall et

wor ker does not bind to public ports, meaning external scrapers cannot send raw
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transacti on payloads or try to brute-force auth codes.

> Tip: Testing on-chain logic locally? Use the Docker runtine stack ( hoox dev start
--runtinme docker ) to launch an isolated Hardhat/Anvil node container and test private

wal | et swaps on a simulated | ocal EVM fork safely!

NEXT STEPS

- [trade-worker Profile](trade-worker.nd) - Review how execution orders route
transactions to EVM wal | et nodes.

- [ D Database Operations](../guides/database-ops.nd) - Minage your SQ.ite schemas and
sync positions |ogs.
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EMAI L- WORKER | SOLATE PROFI LE

The “email-worker™ is an ancillary signal ingestion plugin. Deployed as a private conpute
isolate, this service is responsible for intercepting trading signals distributed via
emai| lists, newsletters, or alert emanils (e.g. from Tradi ngView or customnotification
pipelines). It validates domain security (SPF/ DKIM, parses nessage subjects and bodies
usi ng dynam ¢ Regul ar Expressions, and routes the extracted signals privately to
“trade-worker® via V Service Bindings.

DECLARED WRANGLER CONFI GURATI ONS & BI NDI NGS

The “enmil-worker® does not expose any public endpoints, connecting internally to active
executors and netrics collectors:

"name": "email -worker",
"main": "src/index.ts",
"conpatibility_date": "--",
"conpatibility_flags": ["nodejs_conpat"],
"account _id": "debcebeabecbcdec",
"vars": {
"USE_| MAP": "true",
H
"kv_nanmespaces": [
{
"bi ndi ng": " CONFI G_KV",
"id": "caefffbd",

I,
"services": [
{ "binding": "TRADE _SERVICE", "service": "trade-worker" },
{ "binding": "ANALYTICS SERVICE", "service": "anal ytics-worker" },
1
"secrets": [
"1 NTERNAL_KEY_BI NDI NG',
" EMAI L_HOST_BI NDI NG,
"EMAI L_USER_BI NDI NG,
"EMAI L_PASS_BI NDI NG',
"MAI LGUN_API _KEY",

ENVI RONVENTAL VARI ABLES & ENCRYPTED SECRETS
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- "EMAI L_HOST_BI NDING : POP/ I MAP nmi | box server address (e.g., “inmap.gnail.com).

- "EMAI L_USER BI NDI NG : Dedi cated signals enmil nailbox usernarne.

- "EMAIL_PASS BINDI NG : Secure app-specific password.

- "MAILGUN_API _KEY : Key used to validate incom ng SMIP webhooks if using Mil gun
routing.

- "I NTERNAL_KEY_BI NDI NG : Shared key used to validate calls frominternal conpute nodes.

REGEX PARSI NG MECHANICS I N V

When a new enmil is scanned or received via webhook, the worker eval uates the content
agai nst regul ar expression arrays stored in ~CONFI G KV :

| Configuration Key | Type | Default Pattern | Parser Purpose
I
| e IEEEREES S SSEAEEEEEEEEEEEEEEEE |
___________________________________________________________ |
| “emmil:scan_subject”® | “string® | TATRADE SI GNAL:." | Resol ves whet her
the emnil shoul d be parsed or ignored. |
| “emmil:coin_pattern’ | “string® | T(BTQ\| ETH\ | SOL\ | LI NK) " | Matches uppercase
asset tokens in the enmil body. |
| “emmil:action_pattern’ | “string® | " (BUY\|SELL\|LONG | SHORT) | Resol ves buy/sell

execution paraneters. |
| “emmil:quantity nmultiplier” | “nunber® | ~.° | Coefficient applied
to parsed quantities to scale positions. |

/1 Under the hood regex parsing |ogic

const subj ect Regex = new RegExp(env. CONFI G KV. get ("enmai | : scan_subject"));
const coi nRegex = new RegExp(env. CONFI G KV. get ("enmil :coin_pattern"));
const acti onRegex = new RegExp(env. CONFI G KV. get ("enmi |l :action_pattern"));

i f (subjectRegex.test(email.subject)) {
const asset = enmmil.body. match(coi nRegex)?.[]; // Extracts "BTC'

const action = email.body. match(acti onRegex)?.[]; // Extracts "LONG'
/1 Routes to trade-worker...

APl | NTERFACE SPECI FI CATI ON

Wile the worker primarily runs background Cron scan | oops, it exposes two ingestion
endpoi nts for webhook integrations (e.g. Milgun/SendGid):

A. MAI LGUN VWEBHOCK ROUTER
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- Endpoi nt: " /webhook/ mail gun®

- Method: "POST

- Headers: "Mailgun-Signature’, "~Milgun-Timestanp , "~ Mil gun-Token®

- Security: The worker conputes the HVAC-SHA signature of the tinmestanp and token using
your ~MAILGUN APl _KEY' secret. If the cal cul ated signature doesn't match the header, the

request is instantly rejected ( Unauthorized).

B. DI RECT JSON PAYLQAD | NGESTI ON

Used primarily by adm nistrative automation tools or |ocal testing scripts.

- Endpoint: " /process’
- Method: "~ POST
- JSON Payl oad:

“Tjson
{

"request1d": "bdebd-bd-bad-bdd- bdbdchd",

"payl oad": {
"sender": "alerts@radingvi ew. cont,
"subj ect": "TRADE SI GNAL: Breakout SOL",
"body": "Action: LONG Asset: SOLUSDT, Size:

}

- Success Response ( OK):

“Tjson
{
"success": true,
"result": { "synbol": "SOLUSDT", "action": "LONG', "quantity": . },
“error": null

DOVAI N | NGRESS PROTECTI ONS: SPF & DKI M

To protect your wallet against enmil spoofing attacks:

DKI M Check: Validates the cryptographic DKIM signature in the enail header to prove the
nessage body was not altered in transit.
SPF Check: Matches the sending server's | P address agai nst the DNS TXT SPF record of

the aut horized domain, dropping forged ennils before parsing.
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NEXT STEPS

- [trade-worker Profile](trade-worker.nd) - Review how execution orders route
transactions to EVM wal | et nodes.

- [System Storage Architecture](../architecture/storage.nd) - Review SQLite properties
and R bucketing pipelines.
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ANALYTI CS- WORKER | SOLATE PROFI LE

The “anal ytics-worker®™ is the observability engine of the Hoox trading platform Deployed
as a private internal mcroservice, it aggregates tine-series netrics, database query

| at enci es, execution performance ratios, and APl status codes across all V isolates. By
translating incomng events and witing themto Coudflare Analytics Engine, it provides
t he backend telenetry used to draw live charts in the Next.js Dashboard.

DECLARED WRANGLER CONFI GURATI ONS & BI NDI NGS

The “anal ytics-worker™ binds directly to Coudflare's Anal ytics Engi ne dataset and does
not expose any public endpoints:

"nanme": "anal yti cs-worker",
"main": "src/index.ts",
"conpatibility_date": "--",
"conpatibility_flags": ["nodejs_conpat"],
"account _id": "debcebeabecbcdec",
"anal yti cs_engi ne_datasets": [
{
"bi ndi ng": "ANALYTI CS_ENG NE",
"dataset": "hoox_telenetry",

I,
"kv_namespaces": [
{
"bi ndi ng": "CONFI G_KV",
"id": "caefffbd",
},
I
"secrets": [
"1 NTERNAL_KEY_BI NDI NG',
" CLOUDFLARE_API _TOKEN', // Required to run SQ queries against Analytics datasets

ENVI RONVENTAL VARI ABLES & ENCRYPTED SECRETS

- " CLOUDFLARE_API _TOKEN : A secure token with “~Account. Anal ytics® read pernissions,
al l owi ng the worker to query stored datasets.
- "I NTERNAL_KEY_BI NDI NG : Shared key used to validate calls fromother V isolates.



HOOX SPEC | ANALYTI CS- WORKER | SOLATE PRCFI LE

| NTERNAL REST API SPECI FI CATI ON

Every endpoint is secured via requirelnternal Auth® and expects the "~ X-Internal - Aut h-Key’
header .

A. TRACK TELEMETRY EVENT

I nvoked by other workers (like “hoox™ or “trade-worker ) inmediately upon conpleting an
action.

- Endpoint: “/track/api-call”
- Method: " POST
- JSON Payl oad:

“Tjson
{

"request1d": "bdebd-bd-bad-bdd-bdbdchd",

“payl oad": {
"wor ker": "trade-worker",
"endpoint": "/webhook",
"l atencyMs": .,
"success": true

}

UNDER- THE- HOOD ANALYTI CS ENG NE WRI TE

When received, the worker formats and wites a tinme-series data point using standard
Bl obs (netadata strings) and Doubl es (nuneric val ues):

env. ANALYTI CS_ENG NE. wri t eDat aPoi nt ({
bl obs: [
payl oad. worker, // Blob : Wrker Name
payl oad. endpoint, // Blob : Endpoint Path
payl oad. success ? "" : "", [/ Blob : Success state
I,
doubl es: [
payl oad. | at encyMs, // Double : Latency in mlliseconds
I,
i ndexes: [

payl oad. requestld, // Customindex for distributed tracing

1
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- Response ( K):
“Tjson
{ "success": true }

B. QUERY METRICS (SQ. | NTERFACE)

Used primarily by the Next.js Dashboard to extract data points for chart rendering

- Endpoint: “/query’

- Method: "~ POST

- JSON Payl oad:
“Tjson

"query": "SELECT sun{double) as total |atency, count() as total _calls FROM

hoox_tel enetry WHERE blob = ? AND tinmestanp >= now() - |INTERVAL '' DAY",
"parans": ["trade-worker"]

- Success Response ( OK):

“Tjson
{
"success": true,
"results": [{ "total _latency": ., "total _calls": }]

DASHBOARD VI SUAL | NTEGRATI ONS

The nmetrics witten to "hoox_telenetry are queried by the dashboard to render:

System Heal th Indicators: Real-time error spikes trigger warning banners in under
seconds.

I solate Latency Charts: Visual |ine graphs showing V processing speeds vs exchange AP
transit speeds.

Vol une Load Heat maps: Visualizes peak trading hours and signal traffic vol unes
gl obal ly.

> Tip: Testing analytics locally? Local Wangler dev automatically intercepts
"writeDataPoint™ calls and | ogs the parsed Bl obs and Doubl es straight to your term na
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standard out put, ensuring easy debuggi ng!

NEXT STEPS

- [System Cbservability CGuides](../deploynent/nonitoring.nd) - Deepen your understandi ng
of tinme-series |logging and netrics.

- [trade-worker Profile](trade-worker.nd) - Review how execution |atency details are
generated and of fl oaded.
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REPORT- WORKER | SOLATE PRCFI LE

The “report-worker®™ is the autonmated docunent conpiler of the Hoox trading platform
Depl oyed as a schedul ed cron isolate, this worker runs twice daily (at : and : UTC) to
pul | D transactional stats, construct a highly styled HTM. portfolio report, spin up a
serverl ess Coudflare Browser Rendering Chronme instance to conpile the page into a PDF
buffer, offload the file to R, and push a private download |link to your Tel egram

DECLARED WRANGLER CONFI GURATI ONS & BI NDI NGS

The “report-worker  nounts storage buckets, notification bindings, and is triggered by
Cl oudfl are' s background cron engi ne:

"name": "report-worker",

"main": "src/index.ts",
"conpatibility_date": "--",
"conpatibility_flags": ["nodejs_conpat"],
"account _id": "debcebeabecbcdec",
"placerment": {

"nmode": “"smart",
H
"triggers": {
"crons": [" o "1, I/ Runs twice daily
H
"r_buckets": [
{
"bi ndi ng": "REPORTS_BUCKET",
"bucket _nanme": "trade-reports",
},

1
"services": [
{ "binding": "D SERVICE", "service": "d-worker" },
{ "binding": "TELEGRAM SERVI CE", "service": "tel egramworker" 1},
I,
"secrets": [
"1 NTERNAL_KEY_BI NDI NG',
"CF_API _TOKEN', // Required to call Browser Rendering REST API

ENVI RONVENTAL VARI ABLES & ENCRYPTED SECRETS
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- "CF_API _TOKEN : Your Coudflare APl Token with "~ Account.Browser Rendering and
“Account. R wite perm ssions.
- "I NTERNAL_KEY_BI NDI NG : Shared key used to validate calls fromother V isolates.

BROASER RENDERI NG & PDF PRI NT Pl PELI NE

When the Cron schedule triggers, "report-worker® runs the follow ng progranmmatic
pi pel i ne:

STEP : DATA AGGREGATI ON & HTML COWPI LATI ON

The worker pings "D SERVICE to retrieve P&, win rate, and total daily fees, inserting
the metrics into a styled HTML tenplate utilizing Tailwind CSS and CSS Gid styling:

<div class="card">

<h>Daily P&L</h>

<p class="pnl -green">+$, . </ p>
</div>

STEP : CLOUDFLARE CHRQOVE | SOLATE PRI NT

Pushes the HTML tenplate to C oudflare's headl ess Chrone rendering pool via the REST API:

const response = await fetch(
“https://api.cloudflare.confclient/v/accounts/${env. ACCOUNT_I D}/ browser -renderi ng/ pdf *,
{
nmet hod: " POST",
headers: {
Aut hori zation: "“Bearer ${env.CF_API _TOKEN} ",
"Cont ent-Type": "application/json",
},
body: JSON stringify({
htm : htmn Content,
options: {
format: "A",
print Background: true,
margin: { top: "cni, bottom "cni, left: "cm, right: "cni },

1
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STEP : R STORAGE & EXPI RATI ON

The APl conpiles the page and returns a raw PDF binary stream
The worker uploads the streamto the "REPORTS BUCKET R storage bucket using a unique,
dat e- hashed key:
“reports/daily-pnl---.pdf’
A lifecycle rule on the R bucket automatically purges reports older than days to
mai ntai n storage cl eanli ness.

STEP : DI SPATCH TELEGRAM ALERT

Calls “TELEGRAM SERVI CE' to send the |ink:

awai t env. TELEGRAM SERVI CE. fetch("https://tel egramworker/alert", {
net hod: " POST",
headers: { "X-Internal - Aut h-Key": env. | NTERNAL_KEY_BI NDI NG },
body: JSON. stringify({
chat 1 d: env. TELEGRAM CHAT | D DEFAULT,

nessage:
"<b> Daily P& PDF Report Conpil ed! </ b>\nDownl oad |ink: <a
href="https://reports.cryptolinx.workers.dev/daily-pnl---.pdf' >Downl oad PDF</a>",

1,
s

> Tip: If "CF_API_TOKEN is not configured, the worker gracefully fails by conpiling a
rich text-only P& sunmary and pushing it directly via Tel egraminstead of generating a
PDF, guaranteei ng continuous operations wi thout hard crashes.

NEXT STEPS

- [tel egram worker Profile](tel egramworker.nd) - Review push alert configurations and
webhook tunnels.
- [ D Database Operations](../guides/database-ops.nd) - Minage Drizzl e schemas and execute

cust om queri es.
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NEXT. JS DASHBOARD & OPENNEXT | SOLATE

The Hoox Dashboard is the web-based command center of the trading platform Rather than
running on a traditional server, the dashboard is a Next.js application conpiled using
t he OpenNext adapter and hosted natively on Coudflare Wrkers. This edge-first |ayout
allows for real-tinme portfolio nmonitoring, dynam c form based settings editing, and
interactive kill-switch controls at mcrosecond speeds.

NEXT. JS TO CLOUDFLARE EDGE ARCH TECTURE

When depl oyi ng the dashboard, the nonorepo uses " @pennextjs/cloudflare’ to convert
standard Node.js server-side features into Edge-conpliant JavaScript:

- Server lsolate (°.open-next/worker.js ): Handles Server-Side Rendering (SSR), React
Server Conponents (RSC) hydration, APl routes, and cookies encryption.

- Static Assets (" .open-next/assets/ ): Houses all static assets, which are bound to the
wor ker via ASSETS bi ndings to serve static pages at sub-millisecond CDN | atency.

DECLARED WRANGLER CONFI GURATI ONS & BI NDI NGS

The dashboard's “wrangler.jsonc™ naps out its internal service links to extract D
dat abases netrics and agent status updates:

"nanme": "hoox-dashboard",
"main": ".open-next/worker.js",
"conpatibility_date": "--",
"conpatibility_flags": ["nodejs_conpat"],
"account _id": "debcebeabecbcdec",
"assets": {

"directory": ".open-next/assets",

"bi ndi ng": "ASSETS",

H
"kv_nanmespaces": [
{
"bi ndi ng": "CONFI G_KV",
"id": "caefffbd",
H

I,
"services": [
{ "binding": "D SERVICE", "service": "d-worker" },
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{ "binding": "AGENT_SERVICE", "service": "agent-worker" },
{ "binding": "TELEGRAM SERVI CE", "service": "tel egram worker" 1},

I,

"vars": {
"D_SERVICE_URL": "https://d-worker.cryptolinx.workers.dev",
"AGENT_SERVI CE_URL": "https://agent-worker.cryptolinx.workers.dev",
"TELEGRAM SERVI CE_URL": "https://tel egram worker.cryptolinx.workers. dev",

H
"secrets": [
" DASHBOARD_USER',
" DASHBOARD_PASS",
" SESSI ON_SECRET",
"1 NTERNAL_KEY_BI NDI NG',

ENVI RONVENTAL VARI ABLES & ENCRYPTED SECRETS

- "DASHBOARD USER & " DASHBOARD PASS : Administrative credentials required to access the
vi sual panel .

- "SESSION_SECRET": A secure -character encryption key used to cryptographically sign
sessi on cooki es at the edge.

- "I NTERNAL_KEY BI NDI NG : Shared key used to validate calls to the “d-worker® and

“agent -worker® service bindings.

LOCAL DEVELOPMENT MOCKI NG (. ENV. LOCAL")

Create a gitignored ".env.local™ file inside "workers/dashboard/"™ for local Next.js runs:

DASHBOARD USER=admi n
DASHBOARD PASS=adm n_dev_passkey__
SESSI ON_SECRET=abandon_abandon_abandon_abandon_

SCHEMA- DRI VEN SETTI NGS SYSTEM

To all ow operators to extend the platformis settings wthout touching React code, the
dashboard i npl ements a schema-driven configuration manager parsed dynamically from
“config.schema.json :

"sections": [
{
"id": "risk",

"title": "R sk Managenent"
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"fields": [
{
"key": "trade: max_dail y_drawdown_percent",
"l abel": "Max Daily Drawdown (%",
"type": "nunber",
"defaul t":
"category": "risk"

FORM SUBM SSI ON FLOW

When you save the settings form the Next.js server actions intercept the payl oad.

The server action iterates over the JSON schema keys and wites the values directly to
the bound " CONFI G KV' nanespace.

The changes propagate globally to your edge executors in under seconds.

PRODUCTI ON BUI LD & ROLLOUT RUNBOOK

To conpil e and deploy the Next.js dashboard to C oudfl are:

Navi gate to the dashboard directory
cd wor ker s/ dashboar d

Build the application using OpenNext
bun run opennext:build

Depl oy the conpiled bundles to Cl oudflare Wrkers
bun run opennext: depl oy

> Warni ng: Franer Motion conponents and interactive visual elenents used in Next.js pages

must declare the “'use client'™ directive at the top of the file. Under OpenNext,
client-side pages cannot export netadata directly-nove netadata definitions to separate

“netadata.ts” files!

NEXT STEPS

- [agent-worker Profile](agent-worker.nd) - Review Al chat stream ng and risk eval uation
structures.
- [d-worker Profile](d-worker.nmd) - Check REST schemas that feed database netrics to the
dashboard.
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PRODUCTI ON DEPLOYMENT RUNBOOK

Depl oyi ng the Hoox tradi ng ecosystemto production requires absol ute operational rigor.
Because the platformexecutes real-world trades using private capital, every V isolate,
envi ronnment bi ndi ng, and routing domain nust be | ocked down, optinized for speed, and

i nsul at ed agai nst external failures.

Thi s runbook gui des you through production prerequisites, manual and aut omated depl oynent
conmands, custom donmai n routing, and edge hardeni ng strategies.

PRODUCTI ON ROLLQUT PRE- FLI GHT CHECKLI ST

Before rolling out updates to Cloudflare's |live edge networKks:

- APl Token Scoping: Confirmyour active Coudflare APl Token inherits the strict m ninal
perni ssion sets (" Account.D: Edit’, “Account.KV: Edit", "~Account.Queues: Edit",
“Account . Workers: Edit®, and " Zone.DNS: Edit® if mapping customrouting paths).
- Workspace Diagnostic Sweep: Run the automated pre-flight check to verify that all git
subnodul es, | ocal dependencies, and TypeScript variabl es conpile w thout warnings:

" bash

hoox check prerequisites

hoox test

- Exchange Credentials Check: Ensure you have created dedi cated exchange APl keys with
Wt hdrawal perm ssions turned OFF (disabled) to enforce |east-privilege security.

PRODUCTI ON ROLLQUT | NVOCATI ONS

The Hoox CLI automates the entire depl oynent sequence, conpiling the shared libraries,
depl oyi ng dat abase schenmas, synchroni zing configuration manifests, and upl oadi ng workers
in the correct dependency sequence

Execute full sequenced depl oynent

hoox deploy all --auto

Depl oy a single specific worker (e.g. after a trade execution update)
hoox depl oy worker trade-worker

DASHBOARD OPENNEXT COVPI LATI ON
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Buil d and deploy the Next.js Dashboard via OpenNext
hoox depl oy dashboard

_This command runs Turbopack, bundl es server-side assets into ~.open-next/worker.js"
maps static files to the “ASSETS CDN bi ndi ng, and upl oads the dashboard to C oudflare. _

CUSTOM DOVAI N & ROUTI NG MAPPI NG

By default, deployed workers are assigned subdomai ns under d oudflare's shared domain
(e.g., “https://hoox. al pha-trading. workers.dev’).

For production, it is highly reconmended to map your public gateway and dashboard to a
cust om domai n under your own Cl oudflare zone. This reduces DNS | ookup | atencies and
enabl es custom SSL and WAF configurations

To map customroutes, add the “routes™ array inside your worker's “wangler.jsonc™ file:

/1 1 n workers/hoox/w angl er.jsonc

{
"routes": [
{
"pattern": "api.ny-tradi ng-enpire.con webhook",
"custom dormi n": true
b
I,
}

Depl oyi ng this configuration automatically updates your O oudflare DNS zone records, naps
the domain to your V isolate, and registers a universal SSL certificate
near - i nst ant aneousl y.

EDGE | SOLATE HARDENI NG STRATEQ ES

To protect your live production deploynents fromattacks and | atency spikes:

A. ENABLE SMVART PLACEMENT

Verify that every execution worker contains the smart placenment var inside its
"wangler.jsonc’. This shifts the CPU isolate geographically close to exchange servers
(e.g. Frankfurt for Bybit, Tokyo for Binance):

"placenent": {
"mode": "smart"
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B. RESTRICT CORS ORI G N PQLI C ES

The public “/webhook™ route inside the “hoox gateway must only accept POST requests from
aut hori zed endpoints. Disable all CORS headers to prevent cross-origin script injections

from browsers.

C. DEPLOY WAF RATE LIM T TRAPS

Use the Hoox CLI to provisionZone-level rate limters on Cloudflare' s global edge
networ k, droppi ng packet floods before they |oad the V isolates:

Provision a strict rate-limt rule (e.g., max requests/mnute to /webhook)
hoox waf configure --limt-requests

> Tip: Made an energency change? You don't need a full rebuild. If the change was a
configuration setting or a trade synbol routing change, sinply update the KV store: "“hoox
config kv set <key> <value>". The update will propagate globally in under seconds!

NEXT STEPS

- [CI/CD Pipelines Reference] (cicd.nd) - Autonate edge depl oynments using G tHub Actions.
- [Qoservability & Time-Series Mnitoring](nonitoring.nd) - Stream consol e | ogs and check
anal yti cs datasets.
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Cl / CD PI PELI NE AUTOVATI ON

Aut omat i ng your depl oyment pipeline ensures that every commt pushed to your repository
is systematically vetted for code style, type safety, syntax regressions, and unit test

coverage before being deployed to your |ive production trading nodes.

Thi s guide provides the conplete specification and production-grade YAM. workfl ow for
i npl enenting GtHub Actions integration pipelines.

THE CONTI NUQUS | NTEGRATI ON & DEPLOYMENT PI PELI NE FLOW

COWPLETE G THUB ACTI ONS WORKFLOW (" DEPLOY. YM.")

Create a YAML workflow file inside your repository at ".github/workflows/deploy.ym " :

name: "Hoox Production Cl/CD Pipeline"

on:
push:
branches:
- main
pul I _request:
branches:
- main

concurrency:
group: ${{ github.workflow }}-${{ github.ref }}
cancel -i n-progress: true

j obs:
veri fy-and- depl oy:
name: "Verify & Deploy Stack"
runs-on: "ubuntu-latest”
ti meout - m nutes:

st eps:
Checkout repository with all worker subnodul es recursively
- name: "Checkout Codebase"
uses: "actions/checkout @"
wit h:
subnodul es: "recursive"
f et ch-depth:
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Install Bun JavaScript runtime environment
name: "Setup Bun Runtine"
uses: "oven-sh/setup-bun@"
with

bun-version: "latest"

Cache Bun dependency nodul es to optim ze pipeline speeds
nanme: "Cache Wrkspace Dependenci es"
uses: "actions/cache@"
with
path: "~/.bun/install/cache"
key: "${{ runner.os }}-bun-${{ hashFiles('/bun.lockb") }}"
restore-keys:
${{ runner.os }}-bun-

Install all nonorepo dependencies
name: "Install Dependencies"”
run: "bun install"

Check formatting and ESLint rules
nane: "Run Lint Checks"
run: "bun run lint"

Verify TypeScript conpile-tine type-safety (tsc --noEmt)
nanme: "Run Type Checks"
run: "bun run typecheck"

Execute all unit and integration test assertions (excluding
name: "Run Bun Test Suite"
run: "bun test"

Depl oy all database schemas and workers in correct sequence
nanme: "Deploy Entire Edge Stack"
if: "github.ref == 'refs/heads/ main' && github. event_nane ==
env:
CLOUDFLARE_API _TOKEN: "${{ secrets. CLOUDFLARE_API _TCKEN }}"
CLOUDFLARE_ACCOUNT_I D: "${{ secrets. CLOUDFLARE_ACCOUNT_I D }
SUBDOVAI N_PREFI X: "${{ secrets. SUBDOVAI N PREFI X }}"
run: |
Bootstrap | ocal path binaries
bun run buil d:cl

Depl oy D SQL schenmas to production

npx w angler d execute trade-data-db --fil e=workers/trade-worker/schema. sq

Sequentially upload all enabl ed workers
./ packages/cli/bin/hoox.js deploy all --auto --quiet

Post - depl oynment : update service bindings URLs gl obally

live tests)

' push'"

3

. I packages/cli/bin/hoox.js deploy update-internal-urls --quiet

--renote
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Post - depl oyrment : apply KV nani fest configurations
./ packages/ cl i/ bin/hoox.js deploy kv-config --quiet

Post - depl oynment : update Tel egram bot webhook routing path
.l packages/cli/bin/hoox.js depl oy tel egram webhook --qui et

MANAG NG SECRETS & VARI ABLE SCOPES

To authorize GtHub to interact with your d oudflare account, navigate to your
repository's Settings > Secrets and variables > Actions and register three Action
Secrets:

" CLOUDFLARE_API _TOKEN : A secure, scoped token with Workers, D, KV, and DNS wite
perni ssi ons.

" CLOUDFLARE_ACCOUNT_I D' : Your unique -character C oudflare dashboard hash

" SUBDOMAI N_PREFI X" : The subdonmai n namespace chosen for your depl oynents.

> Note: You never need to store worker-specific secrets (like Bybit APl keys or Tel egram
Bot tokens) in GtHub Secrets. These are stored directly in Coudflare's secured key
vaults. The Cl pipeline only deploys the code logic; the running edge isolates pull their
credentials locally fromdoudflare's hardware-level Secret Store at runtine.

Pl PELI NE CACHI NG & CONCURRENCY CONTROLS

- Concurrency Lock: The “concurrency” block configured in the YAM. ensures that if you
push a new commit while a previous deploynent pipeline is running, GtHub Actions wll
automatically cancel the ol der, redundant run to avoid race conditions or
doubl e- depl oyi ng.

- Bun Cache: Cachi ng dependency directories reduces build-tinme installation overhead from
m nutes to under seconds.

NEXT STEPS

- [Production Deploynent Manual ] (production.nd) - Audit DNS zones and custom domai n
routing options.

- [System Cbservability & Monitoring] (nonitoring.nd) - Stream consol e | ogs and check
anal yti cs datasets.



[ SECTI ON: OBSERVABI LI TY & TELEMETRY ]

OBSERVABI LI TY & TELEMETRY

Operating a globally distributed algorithm c tradi ng network demands extrene
observability. A silent failure in an order loop or a transient APl throttling event can

lead to m ssed targets and unhedged exposures.

This guide outlines our telenetry architecture, covering O oudflare Wrkers % request
sanmpling, time-series SQ. database queries, R Ilogging, and autonmated al arm systens.

% REQUEST HEAD SAMPLI NG

To nonitor traffic at Cloudflare' s edge conpiler |evel, every worker in the Hoox nonorepo
enabl es native observability tracing inside its “wangler.jsonc™:

{
"observability": {
"enabl ed": true,
"head_sanpling_rate": , // Captures and |ogs % of all incom ng requests
H
}

METRI CS TRACKED AUTOVATI CALLY

Once enabl ed, Coudflare captures and graphs these netrics near-instantaneously:

- Requests velocity: Total hits and requests/second rates.

- CPU execution duration (ns): The exact CPU tine consuned by the isolate thread.
- Uncaught Exceptions: Crashes or code errors that bypass m ddl ewares.

- Subrequest Counts: Qutbound HTTP calls nade to exchange APlIs or other workers.

CLOUDFLARE ANALYTI CS ENG NE (SQL TELEMETRY)

Wil e Coudflare collects basic HITP netrics, Hoox uses C oudflare Analytics Engine
i nside “anal ytics-worker® to track trading-specific variables (e.g. execution slippage,
exchange response del ays, fee suns).

UNDER- THE- HOCD SQL QUERI ES

The “anal ytics-worker®™ exposes a SQ interface to query the netrics dataset directly from
your Next.js Dashboard:
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/ Query : Calculate the th percentile latency of Bybit APl order fills /
SELECT
quantiles(.)(double) as p_I atency_ns,
count () as total _executions
FROM hoox_t el enetry
VHERE bl ob "trade-worker'
AND bl ob = "bybit'
AND tinmestanp >= now() - |INTERVAL '' HOUR

/ Query : Aggregate error velocities across all edge isolates /
SELECT
bl ob as worker _nane,
count () as error_count
FROM hoox_tel enetry
VWHERE blob ="'' -- Success = fal se
AND timestanp >= now() - |INTERVAL '' HOUR
GROUP BY wor ker _nane

LOGE NG & R STORAGE OFFLOADI NG

Because transactional databases |like SQ.ite D have wite limts, Hoox inplenments a
dual -tier |ogging policy:

- High-Value Data: Transaction statuses and fills are witten to your D "trades” table.
- Verbose Telenetry: Full, verbose JSON payl oad exchanges, network headers, and WebSocket
streamrecords are serialized and saved to R Storage using date-based key paths:

"1 ogs/ bybi t/ BTCUSDT/ - -/ order-. j son’

Thi s of fl oadi ng reduces database wite volunes by up to % keeping your database conpact,
fast, and fully within free-tier limts.

STANDARDI ZED ALARM SYSTEMS

If a critical error or execution failure occurs (e.g., an order is rejected due to
insufficient margin, or the kill switch is flipped due to drawdown linits):

The executing worker intercepts the exception using the shared error handl er.
Direct V Service Binding pings "telegramworker  instantly.
You receive an energency alert on your phone.

/1 Standard alarm notification trigger
i f (orderResponse.status === "Rejected") {
await env. TELEGRAM SERVI CE. fetch("https://tel egramworker/alert", {
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net hod: " POST",
headers: {
"Content-Type": "application/json",
"X-1nternal - Aut h- Key": env.| NTERNAL_KEY_BI NDI NG

b
body: JSON. stringify({
chatld: env. TELEGRAM CHAT_| D DEFAULT
nessage: -~ <b>Energency Order Reject!</b>\ nExchange: Bybit\nSynbol: BTCUSDT\ nReason
Insufficient Margin
b,
B

> Tip: Need to tail live worker logs to debug a custom strategy? Run “~hoox | ogs tai
trade-worker™ in your terminal to open a real-tinme WbSocket connection to Coudflare's
gl obal edge | oggi ng consol e!

NEXT STEPS

- [ Debuggi ng Runbook] (../devel oprment/ debuggi ng. nd) - Di agnose |ocal and renmpte V
exceptions using diagnostic profiles.
- [Self-Healing & Repair](../guides/repair.nmd) - Recover from degraded workers and

provi si on m ssing bindings.
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ZERO TRUST & SECURI TY HARDENI NG

Whi | e the Hoox dashboard features a highly secure, custom cooki e-based aut hentication
m ddl eware, wrapping your dashboard and APl endpoints inside O oudflare Zero Trust

(Access) provides an enterprise-grade security perineter

By placi ng your depl oynent behind O oudflare Access, you can enforce Milti-Factor

Aut hentication (MFA), restrict access to specific GtHub/ Google SSO identities, evaluate
devi ce posture, and drop malicious scanner payloads at the DNS | evel before they ever hit
your workers.

THE ZERO TRUST PROTECTI VE BOUNDARY

- Zero Public Exposure: The dashboard isolate does not evaluate public logins directly.

- MFA Gate: Users are intercepted by a secure Cloudflare authentication card at the

near est edge PoP

- Zero Cost: Coudflare's Zero Trust free tier includes up to wusers, which is nore than
enough for a personal algorithmc trading desk.

STEP- BY- STEP DASHBOARD ACCESS SETUP

STEP : ENABLE ZERO TRUST ON YOUR ACCOUNT

Log in to the doudflare Dashboard and click Zero Trust on the sidebar
If this is your first tine, follow the onboardi ng pronpts to register a uni que Team
Nanme (e.g. "al pha-trading.cloudfl areaccess.com).

STEP : CREATE A SELF- HOSTED APPLI CATI ON

In the Zero Trust dashboard, navigate to Access > Applications and click Add an
application.

Sel ect Sel f-hosted.

Application Nane: "Hoox Dashboard Cockpit’.

Session Duration: Select your preference (e.g. ~ Hours' to prevent constant login
pronpts).

Application Dorain: Enter the custom domain mapped to your dashboard worker (e.qg.
“hoox. nmy-tradi ng- enpi re.com).
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STEP : CONFI GURE AUTHCORI ZATI ON POLI C ES

Click Next to proceed to the Policies tab.

Policy Name: "Allow Adnmin Only".

Action: “Allow .

Configure Rul es:

- Include: Select Emails and enter your personal email address (enables Enmail OTP).

- Include (SSO): Alternatively, select GtHub O g/ Teans or Googl e Wrkspace to enabl e
SSO i ntegrations.

In the Require bl ock, you can optionally require a valid security key (MFA) or device
posture check (e.g. verifying that your laptop runs a specific OS version).

STEP : NMAP | DENTI TY PROVI DERS & SAVE

In Settings > Authentication, |ink your desired |ogin providers (Google Wrkspace,
G tHub QAuth, or Emmil OTP).

Save the application.

Qpen your browser and navigate to your custom domain
(" https://hoox.ny-trading-enpire.com). You will be intercepted by your C oudflare Access
card. Once authorized, you are passed cleanly to your Next.js dashboard.

STRI CT WAF VWEBHOOK | P ALLOW LI STI NG

To ensure that only TradingView s official servers can fire signals to your “/webhook®
ent ryway:

Under your C oudflare DNS zone dashboard, navigate to Security > WAF > Custom Rul es.

Click Create Rule.

Rul e Nanme: “Restrict /webhook to Tradi ngView I Ps".

Field: "URI Path® | Operator: “equals | Value: “/webhook .

And: "I P Source Address® | Operator: "is not in | Value: (Paste TradingView s official
| P ranges here, which are automatically synced by running the “~hoox waf configure
--Tradi ngVi ew-only" command).

Action: Block (or Challenge).

Save. All unauthorized traffic hitting " /webhook™ is dropped instantly at the DNS edge,
preventing any V conpute | oad.

Aut onmat ed WAF setup via CLI
hoox waf configure --Tradi ngVi ewonly
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OPTI ONAL: BYPASSI NG LOCAL DASHBOARD AUTH

Once your customdomain is wapped inside O oudflare Access, the dashboard's built-in
login form (" DASHBOARD USER', " DASHBOARD PASS') becones redundant.

To streanline access:

Edit the Next.js "mddleware.ts” file inside ~workers/dashboard/src/" .
Toggl e the authentication checker to | everage O oudflare's Access headers:
" Ttypescript
/'l Next.js Edge M ddl eware
export function m ddl eware(request: Request) {
/1 Verify the JW payload injected in headers by C oudflare Access
const cfAccessJw = request. headers. get ("Cf-Access-Jw - Assertion");
if (cfAccessiwm) {
/1 Cloudflare has already authenticated the session. Bypass |ocal |ogin.
return Next Response. next();

}

/!l Fallback to | ocal cookie checks...

NEXT STEPS

- [Next.js Dashboard worker Profile](../workers/dashboard. md) - Revi ew OpenNext
conpi l ati on and asset bi ndi ngs.

- [System Cbservability & Metrics](nonitoring.nd) - Setup tinme-series |ogging and
Anal ytics Engi ne tables.
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LOCAL DEVELOPMENT SETUP

Hoox provides a conprehensive | ocal devel opnment workspace designed to enul ate your
producti on d oudfl are edge environnment. Devel opers can choose between runni ng

m croservices natively on local Wangler V isolates or inside conpletely isolated
cont ai neri zed Docker stacks, with real-tine log tailing and TU diagnosti cs.

DEV RUNTI ME SELECTI ON: NATI VE VS. DOCKER

The “hoox dev start®™ conmand orchestrates the boot sequence for all enabl ed workers and
supports two execution runtines:

| Runtinme Mode | Boot Comrand | Latency / Hot-Rel oad | I sol ation Leve
| ldeal Use Case |

| Native | “wrangler dev’ | < ns | Low (shares local host ports) |
Hi gh-speed script tweaking, rapid feature iterations. |

| Docker | "~ docker conpose up’ | ~ns | High (isolated Linux containers)
Testing full integrations, database mgrations, queue failovers.

THE GUI DED STARTUP FLOW

When you run " hoox dev start :

W angl er Version Verification: Probes your global/local Wangler package. If Wangler
is outdated, it pronpts an advisory upgrade warning:

Wangler CLI is outdated (v.. < v..)
Run “bunx wrangler update’ to update, or press Enter to continue.

Docker Environment Probing: Checks if the Docker daenpn is active and
“docker-conpose.ynl* is present in the workspace.

Runtime Preference Lock: If both runtinmes are available, the CLI pronmpts you to sel ect
your preference. This choice is witten to your “wangler.jsonc™ file under the "“"dev":
"runtime": "..." }° block, bypassing future pronpts.

Override the saved runtine preference on the fly
hoox dev start --runtinme native
hoox dev start --runtinme docker

{
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DOCKER COVPOSE ORCHESTRATI ON & PROFI LES

For full stack containerized devel opnent, Hoox divides operations into three Docker
Conpose profiles in your root "docker-conpose.yn " :

Profile : Spin up all background workers only

docker conpose --profile workers up

Profile : Spin up the Next.js frontend only
docker conpose --profile dashboard up

Profile : Full Stack (Al workers + Next.js dashboard)
docker conpose --profile full up

LOCAL PORT MAPPI NG REGQ STRY

In the I ocal environnment, each V dev instance mounts to a dedi cated host port. Ensure no
ot her applications are occupying these ports before | aunching:

| Mcroservice | Default Port | Local Binding URL | Purpose
I

B R EERTREE | e S SELAEEEEEEEEEETEES |

........................ |
| " hoox” | o | “http://localhost:™ | Ingress Gateway |
| “trade-worker® | o | “http://localhost:™ | Oder Execution Engine |
| “tel egram worker” | o | “http://localhost:> | Notifications Hub |
| ~d-worker” | o | “http://localhost:” | Relational SQ.ite Manager |
| “web-wallet® | o | “http://local host:™ | On-Chain DeFi Node |
| “dashboard’ | o | “http://localhost:> | Next.js Dashboard SSR |
| “agent-worker”® | o | “http://localhost:” | Cron R sk Monitor |

LOCAL ENVI RONMENTAL MOCKI NG (. DEV. VARS')

Because production secrets are |ocked inside Coudflare's secured key vaults, Wangl er
dev uses local “.dev.vars' files located inside each worker's directory to nock APl keys
and credenti al s:

Copy the secure tenplate
cp wor kers/ hoox/ . dev. vars. exanpl e wor ker s/ hoox/ . dev. vars

I nject |ocal nock keys for testing
echo ' I NTERNAL_KEY_BI NDI NG="1 ocal _t est _key"' >> workers/hoox/.dev.vars
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> Warning: “.dev.vars files contain |local plaintext keys and are excluded fromgit index
tracking via ".gitignore . Never renove these files from .gitignore or check theminto
your repository.

> Tip: If local tests fail with “Tinme-Stanp Expired  errors when calling exchange APIs,
check that your |ocal machine's NTP systemclock is synchroni zed: “sudo ntpdate

pool .ntp.org (or check date/tinme settings on macQOS/ W ndows) !

NEXT STEPS

- [Testing Standards] (testing.nmd) - Run unit and integration tests using Bun's native
test runner.

- [ Debuggi ng Runbook] (debuggi ng. nd) - Debug | ocal and renote isolates, tail |ogs, and
trace queries.
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TESTI NG FRAMEWORK & QA STANDARDS

To protect live capital and ensure robust order routing, Hoox nmandates a rigorous testing

pi peline. Wth noney on the line, we verify every contract calculation, rate-limting

gate, and dat abase query.

Qur test suite is powered natively by Bun's high-speed test runner, conmprising test
files and , individual test assertions split into four distinct diagnostic |ayers.

THE QA TESTI NG LAYERS

RUNNI NG TESTS: CLI COMVANDS

A. CORE PLATFORM VERI FI CATI ON ( EXCLUDI NG LI VE)

Run all wunit, integration, and EE snoke tests in paralle
bun test

Run the suite and output a detailed V coverage report

bun test --coverage

B. WORKSPACE- SPECI FI C TARGETED RUNS

To optim ze devel oper feedback | oops, you can target specific workspaces or workers:

Run CLI comrands tests only (packages/cli/)
bun run test:cl

Run Term nal U tests only (packages/tui/)
bun run test:tu

Run shared hel per tests only (packages/shared/)
bun run test:shared

Run all edge workers unit tests (workers/)
bun run test:workers

Run a single specific test file with hot-rel oad watch node
bun test workers/agent-worker/src/index.test.ts --watch
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C. ADVANCED | NTEGRATI ON & LI VE RUNS

Run Mniflare gateway integration tests
bun run test:integration

Run EE CLI lifecycle snoke tests
bun run test:ee

Run live Cloudflare APl integration tests (requires tests/live/.env credentials)
bun run test:live --jobs

TYPE- SAFE MOCKI NG SPECI FI CATI ONS (NO " AS ANY')

To enforce strict TypeScript conpiler safety, test files nmust never utilize “as any to
bypass types when nock-bi ndi ng resources. Al ways cast stubs using "as unknown as Env :

inmport { describe, it, expect } from"bun:test";
inmport type { Env } from"../src/index";

descri be("trade-worker Gateway Router Mcking", () => {
it("should securely nock internal service binding fetchers", async () => {

/1 . Construct a type-safe nock environment structure
const nockEnv = {

| NTERNAL_KEY_BI NDI NG "l ocal _secret_token_ ",

TELEGRAM SERVI CE: {

fetch: async (url: string, init?: Requestlnit) => {
/1 Verify auth headers exi st

const headers = init?. headers as Record<string, string>;
if (headers["X-Internal -Auth-Key"] !== "local _secret_token_") {
return new Response(JSON. stringify({ success: false }), {
status: ,
b
}

return new Response(
JSON. stringify({
success: true,
nessagel d: ,
b,
{ status: }
)
b
} as Fetcher,
} as unknown as Env;

// . Execute assertions
const res = await nmockEnv. TELEGRAM SERVI CE. f et ch(
"https://tel egramworker/alert",
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{
met hod: " POST",
headers: {
"X-Internal - Auth-Key": "l ocal _secret_token_",
b
}

const data = await res.json();
expect (res. status).toBe();
expect (dat a. success).toBe(true);
expect (dat a. mressagel d) . t oBe();

1),
1)

CONTI NUQUS | NTEGRATI ON GATES & COVERAGE TARGETS

Qur G tHub Actions workflow enforces two strict quality gates before any code is approved
for production depl oynent:

TypeScri pt Type Safety: Al workspaces nust conpile without errors using “tsc
--noEm t .

Coverage Threshol ds: The nonorepo enforces a m ni mum % coverage threshol d across al
core execution paths (" packages/cli , "~packages/shared’, “workers/hoox",
“wor kers/trade-worker ).

Check your |ocal workspace coverage statistics
bun test packages/shared/ --coverage

NEXT STEPS

- [ Debuggi ng Tel enetry Runbook] (debuggi ng.nd) - Learn how to trace active V nenory, tai

| ogs, and audit SQL execution

- [Local Devel opnent Setup] (local -dev.nd) - Configure Wangler and Docker conpose to run
t est beds.
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EDGE DEBUGAE NG & TELEMETRY

Debuggi ng gl obal ly distributed serverless mcroservices presents uni que operationa
chal | enges. Because code runs on Coudflare's edge V isolates w thout a persistent server
host, traditional step-through debugging is replaced by structured |ogging, real-tine

edge telenetry tailing, and distributed tracing.

Thi s docurment is your engineering runbook for debugging and resolving runtinme anonalies
in the Hoox nonorepo.

REAL- TI ME TELEMETRY: TAI LI NG PRODUCTI ON LOGS

Cloudflare's “wangler tail ™ engine establishes an active, secure WbSocket stream
straight fromd oudflare's gl obal edge nodes to your termnal, printing every
“console.log’, exception trace, and HTTP status code in real-tine.

You can trigger this streamng telenmetry via the Hoox CLI or Wangl er

A. Recommended: Stream live console |logs for a specific worker via Hoox CLI

hoox | ogs tail trade-worker

B. Streamgateway traffic in real-tinme
hoox | ogs tail hoox

C. Alternatively, invoke Wangler directly for custom configurations
npx wrangler tail hoox --config workers/hoox/w angler.jsonc

DI STRI BUTED TRACI NG THE " REQUESTI D STANDARD

Because a single TradingView alert flows through nultiple workers (Gateway trade-worker
d-worker telegramworker), locating a specific transaction log in a sea of concurrent
entries is inpossible without a unified trace paraneter

THE REQUESTI D PROTOCCL

Generation: The "hoox  gateway generates a unique, cryptographically secure UU Dv
i mredi ately upon receiving a webhook payload. This is set as the “requestld in the
transaction context.

Propagati on: Every internal service binding call transmits this UU D as the
" X-Request-1d> HITP header.

Structured Ingestion: Wien logging error telemetry or witing trade fills to R and D
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dat abases, workers attach the "requestld as a dedicated i ndex col um.
Unified Auditing: You can audit an entire transaction's |lifecycle across all workers
by running a single database query filtering by the trace ID:

SELECT created_at, worker, nessage, severity
FROM syst em | ogs

WHERE request _i d = ' bdebd- bd- bad- bdd- bdbdcbd'
ORDER BY created_at ASC

OPERATI ONAL RUNBOCKS FOR COWVMON EDGE FAI LURES
A. SYMPTOM ~ UNAUTHORI ZED' ON | NTERNAL WORKER CALLS

- Diagnostics: The calling worker gets a ~ Unauthorized response when querying internal
services like “d-worker® or “trade-worker .
- Primary Root Cause: The "I NTERNAL_KEY BI NDI NG secret does not nmatch between the
cal l'ing worker and the target worker.
- Resol ution:
I nspect the secret existence on both workers: “hoox secrets check’.
If msmatched, re-inject the secret globally using one conmand:
""" bash
hoox secrets set | NTERNAL_KEY_BI NDI NG "your_secure_shared_i nternal _key"

B. SYMPTOM °~ BAD GATEWAY' ON WEBHOOK ROUTES

- Diagnostics: An incoming signal returns a error instantly.
- Primary Root Cause: A Service Binding target declared in the gateway's “wangler.jsonc’
has not been depl oyed yet.
- Resol ution:
Run t he dependency check: “hoox check health™.
Redepl oy the entire stack in the correct dependency order:
""" bash
hoox deploy all --auto

C. SYMPTOM "D _ERROR NO SUCH TABLE

- Diagnostics: Wrker database transactions fail with table mssing errors.
- Primary Root Cause: Relational SQLite schenmas were never initialized on your production
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D i nst ance.
- Resol ution
Initialize database tables and run pending drizzle mgrations:
""" bash
hoox db apply --renote
hoox db migrate --renote

D. SYMPTOM KV CONFlI GURATI ON PROPAGATI ON DELAYS

- Diagnostics: You toggled a KV configuration (e.g. turned “trade:kill_switch = false’),
but some incoming signals are still being rejected

- Primary Root Cause: Cloudflare KV is eventually consistent. Updates can take up to
seconds to propagate to all global edge |ocations

- Resolution: Wait - seconds for cache validation to settle globally. Do not trigger
rapid test webhooks inmmediately after nodifying configuration keys.

NEXT STEPS

- [Testing Framework & QA Standards](testing.nd) - Run local unit and integration tests
using Bun's native test runner.

- [Self-Healing & System Repair](../guides/repair.nd) - Run diagnostics, targeted
conponent repairs, and full systemrebuilds.
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APl ENDPO NT DI RECTORY

This directory provides the conmplete HITP REST APl specification for all public and

i nternal endpoints exposed across the Hoox edge nicroservices stack.

SECURI TY & AUTHORI ZATI ON HEADERS

Al'l internal calls between workers (via V Service Bindings) nust provide the standard
i nternal authentication header:

X- I nternal - Aut h- Key: <I NTERNAL_KEY_BI NDI NG>
Publ i c webhook and dashboard endpoi nts use cookie authorization or custom APl keys:

- Webhook I ngestion: Authenticated using the "api Key' property inside the JSON payl oad.
- Tel egram webhook: Authenticated via the secure token path:
*/tel egranf <TELEGRAM WEBHOOK_SECRET>" .

| NGRESS WEBHOOK ENDPO NTS (* WORKERS/ HOOX )

The public gateway acts as the primary firewall and entry entryway for all external trade
signal s.

A. | NGEST SI GNAL WEBHOOK

Recei ves Tradi ngView alerts or autonmated cURL signals.

- Path: " /webhook®
- Method: " POST
- JSON Payl oad:

“Tjson

"api Key": "secure_webhook_key ",
"“exchange": "bybit",

"action": "LONG',

"synbol ": "BTCUSDT",

"quantity": .,

"l everage": |,

"i denpot encyKey": "uui d- bdebd- bd"
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- Success Response ( OK):

“Tjson
{

"success": true,

"request1d": "bdebd-bd-bad-bdd-bdbdchd",

"exchange": "bybit",

"synbol ": "BTCUSDT",

"action": "LONG',

"result": {
“orderld": ,
"status": "Filled",
"price":

}

B. PROACTI VE HEALTH DI AGNCSTI CS

- Path: “/health’
- Method: ~GET
- Success Response ( OK):

“Tjson
{

"status": "ok",

“tinmestanp”:

"bi ndi ngs": {
"d": "connected"
"kv": "connected",
"queue": "active"

}

DATABASE SERVI CE ENDPO NTS (~ WORKERS/ D- WORKER' )

The “d-worker™ serves as a private, internal SQ. proxy database.

A. EXECUTE SI NGLE SQL STATEMENT

- Path: “/query’
- Method: " POST
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- JSON Payl oad:

“Tjson
{
"request1d": "bdebd-bd-bad-bdd- bdbdchd",
"query": "SELECT FROMtrades WHERE synbol = ? LIMT ?",
"parans": ["BTCUSDT", ]

- Success Response ( OK):

“Tjson
{
"success": true,
"results": [{ "id": "trade-", "synbol": "BTCUSDT", "price": }],
"meta": { "rows_read": , "duration": . }

B. EXECUTE TRANSACTI ONAL BATCH STATEMENTS

- Path: “/batch’
- Method: "POST
- JSON Payl oad:

“Tjson
{
“request 1 d": "bdebd-bd-bad-bdd-bdbdchd",
"queries": [
{
"query": "INSERT INTO trades (id, synbol) VALUES (?, ?)",
"parans": ["t-", "ETHUSDT"]
H
{
"query": "UPDATE positions SET size = size + . WHERE synbol = 'ETHUSDT' ",
"parans”: []
}
]

- Success Response ( OK):
“Tjson

"success": true,
"results": [{ "meta": { "changes": } }, { "neta": { "changes": } }]
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Al RI SK & CHAT ENDPQO NTS (~ WORKERS/ AGENT- WORKER' )

Bri dges background risk audits and nulti-provider Al chat streans.

A. CONVERSATI ONAL CHAT STREAM ( SERVER- SENT EVENTS)

Path: “/agent/chat"
Met hod: ~ POST
Headers: "~Accept: text/event-stream
JSON Payl oad:
“Tjson

"pronpt": "Summarize ny trade history and average win rate today.",

"streaml': true,
“provider": "anthropic"

Success Response: Emits standard text/event-stream updates, termnating with

[ DONE] .

B. MJULTI MODAL Al VISION AUDI T

Pat h: "~ /agent/vision’
Met hod: ~ POST
JSON Payl oad:

“Tjson

"i mageBase": "i VBORWMKGIJOAAAANSUNEUgAA. .. ",

“dat a:

"pronpt": "Evaluate this trading chart inmage for support and resistance |levels."

Success Response ( K):

“Tjson

"success": true,

"anal ysi s": "Based on the provided chart screenshot, there is strong horizontal

support at $,..."

}

NEXT STEPS
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- [Request Payl oad Schenas] (payl oads. nd) - Anal yze the conplete JSON request schemas and
type rul es.

- [Standard Response Schemas] (responses. nd) - Check error factories and normal JSON
envel opes.
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REQUEST PAYLQAD SCHENMAS

To mai ntain robust data routing and prevent runtine failures, Hoox enforces a strict
payl oad contract across all internal and public service boundaries. Al incom ng requests
are validated by active JSON Schema or Zod m ddl eware before entering V execution |oops.

Thi s docurment details the exact JSON schemms, TypeScript interfaces, and validation rules
for all primary request payl oads.

STANDARD REQUEST ENVELOPE

Every service-to-service invocation (via Service Bindings) waps its business paraneters
i nside a standardi zed Request Envel ope containing distributed tracing indices:

export interface RequestEnvel ope<T> {
requestld: string; // Unique UU Dv distributed trace ID
payload: T; // Service-specific payl oad

}
{
"request1d": "bdebd- bd-bad-bdd- bdbdcbhd",
"payl oad": {
"synbol ": "BTCUSDT",
"quantity":
}
}

TRADE EXECUTI ON PAYLOADS ( TRADE- WORKER' )

The execution engine processes two primary types of order payl oads:

A. CENTRALI ZED EXCHANGE ORDER PAYLQAD (" /WEBHOOK & "/ PROCESS')

export interface CexOrderPayl oad {
exchange: "binance" | "bybit" | "mexc"; // Target exchange
action: "LONG' | "SHORT" | "CLOSE"; // Margin position action
synbol : string; // Standardi zed asset ticker (e.g. "BTCUSDT")
quantity: nunber; // Oder size in contracts or tokens
| everage?: nunber; // Optional margin |l everage multiplier
price?: nunber; // Optional execution limt price
order Type?: "MARKET" | "LIMT"; // Default: MARKET
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{
"exchange": "bybit",
"action": "LONG',
"synbol ": "BTCUSDT",
"quantity": .,
"l everage": ,
"order Type": " MARKET"
}

B. ON-CHAI N DEFI SWAP PAYLOAD (" /DEX)

export interface DexSwapPayl oad {
chain: "ethereunt | "arbitruni | "polygon"; // EVMtarget network
to: string; // Recipient address or Uniswap Router
value: string; // Transaction value in Wi (as string)
data: string; // Encoded contract call data bytes
gasLimt?: nunber; // Optional transaction gas limt

}

{
“chain": "arbitrunt,
"to": "xbecdabeedeacdf",
"val ue": "",
"data": "xacbb..."

}

DATABASE SQL QUERY PAYLOADS ( D WORKER')

The SQLite database proxy accepts paranmeterized SQL statenments to protect agai nst SQ

i nj ections:

A. EXECUTE SINGLE SQL STATEMENT

export interface Sgl QueryPayl oad {
query: string; // Parameterized SQ statenent
params: Array<string | nunber | boolean | null>; // Binding val ues

"query": "SELECT FROM trades WHERE synbol = ? AND status = ?",
"paranms": ["BTCUSDT", "Filled"]
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TELEGRAM NOTI FI CATI ON PAYLQADS (° TELEGRAM WORKER' )

Used to push structured alerts and charts to your nobile device:

export interface Tel egramAl ert Payl oad {
chatld: string; // Target Telegram Chat ID
nessage: string; // Formatted nmessage content
par seMode?: "HTM." | "MarkdownV"; // Default:
}
{
"chatld": "",
"message": "<b>Alert:</b> Position filled at
"parseMode": "HTM."
}

HTML

’

> Tip: Adding new fields to a payl oad schema? Renenber to update the correspondi ng type

interfaces in

across all

wor ker s!

NEXT STEPS

[ APl Endpoi nt Directory](endpoints. nd)

mappi ngs.

[ Standard Response Schenas] (responses. nd)

" @ ango- bl ockchai ned/ hoox- shared/ types”

- Anal yze REST routes,

to ensure conplete type safety

headers, and endpoints

Check success envel opes and error nodel s.
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STANDARD RESPONSE SCHEMAS

To ensure predictable error handling and parsing across all mcroservices, Hoox enforces
a strict response contract. Every worker responds with a standardi zed JSON envel ope
containing tracing details, operation status, results payl oad, and detail ed error nodels.

Thi s docurment details the exact JSON tenplates, types, and error factories utilized in
t he nonor epo.

STANDARD RESPONSE ENVELOPE

Every HITP response returned by an edge worker is encapsulated within a unified JSON
envel ope:

export interface ResponseEnvel ope<T> {
success: boolean; // Absolute state of the operation
requestld: string; // UUDv trace | D mapped from request
result?: T, // Operation success netadata payl oad
error?: {
/1 Detail nodel present only if success = fal se
code: string; // Unique machi ne-parseable error token
message: string; // Human-readabl e error description
details?: any; // Optional specific array of field issues

SUCCESS RESPONSE TEMPLATES

A. TRADE EXECUTI ON FI LL SUCCESS (" TRADE- WORKER - OK)

"success": true,
"request 1 d": "bdebd- bd-bad-bdd- bdbdchd",
"result": {
"orderld": "",
"status": "Filled",
"executedQy": .,
"price": .,
"timestamp":
H

"error": null
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B. TELEGRAM PUSH SUCCESS (° TELEGRAM WORKER™ -

true,
" bdebd- bd- bad- bdd- bdbdcbd",

"success":
"request|d":
"result": {

"messagel d": ,

"delivered": true

H

"error": null

ERROR MODELS & EDGE ERROR CCDES

When a worker operation fails, the "success’

is omtted or set to "null’, and the “error’ nodel

A.  BAD REQUEST (JSON VALI DATI ON ERROR)

{
"success": fal se,
"request1d": "bdebd- bd-bad-bdd-bdbdcbhd",
"error": {
"code": "VALI DATI ON_ERROR",
"message": "lInvalid JSON payl oad structure.",
"details": [{ "field": "quantity", "issue":
}
}

B. CONFLI CT (1 DEMPOTENCY MJUTEX | NTERCEPT)

{
"success": false,
"request1d": "bdebd- bd-bad-bdd-bdbdcbhd",
"error": {
"code": "DUPLI CATE_REQUEST",
"message": "Order rejected. Durable Object |ocked:
hours. "
}

flag is set to "false’,

X)

the “result” field

is fully popul at ed:

"Miust be greater than zero." }]

trace I D already processed in the |ast
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SHARED " ERRORS' FACTORY M DDLEWARE

To enforce this response contract without witing redundant JSON wrappers in every

wor ker, we use the standardized "Errors’

* @ ango- bl ockchai ned/ hoox-shared/ errors":

factory fromthe shared nonorepo package

import { Errors } from"@ ango- bl ockchai ned/ hoox-shared/ errors";

/1 . Validation Failures ( Bad Request)
if (!payload.symbol) {
return Errors. badRequest (" Synbol

/1 . Secret Key Msmatch ( Unaut hori zed)

i f (request HeaderKey ! ==

}
/1 . System Exceptions ( Internal Server
try {

await dat abase.wite(data);

} catch (err: any) {

return Errors.internal (" Database wite exception:

These factory methods automatically serialize the exception

“requestld fromthe context,

" Response” obj ect.

NEXT STEPS

- [AP
nmappi ngs.

Endpoi nt Directory] (endpoi nts. nd)

- [ Request Payl oad Schenas] (payl oads. md)

typescript interfaces.

set the correct HITP status code

is a required paraneter.");

env. | NTERNAL_KEY_BI NDI NG {

return Errors.unauthorized("Access Denied: Invalid X-Internal-Auth-Key.");

Error)

${err.message} " );

attach the active
and return a conpliant

Anal yze REST routes, headers, and endpoints

Check JSON request payl oad specifications and
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CLI ARCH TECTURE & FEATURES

The “hoox™ CLI ( packages/cli’) is the unified lifecycle engine of the trading platform
nonorepo. |t governs | ocal sandboxes, conpiles TypeScript structures, coordinates
Cloudflare infrastructure resources, deploys edge isol ates, nmanages encrypted secrets,
and executes sel f-healing diagnostics.

MONOREPO WORKSPACE DESI GN

The CLI is integrated into our nonorepo using Bun Wrkspaces, which |ink | ocal packages
together. This design ensures that the CLI binary can resolve and | oad | ocal shared types
(* @ ango- bl ockchai ned/ hoox-shared™) and TU conponents ( packages/tui ) instantly w thout
net wor k downl oads or pre-conpil ation overhead:

hoox- set up/ (Monorepo Root)

| -- packages/

| |-- cli/ CLI Source code (entry binary: bin/hoox.js)

| | -- tui/ OpenTUl dashboard source code

[ | -- shared/ Common libraries (auth, router, error nodels)
| -- workers/

| [-- ... Edge V isol ates

| -- package.json Root wor kspace manager

COVIVAND- LI NE CORE ARCHI TECTURES

The CLI binary parses terminal instructions using the follow ng architectural |ayers:

A. COWAND DI SPATCHER (" PACKAGES/ CLI/ SRC/ | NDEX. TS")

Intercepts all incomng arguments (e.g. ~hoox infra provision’), evaluates global flags
(--json’, “--quiet’), validates configuration integrity, and del egates execution to
target conmmand nodul es under " src/commands/ .

B. CLOUDFLARE APl ADAPTERS (" SRC/ ADAPTERS/ ")

Transl ates conmand intentions (like “hoox infra d create’) into paraneterized Coudflare
APl REST payl oads, bypassing wangl er wrappers when hi gh-performance execution i s needed.

C. STATE ENG NE (" SRC/ CORE/ ")



HOOX SPEC | CLI ARCH TECTURE & FEATURES

Tracks active project profiles, enabled worker matrices, and workspace configuration
formats ("wangler.jsonc’ vs. “wangler.tom ).

DECLARATI VE CONFI G MAPPI NG & VALI DATI ON

To prevent configuration drift, the CLI enforces strict type validation on
“wrangl er.jsonc’ files:

Config Interfaces: Built-in parsers validate configuration files against type-safe
TypeScript interfaces ( Config and ~WorkerConfig ) defined in “src/core/types.ts’

Setup Verification (" hoox check setup™): Conpares active workspace profil es agai nst
exanple files, audits environnent variables keys, and scans for m ssing bindings,
outputting formatted terminal reports

SELF- HEALI NG & DI AGNOSTI CS ENG NE

One of the CLI's nost powerful features is its guided repair framework (" hoox repair’
conmand groups):

- Diagnostic Probes: The “hoox repair check®™ conmand runs a -step checklist (verifying
subnmodul e checkouts, NPM Bun package resol utions, TypeScript variables, Coudflare zone
Iinks, and encrypted credentials).

- Automat ed Recovery: If a missing resource is identified (e.g. a D database 1D is bound
in “wangler.jsonc” but the database doesn't exist on your O oudflare account), the
repair engine pronpts you and provisions it automatically:

Provi si on m ssing O oudflare bindings and repair system states
hoox repair infra

> Tip: Every single command supports the “--json” global flag. This outputs
nmachi ne- par seabl e JSON payl oads (e.g. “~hoox monitor status --json’), allow ng you to
integrate the CLI with external telenetry dashboards or alert scripts effortlessly!

NEXT STEPS

- [CLI Reference Manual ] (../../enduser/referencel/cli-comands.nd) - Review the conplete
conmand tree, positional argunents, and fl ags.

- [Wangler Setup & Tooling](devel opnent/| ocal -dev.nd) - Configure Wangler to bind | oca
D and KV instances for dev testing.



